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CSOC Updates, Threat Trends, & More:

Highlights from activity across all 13 CSOC-supported districts

e Phishing expanded beyond the inbox. Attackers increasingly used Google Drive shares and Calendar invitations, creating
blind spots where traditional email controls and investigation tools have less visibility.

e Malicious Google Docs were shared at scale. These documents frequently impersonated district leadership and directed
users to phishing pages. Tech admins cannot remove externally owned documents shared with users as viewers, limiting
remediation options. The CSOC worked with Google Support and submitted a feature request to address this gap.

e Attackers increasingly targeted user devices. ScreenConnect and fake CAPTCHA campaigns attempted to install remote
access tools or execute malicious commands, moving beyond credential theft alone.

e Compromised accounts were weaponized to continue attacks. Attackers used legitimate accounts to distribute phishing
at scale, create malicious content, and hide activity through inbox rules or deleted security alerts.

e Personal and work activity increasingly overlapped. Personal email forwarding and access from personal devices can
create alternate paths around organizational security controls and visibility. The CSOC discourages mixing personal and work

activity for this reason.

e High-priority incidents increased despite fewer incidents overall. More complex attacks required greater investigation
and response time as staff returned from summer break. Attacks also showed greater sophistication across delivery,
persistence, and evasion techniques, a trend that may be accelerated by attackers’ growing use of Al.

Incident Overview:

District Incidents
Total Q3 CSOC Incidents: 197
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Incident Categories

@ Malicious email delivered to user inbox(es)
Account Compromise (malicious email)

@ Account Compromise (malicious drive
share)

Account Comrpomise (malicious calendar
invitation)
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@ Account Compromise (leaked pw or other)
@ Unwanted software on user computer
@ Suspicious process or execution
Configuration Change
Leaked password
@ Malicious Google Drive share

Malicious Calendar invitation
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At a Glance

89% of total CSOC
incidents originated
from malicious emails

197 incidents across
13 districts

Detection Source

Identifies how incidents were first discovered

User Report
EDR Alert
System Alert
Investigation
Help Desk
District Team
Sublime Security

Cross-district Search

Cross-district searches
drove most incident
detections

Higher-severity incidents
increased with threat
sophistication
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Incident Response Effort and Efficiency

Estimates include dedicated incident response time and do not reflect broader CSOC cybersecurity work.

CSOC Time Spent By District
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Total Link Clicks: 838,560 | Unique User Clicks per Email: 555,350
Data displays all link clicks, not only malicious clicks.
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CSOC Tips, Resources, & Forecast:

B 2026 Q3 CSOC Threat Report
The CSOC Insights Blog is designed for a semi-technical audience, with updates posted on the 15th of each

month: Click the bell icon to subscribe to updates |
e The CSOC’s technical documentation is posted to the CSOC Website, with guides and flow charts tech staff can

follow during cybersecurity incidents: CSOC Technical Documentation
&% Quarantine Rules Efficacy Report- 2026-07-01 - 2026-09-30.pdf
&% OAISD Sublime-Attack-Insights_2026-07-01_2026-09-30.pdf


https://docs.google.com/document/d/1txZzMLLUreyW2vx6koXb3amou1MElFCr8HKDSPhJKwQ/edit?usp=drive_link
https://drive.google.com/file/d/19tFUjNus_FvX2wlOhtjL8vfMCLzM30d5/view?usp=sharing
https://drive.google.com/file/d/1psR3x0UQCKhgG3PWcZjQOcu97_XH94j3/view?usp=sharing
https://www.oaisd.org/programs-services/innovation-technology-information-security/technology-services/cyber-security-operations-center-csoc#:~:text=Director%20of%20Technology-,CSOC%20Insights%20Blog,-Post%20RSS%20Feeds
https://oaisd.org/csoc
https://www.oaisd.org/programs-services/innovation-technology-information-security/technology-services/cyber-security-operations-center-csoc/technical-documentation
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