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Pause. Check. Protect

Attackers count on urgency, trust and distraction. Take a moment before you act.

Do not click, reply, scan a QR

1. Sto p code, open an attachment, or

@ URGENTPRESSURE approve an MFA prompt.

Act now, keep it secret, or
face a consequence.

UNEXPECTED REQUEST

Passwords, MFA codes, gift
Use a trusted phone number,

cards, payments or sensitive -
data. 2 . Verlfy known website or separate

message to confirm the request.

SENDER MISMATCH

Display name looks familiar,
but the address or domain is
wrong.

SUSPICIOUSLINK Re or Forward suspicious emails to
Lo E e e 3- p technology@opschools.org
misspellings, odd domains

and QR-code traps.

UNUSUAL TONE "Never Share Your

The wording, timing or

td T tch th
sorsonyou know. Password or MFA Code
| egitimate support staff will not ask
TOO GOOD TO BE TRUE
Prizes, refunds, jobs or yOu to reveal passwords or MFA
benefits you did not request. Codes When in doubt StOp and

verify through a trusted channel.



