BOARD OF TRUSTEES

HUMBOLDT COUNTY SCHOOL DISTRICT

POLICY 4010
PERSONNEL

CONFIDENTIAL INFORMATION

PERSONNEL FILES

Contents

The District will maintain a master personnel file for each employee in the District
Administration Office. The Superintendent/designee will be the records manager for personnel
files and will have the overall responsibility for maintaining and preserving the confidentiality of
the files. An employee’s supervisor or manager may elect to maintain a duplicate copy of the
documents; however, this does not supersede or eliminate the need for the District to maintain
the master personnel file maintained at the District Administration Office. At the time of hire,
each new employee will complete all government-required documentation, all District-required
documentation, and, when applicable, documentation pertaining to such matters as benefit
plans enroliment and beneficiary designations. Where required, the employee has the
responsibility to provide a copy of his/her driver’s license or any other required license or
certificate. It is the responsibility of each employee to keep the District informed, in writing, of
current address, telephone number, change of name, and any other information relating to
employment status.

The contents for each employee’s personnel file should include, at a minimum, the following:

1. Job description
. Position’s exempt/non-exempt status
. Job application/résumé
. Job offer letter
. Employment contract/any agreement between the employee and the District

. Signed acknowledgments, including receipt of the District’s policies and procedures,
handbook, new employee orientation checklist, and related documents

. Enroliment documentation for District-sponsored benefits

. A copy of a District-issued credit card, long distance calling card, and related
agreements, if any

9. Emergency contact information
10. Authorizations for release of information signed by the employee
11. Salary history record, including rtes of pay and other forms of compensation

12. Employment history of positions held including promotion(s), demotion(s), transfer(s),
layoff(s), and termination(s)
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13. Training/educational records including college transcripts
14.Performance evaluations

15. Performance improvement plan, letters of instruction, and reports of
coaching/counseling sessions

16. Documentation of oral reprimand(s), written reprimand(s), disciplinary notices, and
other counseling or disciplinary documents

17.Letters of recognition(s), commendation(s), and congratulation(s)
18. Separation checklists

19. COBRA notice

20. Exit interview (unless confidentiality was guaranteed)

The personnel file should not include any of the following:
1. Grievances or the responses thereto
[-9 immigration form and supporting documents

2
3. General correspondence
4

. Any document which describes a medical or psychological condition of the employee
or any other individual. Medical and related documents must be kept in a separate,
locked file to which access is strictly limited to those in a business “need-to-know”
position

Investigation reports and supporting documents
6. Employment examination results (written and/or oral testing)

. Employment interview questionnaires and supporting materials (including
documentation of remarks by oral examiners)

All personnel records will be considered confidential and not open to public inspection.

Employee Access

An employee may view the contents of his/her personnel file upon request as provided in
policy. All inspections must be conducted in the presence of a designated district office staff
member. An employee may make copies of any or all documents in his/her file, but may not
remove any documents from the file. The District will provide only one set of copies to the
employee without charge per year. If the employee needs additional copies, s/he will be
required to pay for them.

Negative Information

Negative, disciplinary, or derogatory material originating with the District shall not be placed in
an employee’s file unless the employee has had a reasonable opportunity to review the
material beforehand and discuss the material and related information with the employee’s
immediate administrator/supervisor. Employees will be requested to sign such material to
acknowledge they have reviewed it with the understanding that such acknowledgment shall
not necessarily indicate agreement with all or any part of the material concerned. If the
employee refuses to sign such material, it may be placed in the employee’s file with a dated
notation that the employee refused to sign such material after having been given an
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opportunity to do so.
Whenever possible, another supervisor or manager should be used as a witness to the
employee’s refusal, and should co-sign the entry along with the originating supervisor.

Employee Submitted Information

Statements by the employee submitted in rebuttal to adverse material placed in his/her
personnel file will be included in the employee’s personnel file. The District may place other
information submitted by the employee in the personnel file if the District finds that such
information is relevant to the employee’s work history with the District.

Verification of Employment
Upon a request for verification of employment, only dates of employment, base salary, and job
titles will be provided. An employee’s residence address or telephone number will not be given
without proper authority; i.e., a current authorization signed by the employee, a court order, or
a subpoena.

CONFIDENTIAL INFORMATION

The District will identify, by Administrative Regulation, the types of personnel information and
employment records that it will keep confidential and identify the positions that might
appropriately be granted access to such confidential data on a need-to-know or business-
related basis.

The Superintendent/designee will identify the confidential information and records and designate

what positions will have access to those records and information.

CONFIDENTIAL INFORMATION-AR

Identification of Confidential Information-AR
The following types of personnel information and employment records concerning current
employees, former employees, and applicants for employment that the District maintains are
confidential:
1. All information related to an employment application including, but not limited to,
letters of reference, résumés, or his/her status as an applicant for employment.

. All information that the District received or compiled concerning the qualifications of
an applicant or an employee including, but not limited to, reports by employers, law
enforcement officials, or other individuals concerning the hiring, promaotion,
performance, conduct, or background of the applicant or employee.

. Ratings, rankings, scoring sheets, or remarks by members of an evaluation board
or individual interviewers concerning an applicant, or results received from any
testing or employment screening process.

. Materials used in examinations, including answers, rating guides, score sheets, etc.,
on any written exam or rating criteria for interviews.

5. Information in an employee’s file or record of employment which relates to his/her
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a. Performance;

b. Conduct, including any proposed or imposed disciplinary action taken;

Race, color, religion, ethnic identity or affiliation, age, gender, marital status,
pregnancy, number and names of dependents, military/veteran status, living
arrangements, membership in any organization, sexual orientation, domestic
partnership, national origin, ancestry, genetic information, disability, gender
identity or expression, political affiliation, date of birth, membership in the
Nevada National Guard, or social security number;

Past or present home address, telephone number, post office box, or relatives;

. All information concerning the voluntary or involuntary termination of an
employee, other than the dates of actual employment.

6. The name of an employee’s/former employee’s designated beneficiary.

7. All medical information concerning an employee or applicant including, but not limited
to:

Pre-employment and post-employment medical and psychological examinations;

b. Disability and documentation relating to reasonable accommodation requested
or granted,;

Drug and alcohol testing;
. Genetic information;
. Pregnancy, health care provider’s certification and other communication;

Any other medical information that an employee or applicant has
voluntarily provided or the District has requested on condition of
confidentiality.

All confidential medical information shall be kept in files segregated from other personnel and
employment records. Access to such files shall be strictly limited to those with a demonstrable
business need-to-know. This would include:

1. Supervisors and managers, regarding necessary restrictions and
accommodations in the employee’s duties;

. First aid and safety personnel;
. Government officials investigating compliance with applicable laws, on request;
. State workers’ compensation office officials; and

. Insurance company employees when the company requires a medical
examination to provide health or life insurance (29 CFR §1630.14(c)(1)).

Notations on attendance sheets that an employee took sick leave are not a confidential record.

The District shall keep all information and documents pertaining to an investigation separate
from other personnel and employment records ensuring privacy of all employees, witnesses,
and other individuals involved. Access is limited to only those individuals with a
demonstrable business need-to-know.

Grievance files that include notices, notes, and decisions of appeal will be maintained in a
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separate file with limited access to only those individuals with a demonstrable business need-
to- know.

Access to Confidential Information-AR)

Access to confidential records is restricted to the following, unless specifically provided in a
separate policy.

1. The names of members of an evaluation panel are confidential and shall not be released,
nor shall tests that are governed by confidentiality agreements be released. Access to
the materials for an examination and information relating to an applicant that is relevant
to a decision to hire that person is limited to:

a. Employees with a business need-to-know the information in order to fulfill
the responsibilities assigned by the District;

. The District's Superintendent/designee, human resources director, or his/her
designee;

. Persons authorized pursuant to any state or federal law or court order
(i.e., governmental/legal/auditing/investigating agencies);

. Counsel retained by or on behalf of the District; and

. Any other parties with whom the District has a contractual relationship in order to
enable the District to respond accurately and fully to any lawsuit, complaint,
grievance, or other statutory appeal filed by or on behalf of an employee or former

employee against the District.

2. Access to an employee’s personnel-related confidential file containing those items
listed above and other items referred to in policy, is limited to:

a. The employee;

b. The employee’s representative when s/he presents a current signed authorization
from the employee;

. The employee’s administrator or manager/supervisor or human resources officer
who has a need-to-know, or as required to make a reasonable accommodation;

. Persons authorized pursuant to any state or federal law or court order;
. Counsel retained by or on behalf of the District;

f. District’s workers’ compensation carrier in order to address a claim filed for
workers’ compensation; and

. Any other parties with whom the District has a contractual relationship in order to
enable the District to respond accurately and fully to any lawsuit, complaint,
grievance, or other statutory appeal filed by or on behalf of an employee or former
employee against the District.

3. Access to an employee’s personnel-related confidential investigative file containing
those items listed above in Section GAC1, is limited to:
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. The employee’s administrator or manager/supervisor, human
resources director/manager, or his/her designee;

. Persons authorized pursuant to any state or federal law or court order;
c. Counsel retained by or on behalf of the District; and

d. Any other parties with whom the District has a contractual relationship in order to
enable the District to respond accurately and fully to any lawsuit, complaint,
grievance, or other statutory appeal filed by or on behalf of an employee or former
employee against the District.

Disposal of Personal Records-AR

1. NRS 239B.030 states that government agencies shall ensure that personal
information, defined as social security numbers, driver’s license numbers, or bank
account numbers,

required to be maintained by state or federal statute and received after January 1, 2007, be
maintained in a confidential manner.

If the agency has records containing personal information which is not required by specific
state or federal statute and the information was received prior to January 1, 2007, the
information must be obliterated or removed from documents and computer systems on
or before January 1, 2017.

In compliance with the Fair and Accurate Credit Transactions (FACT) Act Disposal Rule,
the District shall dispose of sensitive information derived from consumer reports to
ensure there will be no unauthorized access to — or use of — any confidential information.
“Consumer Reports” are defined as reports which contain information from a consumer
reporting company, such as reports obtained from third party agencies who conduct
employment background checks on behalf of the District.

Sensitive information includes any and all documents which contain employee
information which can include:

a. Employee name

b. Social security number

c. Driver’s license number

d. Phone number

e. Physical address

f. E-mail address

g. Any other personal identifiers
Method of disposal

The District shall dispose of sensitive information by shredding or burning any and all
papers and by destroying or erasing all electronic files or media which contain personal
information. In addition, the District shall, in accordance with good personnel practices,
properly dispose of any records containing employee personal or financial information.
An electronic record must be destroyed in accordance with the applicable schedule in a
manner that ensures the information cannot be retrieved or reconstructed, including,
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without limitation, overwriting, degaussing and the physical destruction of the storage
media.

. The District will determine whether the disposal of consumer report documents will take
place by utilizing an internal process and equipment or by procuring the services of a
document destruction contractor to dispose of material that is specifically identified as
consumer report information. The District will exercise due diligence to ensure that a
contractor disposes of documents as required by law. Due diligence may consist of
requiring the disposal company be certified by a recognized trade association to ensure
the disposal company complies with the disposal rule requirements.

Reference: 29 CFR 1630.14
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