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1. INTRODUCTION

1.1 AIMS

Itis the duty of Aysgarth School to ensure that every pupil in its care is safe; and the same principles
apply to the digital world as apply to the real world. Online communications and technology provide
opportunities for enhanced learning but also pose great risks to young people. Our pupils are
therefore taught how to stay safe in the online environment and how to mitigate risks, including but
not limited to the risk of bullying, harassment, grooming, stalking, abuse, misogyny, radicalisation and
identity theft.

Technology is continually enhancing communication, the sharing of information, learning, social
interaction and leisure activities. However, many information technologies, particularly online
resources, are not effectively policed. All users need to be aware, in an age-appropriate way, of the
range of risks associated with the use of these internet technologies. Current and emerging
technologies used in and outside of school include:

) Websites;

. Email and instant messaging;

° Blogs, forums and chat rooms;

) Mobile internet devices such as smart phones and tablets;
. Social networking sites;

) Music / video downloads;

. Gaming sites and online communities formed via games consoles;
° Instant messaging technology via SMS or social media sites;
° Video calls;

. Podcasting and mobile applications;

° Virtual and augmented reality technology; and

° Artificial intelligence.

This policy, supported by the Acceptable Use Policies for staff, visitors and pupils, is implemented to
protect the interests and safety of the whole school community. It aims to provide clear guidance on
how to minimise risks and how to deal with any infringements.

At Aysgarth School, we understand the responsibility to educate our pupils on online safety issues;
teaching them the appropriate behaviours and critical thinking skills necessary to enable them to
remain both safe and within the law when using the internet and related tech nologies in and beyond
the classroom. We also understand the importance of involving pupils in discussions about online
safety and listening to their fears and anxieties as well as their thoughts and ideas.

1.1.2 RISKS AND VULNERABILITIES

Abuse that occurs online should be treated with the same seriousness as abuse that occurs offline in
the real world.

The school acknowledges that some pupils are particularly vulnerable to being abused online. These
include but are not limited to:

e pupils with a SEND who may find it difficult to distinguish between fact and fiction in online
content and may repeat content or behaviours encountered online without understanding
the consequences

e pupils whose first language is not English.
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Harmful sexual behaviours, sexual harassment, sexual abuse, physical and emotional abuse may all
have an online element or be conducted solely online. Abuse may occur solely offline, but staff will be
alert to the possibility of abuse may be happening concurrently both offline and online. Similarly, staff
will be alert to the possibility that older pupils may be drawn into cybercrime or recruited into a county
line through contacts that they have made online.

1.2 REGULATORY FRAMEWORK

This policy has regard to the following guidance and advice:
e Keeping Children Safe in Education (September 2026) ("KCSIE")

e Prevent duty guidance: Guidance for specified authorities in England and Wales December 2023.
Prevent is supplemented by a briefing note:

o How social media is used to encourage travel to Syria and Iraq (July 2015)
e Relationships Education, Relationships, and Sex Education (RSE) and Health Education (July 2025).
e Behaviour in schools (February 2024)
e Digital and technology standards in schools and colleges (August 2026)

e The National Minimum Standards for boarding schools (May 2026)

e Early Years and Foundation Stage Statutory Framework (July 2026)

e Advice for Early Years Practitioners on Screen Use DfE (July 2026)

e Safeguarding children and protecting professionals in early years settings: online safety
considerations UK Council for Internet Safety (February 2019)

1.3 DEFINITIONS
Head is the Headmaster of Aysgarth School

Parents includes pupils’ parents, carers and guardians.
Pupils includes all children who are registered and attend the school.

Staff includes teaching staff, support staff (operational and administrative staff), trainee teachers,
supply staff, governors and volunteers

Visitors includes anyone who is not a pupil, parent or member of staff who comes into the school.

1.4 ROLES AND RESPONSIBILITIES IN RELATION TO ONLINE SAFETY

All staff, governors and visitors have responsibilities under the safeguarding policy to protect children
from abuse and make appropriate referrals. The following roles and responsibilities must be read in
in line with the Child Protection and Safeguarding Policy.

1.4.1 THE GOVERNING BODY

The Governing Body has overall leadership responsibility for safeguarding as outlined in the Child
Protection and Safeguarding Policy. The Governing Body of the school is responsible (via its
Safeguarding Committee) for the approval of this policy and for reviewing its effectiveness at least
annually.

The Governing Body will ensure that all staff undergo safeguarding and child protection training, both
at induction and with updates at regular intervals, to ensure that:
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e all staff, in particular the Online Safety Coordinator, DSL and Senior Leadership Team, are
adequately trained about online safety;

e all staff are aware of the expectations, applicable roles and responsibilities in relation to
filtering and monitoring and how to raise to escalate concerns when identified;

e staff are aware of the school procedures and policies that should be followed in the event of
the abuse or suspected breach of online safety in connection to the school.

The Safeguarding Committee of the Governing Body will review the school’s progress towards
meeting the DfE’s Digital and Technology Standards.

1.4.2 HEAD AND THE SENIOR LEADERSHIP TEAM

The Head is responsible for the safety of the members of the school community and this includes
responsibility for online safety. Together with the Senior Leadership Team, they are responsible for
feeding into group decisions relating to procuring appropriate filtering and monitoring systems,
ensuring that decisions on what is blocked or allowed and why are documented, reviewing the
effectiveness of the filtering and monitoring provisions at least annually, overseeing reports inrelation
to online safety and ensuring that staff are appropriately trained.

1.4.3 THE DESIGNATED SAFEGUARDING LEAD (DSL)

The DSL takes the lead responsibility for Safeguarding and Child Protection at Aysgarth School. This
includes a responsibility for online safety as well as the school’s filtering and monitoring system.

The DSL will ensure that this policy is upheld at all times, working with the Head and Senior Leadership
Team, the Online Safety Co-ordinator and IT staff (at both local and group level) to achieve this. As
such, in line with the Child Protection and Safeguarding policy, the DSL will take appropriate action if
in receipt of a report that engages that policy relating to activity that has taken place online.

The DSL will work closely with the Online Safety Co-ordinator and the school’s IT service providers to
ensure that the school’s requirements for filtering and monitoring are met and enforced. The DSL will
review filtering and monitoring reports and ensure that checks are conducted to ensure that filtering
and monitoring is working on all internet enabled devices in all locations across the school as required
by KCSIE paragraph 171. The DSLwill report to the Group’s Director of Safeguarding and the governors’
Safeguarding Committee on progress towards meeting the DfE’s Digital and Technology Standards.

1.4.4 ONLINE SAFETY COORDINATOR

The DSL has delegated day to day responsibilities relating to online safety to the school's Online Safety
Coordinator. They will keep up to date on current online safety issues and guidance issued by relevant
organisations, including the Department for Education, ISI, the CEOP (Child Exploitation and Online
Protection), Childnet International and the Local Safeguarding Children Procedures. The Online Safety
Coordinator will share any disclosure, report or suspicion of improper use of school IT or any issues
with the school’s filtering and monitoring system to the DSL.

1.4.5IT STAFF

The school's IT staff have a key role in maintaining a safe technical infrastructure at the school and in
keeping abreast with the rapid succession of technical developments. They are responsible for the
security of the school's hardware system, its data and for training the school's teaching and
administrative staff in the use of IT. They monitor the use of the internet and emails, maintain content
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filters, and will report inappropriate usage to the Online Safety Coordinator. In doing this, they work
in partnership with the Director of IT.

1.4.6 TEACHING AND SUPPORT STAFF

All staff are required to sign and return the Acceptable Use Policy before accessing the school's
systems. As with all issues of safety at this school, staff are encouraged to create a talking and listening
culture in order to address any online safety issues which may arise in classrooms on a daily basis.

All staff must read and understand this Online Safety Policy and enforce it and the school's Acceptable
Use Policies in accordance with direction from the DSL and the Head as appropriate.

Staff are responsible for monitoring the use of digital technologies and, mobile devices and cameras
in lessons and in other school activities where they are allowed. They may also be responsible for
delivering aspects both formal and informal of the online safety curriculum (see Appendix 2).

1.4.7 PUPILS

Pupils are responsible for using the school IT systems in accordance with the Acceptable Use Policy.

1.4.8 PARENTS AND CARERS

Aysgarth School believes that it is essential for parents to be fully involved with promoting online
safety both within and outside school. We regularly consult and discuss online safety with parentsand
seek to promote a wide understanding of the benefits and risks related to internet usage. The school
will contact parents if it has any concerns about pupils' behaviour in this area and likewise it hopes
that parents will feel able to share any concerns with the school.

2. SCOPE AND APPLICATION

This policy applies to all members of the school community, including staff, pupils, parents and visitors,
who have access to and are users of the school IT systems.

Both this policy, and the Acceptable Use policies, cover both fixed and mobile internet devices
provided by the school (such as PCs, laptops, chrome books, webcams, tablets, whiteboards, digital
video equipment, etc.); as well as all devices owned by pupils, staff, or visitors and brought onto school
premises (personal laptops, tablets, smart phones, smart watches, digital cameras etc.).

In designing this policy, the school has considered the “4Cs” outlined in KCSIE (content, contact,
conduct and commerce) as the key areas of risk. However, the school recognises that some pupils will
have unlimited and unrestricted access to the internet via mobile phone networks. This means that
some pupils, may use mobile technology to facilitate child-on-child abuse, access inappropriate or
harmful content or otherwise misuse mobile technology in the evenings (if they are day pupils) or
during the holidays. The improper use of mobile technology by pupils, in or out of school, will be dealt
with under the school’s Behaviour Policy and/or Child Protection and Safeguarding Policy as is
appropriate in the circumstances (See Appendix 1 for detail relating to sanctions).

This policy applies at all times including where pupils or staff are away from the school, whether they
are on school arranged activities or otherwise, and whether or not the school is open i.e. it applies out
of school hours and in the holidays.
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3. 1 FILTERING AND MONITORING

Aysgarth School aims to provide a safe environment to learn and work, including when online. Filtering
and monitoring are important parts of the school’s safeguarding arrangements and it is vital that all
staff understand the expectations, applicable roles and responsibilities in relation to filtering and
monitoring. The school uses Fortigate Firewall and NetSupport (key stroke monitoring) to filter access
and monitor online activity.

Staff, pupils, parents and visitors should be aware that the school’s filtering and monitoring systems
apply to all users, all school owned devices and any device connected to the school’s internet server.
Deliberate access, or an attempt to access, prohibited or inappropriate content, or attempting to
circumvent the filtering and monitoring systems will be dealt with under the Staff Code of Conduct or
the Behaviour Policy, as appropriate.

The Online Safety Coordinator will check at least termly that the filtering and monitoring system are
operating effectively — these checks must be recorded along with any appropriate action. They will
ensure that over the course of a year, the requirement (KCSIE paragraph 171) to check that filtering
and monitoring is working on all school owned devices in all locations is met. The DSL, the Online
Safety coordinator and the IT manager (or equivalent) will review the effectiveness of the filtering and
monitoring system, looking at the records of the checks. Such a review will occur annually, however a
further review will occur if:

e thereis a major safeguarding incident;

e thereis a change in working practices; or

e if any new technology is introduced.

The school’s filtering system blocks internet access to harmful sites and inappropriate content. The
filtering system will block access to child sexual abuse material, unlawful terrorist content, adult
content using the Internet Watch Foundation’s list. If there is a good educational reason why a
particular website, application, or form of content should not be blocked a pupil or member of staff
should request the changes to be made with the IT Manager. The Online Safety Coordinator and DSL
will then consider the request and record the outcome in writing.

The school will monitor the activity of all users across all of the school’s devices or any device
connected to the school’'s internet server allowing individuals to be identified. In line with the school’s
Data Protection Policy and/or Privacy Notice/s, the Online Safety Coordinator / IT Staff will monitor
the logs daily. Any incidents should be acted upon and recorded. If there is a safeguarding concern,
this should be reported to the DSL immediately. Teaching staff should notify the Online Safety
Coordinator, their Head of Department and the DSL if they are teaching material which might generate
unusual internet traffic activity.

3.1.1 STAFF

If any member of staff has any concern about the effectiveness of the filtering and monitoring system,
they must report the matter to the DSLimmediately in line with the Child Protection and Safeguarding
Policy; particularly if they have received a disclosure of access to, or witnessed someone accessing,
harmful or inappropriate content. If any member of staff accidentally accesses prohibited or otherwise
inappropriate content, they should proactively report the matter to the DSL.

While the filtering and monitoring system has been designed not to unreasonably impact on teaching
and learning, no filtering and monitoring system can be 100% effective. Teaching staff should notify
the IT Manager if they believe that appropriate teaching materials are being blocked.
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3.1.2 PUPILS

Pupils must report to a trusted adult anything that they encounter online that makes them anxious,
worried or upset (this includes accidental access to materials of a violent or sexual nature or that are
otherwise inappropriate). Deliberate access to any inappropriate materials by a pupil will be dealt with
under the school's Behaviour Policy. Pupils should be aware that all internet usage via the school's
systems and its Wi-Fi network is monitored.

Certain websites are automatically blocked by the school's filtering system. If this causes problems for
school work / research purposes, pupils should contact the IT Manager for assistance.

3.2 EDUCATION AND TRAINING

As part of their induction, all new teaching staff receive information on online safety, including the
school’s expectations, applicable roles and responsibilities regarding filtering and monitoring. This will
include training on this Online Safety Policy.

All staff working with children are responsible for demonstrating, promoting and supporting safe
behaviours in their classrooms and following the school's Online Safety procedures. These behaviours
are summarised in the Acceptable Use Policy which must be signed and returned before use of
technologies in school.

All teaching staff (and relevant support staff) receive regular information and training (at least
annually) on online safety issues in the form of INSET training and internal meeting time, and are made
aware of their individual responsibilities relating to the safeguarding of children within the context of
online safety. All supply staff and contractors receive information about Online Safety as part of their
safeguarding briefing on arrival at school.

Teaching staff are encouraged to incorporate online safety activities and awareness within their
subject areas and through a culture of talking about issues as they arise. They should know what to
do in the event of misuse of technology by any member of the school community. When pupils use
school computers, staff should make sure children are fully aware of the agreement they are making
to follow the school's IT guidelines.

In accordance with the Child Protection Policy and Safeguarding Policy, if there is a safeguarding
concern a report must be made by staff as soon as possible if any incident relating to online safety
occurs and be provided directly to the school's DSL.

3.2.1 THE TEACHING OF ONLINE SAFETY: PUPILS

Online safety guidance will be given to pupils on a regular basis. We continually look for new
opportunities to promote online safety and regularly monitor and assess our pupils' understanding of
it.

The school provides opportunities to teach about online safety within a range of curriculum areas and
IT lessons. Educating pupils on the dangers of technologies that may be encountered outside school
will also be carried out via PSHE and RSE, by presentations in assemblies, as well as informally when
opportunities arise.

At age-appropriate levels, pupils are taught about their online safety responsibilities and to look after
their own online safety. Pupils are taught to recognise online sexual exploitation, stalking and
grooming behaviour, the risks associated with these behaviours, and of their duty to report any such
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instances they or their peers come across. Pupils can report concerns to the DSL/ Online Safety
Coordinator or any member of staff at the school.

Pupils are also taught about relevant laws applicable to using the internet such as those that apply to
data protection, online safety and intellectual property. Pupils are taught about how to keep their own
data secure and about respecting other people's information and images (etc.) through discussion and
classroom activities.

Pupils are made aware of the impact of cyber-bullying and know how to seek help if they are affected
by these issues (see also the school's Child Protection and Safeguarding, Anti Bullying and Behaviour
policies, which describe preventative measures and the procedures that will be followed when the
school discovers cases of bullying). Pupils should approach the DSL, or any other member of staff they
trust, or their parents for advice or help if they experience problems when using the internet and
related technologies.

Appendix 2 sets out the outline of the school’s Scheme of Work for teaching Online Safety.

3.2.2 PARENTS

The school seeks to work closely with parents and guardians in promoting a culture of online safety.
The school will contact parents if it has any concerns about pupils' behaviour in this area and likewise
it hopes that parents will feel able to share any concerns with the school.

The school recognises that not all parents and guardians may feel equipped to protect their child when
they use electronic equipment at home. The school therefore arranges discussion evenings and talks
for parents when an outside specialist advises about online safety and the practical steps that parents
can take to minimise the potential dangers to their children without curbing their natural enthusiasm
and curiosity. It also shares tips and safety information via newsletters.

3.3 USE OF PERSONAL DEVICES

3.3.1 STAFF

School devices assigned to a member of staff as part of their role must have a password or device lock
so that unauthorised people cannot access the content. Staff should only use the school device which
is allocated to them for school work. When they are not using a device, staff should ensure that it is
locked to prevent unauthorised access. Devices issued to staff are encrypted to protect data stored
on them.

Staff are referred to the staff Code of Conduct and IT Acceptable Use Policy for further guidance on
the use of non-school owned electronic devices for work purposes.

Staff at Aysgarth School are permitted to bring in personal devices for their own use. The exception
to this are Meta (smart) glasses which may not be used onsite by pupils, staff, parents or visitors. Staff
are not allowed to have their personal devices switched on during the working day (only during breaks
and lunchtimes). They may use such devices in the main school staffroom or in staff offices. They may
not use them in classrooms or other areas occupied by pupils.

Staff may not take personal devices with image taking capabilities including smart watches, META
(smart) glasses, mobile phones, digital cameras, laptops and tablets into the Early Years setting. These
devices must be kept securely in staff accommodation and may only be used in staff only areas where
pupils are not present.

Staff are not permitted under any circumstances to use their personal devices when taking images,
videos or other recording of any pupil nor to have any images, videos or other recording of any pupil
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on their personal devices. Please read this in conjunction with Safeguarding and Child Protection, IT
Acceptable Use, Staff Code of Conduct and School Trips policies.

3.3.2 PUPILS

Pupils are not permitted to bring their own devices (laptops, tablets, chrome books, kindles, mobile
phones, smart watches, smart glasses) to school. The exception to this are:

e pupils with medical conditions e.g. pupils with diabetes who use a mobile phone to help
monitor and control their condition (this will be discussed with parents and the pupil when
the medical care plan is drawn up/reviewed).

e pupils may be allowed to take their mobile phones on some trips and visits. The decision to
allow this rests with the trip leader and the Head. The risks associated with this will be
accounted for in the risk assessment for the trip and appropriate mitigations put in place.

Pupils who need a mobile phone for use in an emergency during the journey to or from school are
required to hand it in to on arrival/collect from on departure. Phones must be switched off during the
day. Any contact between the pupil and home during the day should be via the school office.

No personal devices including phones, cameras, laptops, tablets, smart watches, smart glasses, kindles
belonging to pupils may be used during lessons.

The school issues some school owned devices to pupils. Every child is allocated a school Chromebook
(PP1- Form 5). These devices are charged in an allocated space within a school charging cabinet.

Pupils are responsible for their conduct when using school issued or their own devices. Any misuse of
devices by pupils will be dealt with under the School's Behaviour Policy.

3.3.3 PARENTS

META (smart glasses) may not be worn or used on school premises. This applies to all stakeholders:
parents, staff, pupils and visitors.

Parents may not use any personal device with image taking capacity in the Early Years setting. These
include laptops, tablets, chrome books, kindles, mobile phones, smart watches, smart glasses. The
only exception to this is if the Head of Pre-Prep or the Head give consent for parents to take pictures
of their own child during a school event to which parents have been invited. Parents are reminded
that they do not have consent to post images that include other people’s children online and that
they should refrain from doing so. Further guidance is included in the Taking, Storage and Use of
Images Policy.

Parents of children in Form 1 to Form 5 are asked to refrain from using personal devices on school
premises. We understand that sometimes parents will wish to photograph their child/children
participating in school events to which parents have been invited. Parents are reminded that they do
not have consent to post images that include other people’s children online and that they should not
do so. Further guidance is included in the Taking, Storage and Use of Images Policy.

3.3.4 VISITORS

META (smart) glasses may not be worn or used on school premises. This applies to all stakeholders:
parents, staff, pupils and visitors. Visitors are asked not to use personal devices whilst on school
premises without the permission of the Head.
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3.4 ONLINE COMMUNICATIONS
3.4.1 STAFF

Any digital communication between staff and pupils or parents / carers must be professional in tone
and content. Staff may not contact a pupil or parent/ carer / recent alumni (i.e. pupils over the age of
13 who have left the school within the past eight years or parents of recent alumni using any personal
email address or SMS / WhatsApp. The school ensures that staff have access to their work email
address when offsite, for use as necessary on school business. Personal telephone numbers, email
addresses, or other contact details, may not be shared with pupils or parents / carers and recent
alumni. Staff may not contact a pupil or parent / carer and recent alumni using a personal telephone
number, email address, or other messaging system nor should pupils, parents and recent alumni /
their parents / carers be added as social network 'friends' or similar. Staff who have children who
attend the school may contact other parents to make social arrangements for their children. However,
they should make the Head aware of these personal relationships and be careful to preserve
professional boundaries and confidentiality at all times.

Staff must immediately report to [the DSL / Headteacher] the receipt of any communication that
makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and
must not respond to any such communication. Staff must remain alert to the risk of fraudulent emails
and should report emails they suspect to be fraudulent to the IT Manager.

3.4.2 PUPILS

All pupils are issued with their own personal school email addresses for use on our network and by
remote access. Access is via a personal login, which is password protected. This official email service
may be regarded as safe and secure, and must be used for all school work, assignments, research
projects. Pupils should be aware that email communications through the school network and school
email addresses are monitored.

The school will ensure that there is appropriate and strong IT monitoring and virus software. Spam
emails and certain attachments will be blocked automatically by the email system. If this causes
problems for school work, research purposes, pupils should contact the IT Manager for assistance.

Pupils must not respond to any communication that makes them feel uncomfortable, is offensive,
discriminatory, threatening or bullying in nature and should immediately report such a
communication, to a member of staff who should then refer it to the [the Online Safety Coordinator /
DSL].

3.5 USE OF SOCIAL MEDIA
3.5.1 STAFF

Staff must not access social networking sites, personal email, any website or personal email which is
unconnected with school work or business from school devices or whilst teaching or in the presence
of pupils. Such access may only be made from staff members' own devices whilst in the staff room
/staff-only areas of school.

When accessed from staff members' own devices / off school premises, staff must use social
networking sites with extreme caution, being aware of the nature of what is published online and its
potential impact on their professional position and the reputation of the school in accordance with
the Staff Code of Conduct.

Any online communications, whether by email, social media, private messaging or other, must not:
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e place a child or young person at risk of, or cause, harm;
e bring Aysgarth School into disrepute;
e breach confidentiality;
e breach copyright;
e breach data protection legislation;
e ordoanything that could be considered discriminatory against, or bullying or harassment of,
any individual, for example by:
o making offensive or derogatory comments relating to sex, gender reassignment, race
(including nationality), disability, sexual orientation, religion or belief or age;
o using social media to bully another individual; or
o posting links to or endorsing material which is discriminatory or offensive.

otherwise breach the Staff Code of Conduct or Child Protection and Safeguarding Policy.

3.5.2 PUPILS

The school expects pupils to think carefully before they post any information online, or repost or
endorse content created by other people. Content posted must not be, or potentially be,
inappropriate or offensive, or likely to cause embarrassment to an individual or others. The school
takes misuse of technology by pupils vary seriously and incidents will be dealt with under the
Behaviour, Safeguarding and Child Protection and Anti-Bullying policies as appropriate.

3.6 DATA PROTECTION

Please refer to the Data Protection policy and the IT Acceptable Use Policy for further details as to the
key responsibilities and obligations that arise when personal information, particularly that of children,
is being processed by or on behalf of the school.

Staff and pupils are expected to save all data relating to their work to their school laptop / PC/Chrome
book or to the school's central server / Google Drive Account / One Drive as per the IT Acceptable Use
Policy.

Staff devices should be encrypted if any data or passwords are stored on them. Removable devices
are a cyber security risk and their use is generally not permitted. The school expects any removable
media (USB memory sticks, CDs, portable drives) taken outside school or sent by post or courier to be
encrypted before sending.

Staff may only take information offsite when authorised to do so, and only when it is necessary and
required in order to fulfil their role. No personal data of staff or pupils should be stored on personal
memory sticks, but instead stored on an encrypted USB memory stick provided by the school.

Staff should also be particularly vigilant about scam / phishing emails (and similar) which could
seriously compromise the school’s IT security and/or put at risk sensitive personal data (and other
information) held by the school. If in any doubt, do not open a suspicious email or attachment and
notify the [T Manager in accordance with the [Data Protection Policy and IT Acceptable Use Policy].

Any security breaches or attempts, loss of equipment and any unauthorised use or suspected misuse
of IT must be immediately reported to the IT Manager.
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3.7 PASSWORD SECURITY

Pupils and staff have individual school network logins and email addresses and storage folders. Staff
and pupils are regularly reminded of the need for password security.

All pupils and members of staff should:

e use a strong password (usually containing eight characters or more, and containing upper-
and lower-case letters as well as numbers);

e not write passwords down; and

e not share passwords with other pupils or staff.

3.8 SAFE USE OF DIGITAL AND VIDEO IMAGES

The development of digital imaging technologies has created significant benefits to learning, allowing
staff and pupils instant use of images that they have recorded themselves or downloaded from the
internet. However, staff, parents / carers and pupils need to be aware of the risks associated with
publishing digital images on the internet. Such images may provide avenues for cyberbullying, stalking
or grooming to take place and may be altered using Al to create pornography and deep fakes. Digital
images may remain available on the internet forever and may cause harm or embarrassment to
individuals in the short or longer term.

When using digital images, staff should inform and educate pupils about the risks associated with the
taking, use, sharing, publication and distribution of images. In particular they should recognise the
risks attached to publishing their own personal images on the internet (e.g. on social networking sites)
and follow the School’s policy on official social media posting.

For further details please see the Taking, Storing and Use of Images Policy.

3.9 ARTIFICIAL INTELLIGENCE

Aysgarth School will evaluate the benefits and risks of any proposed use of generative Al by staff or
pupils, with particular regard to risk associated with safeguarding, data protection and the possibility
of bias and discrimination. Any approved use of Al will be kept under review and the school will remain
alert to the possibility of unauthorised use.

Any usage of generative Al tools such as CoPilot is only permitted in the circumstances outlined in the
School’s Al policy, and subject to any conditions imposed by that policy.

In particular, personal or confidential information should not be entered into generative Al tools. This
technology can potentially store and/or learn from data inputted and you should consider that any
information entered into such tools is released to the internet.

Itis also important to be aware that the technology, despite its advances, still produces regular errors
and misunderstandings and should not be relied on for accuracy. In particular, pupils should not use
these tools to answer questions about health / medical / wellbeing issues, or indeed anything of a
personal nature. It is always best to seek help and recommendations as to reliable resources from a
member of staff / the DSL.
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3.10 MISUSE

Aysgarth School will not tolerate illegal activities or activities that are in breach of the policies referred
to above. Where appropriate the school will report illegal activity to the police and/or the local
safeguarding partnerships. If a member of staff discovers that a child or young person is at risk as a
consequence of online activity, they should report it to the DSL. The DSL then may seek assistance
from the CEOP, the LADO, and/or its professional advisers as appropriate.

The school will impose a range of sanctions on any pupil who misuses technology to bully, harass or
abuse another pupil in line with our Safeguarding and Child Protection and Behaviour policies.

3.11 COMPLAINTS

As with all issues of safety at Aysgarth School, if a member of staff, a pupil or a parent/ carer has a
complaint or concern relating to online safety prompt action will be taken to deal with it. Complaints
should be addressed to the Online Safety Coordinator in the first instance, who will liaise with the
senior leadership team and undertake an investigation where appropriate. Please see the Complaints
Policy for further information.

Incidents of, or concerns around online safety will be recorded in accordance with the Child Protection
and Safeguarding Policy and reported to the school's IT Manager and the DSL, in accordance with the
school's Child Protection Policy and Safeguarding policy.

4. POLICY OWNER

This policy is owned by the Group Director of Safeguarding, Charlotte Marten cm1@rugbyschool.net

5. RELATED POLICIES AND GUIDANCE

In addition to the guidance identified in 1.2, this policy is linked to:
The Child Protection and Safeguarding Policy

The Taking, Storage and Use of Images Policy

The Acceptable Use of Al Policy

The Prevent Policy

The Behaviour Policy

The staff Code of Conduct

The Acceptable Use of IT User Agreement (Staff )
The Acceptable Use of IT User Agreement (Pupils)
Data Protection Policy and Privacy Notice/s;
School Trips Policy

PSHE / RSE Policy
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APPENDIX 1
SANCTIONS IN RELATION TO THE MISUSE OF IT

Examples of pupil incidents are outlined in the below table, along with a possible response.
However, each incident will be reviewed on a case-by-case basis and the sanction will be dependent
on the seriousness of the offence.
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Examples of Pupil Incidents a a gs» | 73
Unauthorised use of non-educational sites during lessons X X
Unauthorised/inappropriate use of social media/ messaging X X
apps/personal email
Unauthorised/inappropriate use of mobile phone/digital camera/other X X
mobile device
Unauthorised downloading or uploading of files X X
Deliberately accessing or trying to access material that could be X
considered illegal (see list in “User Actions” section).
Deliberately manipulating media to misrepresent a person or their X
actions
Allowing others to access School network by sharing username and X X
passwords
Attempting to access or accessing the School network, using another X X
pupil’'s account, or the account of a member of staff.
Corrupting or destroying the data of other users X X
Sending an email, text or message that is regarded as offensive, X X
harassment or of a bullying nature
Actions which could bring the School into disrepute or breach the X X
integrity of the ethos of the School
Using proxy sites or other means to subvert the School’s filtering system X X
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Deliberately accessing or trying to access offensive or pornographic X
material

Receipt or transmission of material that infringes the copyright of X
another person or infringes the Data Protection Act

Sharing (including ‘showing’) video, photographic or audio recordings of X
others with the result to humiliate, mock or offend.

Making covert video or audio recordings or taking photographs of others X

without their knowledge or consent.
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APPENDIX 2 E-SAFETY TEACHING AT AYSGARTH SCHOOL

The e-safety curriculum is largely integrated into the normal course of IT lessons with the addition of
dedicated e-safety lessons and events throughout the year. Below sets out the modules in which e-
safety is integrated into the lessons, what is covered and details the more specific lessons and events.
These include GoWise presentations, The ProjectEVOLVE project and Studyladder.
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FOIM 2. ettt et et e e e e 22
FOIM 3. e e 22
FOIM Ao ettt e e er e e e 22
oY 0 4 1 TP 22
PrOJECEEVOLVE ..o e e e e e e e e e e e e e e e e nns 23
€T XA T PP UPPTPPPN 23
Years 3 & 4 - Presentation ....ooooveeiiiiii e e 23
Years 5 & 6 - PreSentation ... e e 23
Year 7 & 8 - Presentation.......cccoiiiiiiiiiiiiiiiiiiii e 24
AUP (Acceptable Usage POLICY) c.uuu i e e et e et e e e et e e e eaans 24
1] 8o V7 = T [ =T 24
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PRE PREP

AUTUMN TERM

PP1& 2

WE ARE TREASURE HUNTERS

The children learn to use simple programmable toys safely and sensibly, as well as showing respect
for the work of their peers. Web access is supervised and safe practices are encouraged. Similarly,
any filming is done with appropriate consent and assent.

PP3

WE ARE ASTRONAUTS

The pupils must let their teacher know if they encounter inappropriate material when they search
the web. If the pupils use third-party images in their projects, they should use images with public
domain or Creative Commons licences. The pupils may upload their projects to the Scratch website,
if they have registered for accounts using a parent’s e-mail address. They learn to observe MIT’s
terms and condition.

STAYING SAFE ON THE INTERNET

Standalone e-safety lesson. The pupils are taught to understand that the Internet is open to all and
that not everyone is friendly. They learn the rules of how to stay safe when using the Internet.

SPRING TERM

PP1&2

WE ARE TV CHEFS

The pupils learn how to use digital video cameras safely and to show respect to those they are
filming, including recognising the need for consent and assent. The importance of not sharing videos
more widely than is appropriate is considered, as is the need to exclude information that might
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identify individuals from video recordings. When using the web, pupils learn to turn the screen off
and tell their teacher if they encounter material that concerns them. The pupils also start to learn
about copyright, recognising that they own the copyright in their original work and that this cannot
be published or copied without their permission.

PP3

WE ARE PHOTOGRAPHERS

The children learn that once images are posted online, it’s impossible to control what happens to
them. Facial recognition software and geotagging mean that those posting images might
inadvertently fail to keep some personal information private. The children learn how to minimise
these risks, and learn what they should do if they have concerns about images they encounter on
the web. The children also learn about what is acceptable and unacceptable to photograph, for
example, that it is usually not a good idea to take or share photographs in which children can be
identified, or that might reflect badly on the school.

SUMMER TERM

PP1& 2

WE ARE COLLECTORS

As pupils will be working with the web and searching for images, they’ll need to make sure they use
this technology safely, as well as showing respect for others’ intellectual property through observing
copyright conditions. The pupils are taught to turn the screen off and let their teacher know if they
have any concerns over content they encounter. The pupils are also introduced to the school’s
Acceptable Use Policy, if they haven’t already had this explained to them.

PP3

WE ARE ZOOLOGISTS

The pupils again learn that when sharing photographs and geo-location information online they
need to consider the importance of keeping personal information private; they achieve this by not
including names or photographs of people. The pupils are taught to respect rules for using digital
equipment when out of the classroom, to ensure the equipment is kept safe and that they are not so
focused on using it that they become unaware of risks around them.

PREP SCHOOL
AUTUMN TERM

FORM 1

INTRODUCTION TO GOOGLE APPS & EMAIL

Pupils are taught to use the applications responsibly and are introduced to SPAM.

STAYING SAFE ON THE INTERNET

Standalone e-safety lesson. The pupils are taught to understand that the Internet is open to all and
that not everyone is friendly. They learn the rules of how to stay safe when using the Internet.

FORM 2

WE ARE PRESENTERS

In filming one another, the pupils need to ensure that the appropriate permission has been
obtained, and that they act respectfully and responsibly when filming, editing and presenting their
work. The pupils should think through the implications of videos being made available on the school
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network or more widely via the internet. They should discuss why schools and other organisations
have strict policies over filming.

STAYING SAFE ON THE INTERNET
Standalone e-safety lesson. The pupils are taught to understand that the Internet is open to all and
that not everyone is friendly. They learn the rules of how to stay safe when using the Internet.

FORM 3

COMPUTER HARDWARE PRESENTATION

THE PUPILS NEED to consider copyright when sourcing images for their work. They are taught about
the responsible use of Google image search and the pitfalls. How to narrow their search and make
Google work more efficiently for you.

CYBER BULLYING - ‘GONE TOO FAR’

Standalone e-safety lesson exploring cyber bullying and which actions cross the line between
‘banter’ and cyberbullying. They can recognise examples of it and know who to speak to if worried.

FORM 4

WE ARE CRYPTOGRAPHERS

The pupils learn how information can be communicated in secret over open channels, including the
internet, using cryptography. They learn about the public key system used to sign and encrypt
content on the web, and how they can check the security certificates of encrypted websites. They
learn about the importance of password security for online identity and consider what makes a
secure password.

DANGER IN THE WORLD OF ONLINE COMMUNICATION
Standalone lesson exploring peer pressure and the dangers of online communication. The pupils
consider how a good friend should behave and assess if they are a good friend online.

FORM 5

WE ARE PROGRAMMERS

The pupils need to consider copyright when sourcing images for their programs and/or uploading
their own work to the Scratch community site. Searching for content for programs or viewing others’
cartoons also offers an opportunity to develop safe search habits. If the pupils participate in the
Scratch community, they need to think about what information they can share and how to
participate positively in an online community, as well as obtaining parental permission.

SPRING TERM

FORM 1

WE ARE RESEARCHERS

The pupils consider how to stay safe while researching online, and show respect for others’ ideas
and intellectual property by citing their sources, and using licensed images. Safe search filters are in
place for using Google or Bing and school internet access is filtered.

FORM 2

WE ARE CELEBRATING

The pupils have an opportunity to search for images on the web, and again learn to use technology
safely, switching off the screen if they have concerns, and reporting these to their teacher. The
pupils are taught to respect the copyright conditions associated with any third party images they
use. Pupils only use photos of themselves if appropriate permission is in place. If children share their

Version 1, Advent 2026 21 Aysgarth School



Aysgarth School Online Safety Policy

work, then attention is paid to protecting their identity and copyright. If they send cards by email
they use a class address and consider some aspects of using email safely.

FORM 3

WE ARE PROGRAMMERS

The pupils need to consider copyright when sourcing images for their programs and/or uploading
their own work to the Scratch community site. Searching for content for programs or viewing others’
cartoons also offers an opportunity to develop safe search habits. If the pupils participate in the
Scratch community, they need to think about what information they can share and how to
participate positively in an online community, as well as obtaining parental permission.

FORM 4
Applying security practices, understanding Intellectual Property

FORM 5

WE ARE BUG FIXERS

The pupils could consider the implications of bugs in software. Participating in the Scratch
community would enable the pupils to help others with their projects as well as allowing them to
receive help on their own. Participation requires parental permission, and the pupils should consider
what behaviour is acceptable online.

SUMMER TERM

FORM 1
Applying security practices, Applying personal security practices, Understanding Intellectual property

FORM 2

WE ARE COMMUNICATORS

The pupils should think about the safe use of email. They learn how email can be used positively.
They become aware of some of its risks, including malware attachments, hacked accounts, spam and
spoofed links, but also learn how their exposure to such risks can be reduced. They consider the
importance of introductions in extending circles of trust. They learn how video conferencing can be
used positively, to support learning with a known partner.

FORM 3

Applying security practices, applying personal security practices, Understanding Intellectual property

FORM 4

WE ARE NETWORK ENGINEERS

The pupils learn about how networks, including the internet, operate. They learn that data
transmitted via the internet is not always encrypted. They consider some of the implications for
privacy, e.g. their ‘digital footprint’ associated with using the internet. They become aware of the
importance of DNS for safe use of the internet. They learn to use command line diagnostic tools
safely and responsibly.

FORM 5

WE ARE HTML EDITORS

The pupils learn how easy it is to create content for the web. The unit provides an opportunity to
address some of the risks of using the web, and how pupils could best keep themselves safe while
doing so. They learn how easily web pages can be modified, which provides an opportunity to
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consider the reliability of web-based content.

PROJECTEVOLVE

ProjectEvolve offers a toolkit to help create knowledge maps for our pupils. We can then use the
resources provided to offer targeted education in areas that need improvement.

Topics covered are very much in line with Digital Citizenship and include; Self-lmage and Identity,
Online Relationships, Online Reputation, Online Bullying, Managing Online Information, Health,
Well-being and Lifestyle, Privacy and Security, Copyright and Privacy.

We are in the process of creating baselines for all the year groups.

GOWISE

GoWise is run by Sarah Lynch and she comes into school every 2-3 years to give age appropriate
presentations on Digital Safety. Next year she will be conducting workshops on a biannual basis. Her
presentations cover the following;

YEARS 3 & 4 - PRESENTATION

One hour presentation with consistent interaction of ideas/experiences from the students covering.

What is social media?
e What should | share? (Covering safety of sharing information and pictures)
Who can | chat to? (Covering not talking to strangers online) | will show a chat of talking to
someone that appears to be their own age (a cartoon character of a young boy) then | show
them that they might be chatting to an older man (cartoon character)
Being kind online (covers cyber bullying)
Online Games, am | safe?
Blocking and reporting people | meet online
What pictures should | share (Just touching upon sharing inappropriate photos)
Who do | tell that | am upset?

YEARS 5 & 6 - PRESENTATION

One hour presentation with consistent interaction of ideas/experiences from the students covering.

Social Media Decorum, | am accountable.

Kindness online

Self-esteem of selfies and viewing other people’s online world

Online Gaming, who are they playing with (therefore, covering grooming and strangers)
Who do | talk to online (covering grooming)

Reporting videos on platforms, such as TikTok, YouTube (I will cover the TikTok accounts,
setting up accounts and bullying)

Sending inappropriate messages, how will this affect me?

Cyber bullying (input on mental health, discussing potential of self-harm)

Digital Footprint (Can this already effect my future?)

Who can | speak to if worried about myself or a friend?
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| will use real images, rather than cartoon level previously used for Years 3 & 4. This is due to
feedback from recent students and the reality of what pupils are seeing online.

YEAR 7 & 8 - PRESENTATION

e Social Media Decorum, covering inappropriate comments, jokes, linking with Digital
Footprint.

Kindness online

Passwords

Self-esteem of selfies and viewing other people’s online world

Cyber Bullying (input on mental health, discussing the potential of self-harm)
Online Gaming (decorum and accountability)

Sexting and inappropriate messages, how will this affect my future?

Grooming — Breck Bednar case

o Responsibility for passwords and security
How will my Digital Footprint affect my college, university applications and future employment?
(This is the key area | will be concentrating on as this will naturally cover Sexting & bullying)

AUP (ACCEPTABLE USAGE POLICY)

At the beginning of each academic year all the pupils have to agree to the school’s Acceptable Usage
Policy. This is completed during the first lesson of term.

STUDYLADDER

Teaching resources and online assessments to measure pupil’s knowledge.

Topics include; Applying security practises, Applying personal security practices, Understanding
Intellectual property

SAFEGUARDS
FILTERING SYSTEMS

As schools and colleges increasingly work online it is essential that children are safeguarded from
potentially harmful and inappropriate online material. As such, Aysgarth ensures that appropriate
filters and appropriate monitoring systems are in place and staff have been trained on their
responsibility in accordance to managing and using the filters.

Internet security and content filtering is managed by a Fortigate Firewall. The firewall is a NGFW
(Next Generation Firewall). We use 2 separate policies for staff members’ and pupils’ access to
websites. In addition, Aysgarth uses NetSupport keyword monitoring. This actively scans pupil and
staff inputs and URLs and logs any safeguarding incidents. The DSL and IT manager are also alerted
via email to any urgent issues.

All outgoing pupil emails are filtered by Google. Should unsuitable language be detected then the
email is copied to the DSL and IT manager, who act accordingly.

If a pupil or member of staff tries to access an unsuitable website, this will be logged by Fortinet. The
IT manager has the ability to check this list regularly. A weekly report is sent to the IT manager.
When required, the IT manager is able to conduct a more thorough check of the use of the internet.
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Staff laptops and IT lab computers have Sophos antivirus software installed, which also uses content
filtering polices and ransomware detection.

All staff are trained to understand the importance of being aware that filter systems can fail and
allow access to a possibly inappropriate site. Staff must be aware of these problems and must report

them to their line manager and the IT manager.
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