TECHNOLOGY Acceptable/Responsible Use Agreement (ARUA)

woserooke  SAU 41 is pleased to provide network access to all students and staff of SAU 41.
Access for students is provided specifically to support the academic goals of SAU 41. For staff,
volunteers and other authorized users, access is provided with the intention of supporting
students who are working toward these academic goals. This document details the acceptable
use for all students attending the schools of SAU 41 and for all others who are employed,
volunteer or provided access to the network in one or more of the buildings of SAU 41.

1. Purpose & Mission

The SAU 41 Computer Network, including all internet connections and digital resources, is
provided to support, enrich, and enhance our educational mission and curricula. All users (staff
and students) are expected to utilize these resources in a manner that aligns with professional
workplace and educational standards. While freedom of speech and access to information are
honored within reasonable educational guidelines, network use is a privilege intended to improve
teaching and learning.

2. Network Access, Ownership, and Privacy

e Privilege, Not a Right: Access to the SAU 41 network, devices, and cloud accounts
(including Google Apps for Education) is a privilege. Inappropriate use will result in the
restriction or cancellation of these privileges.

e Scope: These guidelines apply to all district-owned technology, network infrastructure,
and any personal devices used on school grounds by students, staff, and volunteers.

e No Expectation of Privacy from District Staff: Network storage, district-issued accounts,
and files are school property and will be treated like school lockers. SAU 41 reserves the
right to monitor, review, audit, or intercept any network activity, files, or communications
without prior notice to ensure system integrity and safety.

o Off-Campus Behavior: SAU 41 reserves the right to investigate complaints regarding
online behavior or digital threats that originate off-campus if that behavior disrupts the
school environment, impacts student health and safety at school, or violates district
policies.

e Account Deactivation: Google, network, and cloud accounts will be disabled for inactive
students, staff, volunteers, and other authorized users.



3. User Expectations & Security

All SAU 41 network users are expected to:

e Accept Accountability: Assume full legal and financial liability for all activities on their

assigned account. Passwords must never be shared, as actions taken on an account are
deemed to be those of the account holder.
Protect Personal Information: Never reveal personal home addresses or phone
numbers. Treat email and digital communications as public, non-private records.
Report Suspicious Activity: Immediately report any unsolicited, suspicious, or illicit
digital contact.

o Students: Report to a parent/guardian and a teacher.

o Staff/Volunteers: Report to a building administrator.
Use Approved Software Only: Only use software and apps from the district’s approved
list. Per New Hampshire state law, most approved apps strictly require a Data Privacy
Agreement (DPA) prior to use.

4. Unacceptable Behavior Engaging in any of the following behaviors may result in disciplinary
action, loss of access, or legal consequences:

Security & Filter Violations: Attempting to bypass internet filters; logging in as another
user; sharing or misusing accounts; plugging unauthorized personal devices into the
wired network; or hacking/intercepting network traffic.

Disruption & Vandalism: Purposefully degrading or disrupting network performance;
leaving equipment logged in/unattended; or failing to follow staff-directed technology
instructions.

Harassment & Illegal Activity: Using technology to harass, bully, or threaten others;
displaying or distributing obscene material; or naming personal (BYOD) devices
inappropriately.

Commercial & Political Use: Using district resources for personal commercial gain,
advertising, or partisan political purposes.

Data Privacy & Copyright Infringement: Copying, altering, or destroying another
user's files without permission; uploading student data to unauthorized cloud apps; or
pirating copyrighted material (music, movies, software) and violating license agreements.



RELATED POLICIES

The signer agrees to comply with the following related policies:

Hollis Brookline Cooperative Policies
e GBEBD - Social Media - AUP
GBEBD-R AUP and Social Media Regulations (TAP test)
JICL - Internet access for students
GBEF - Internet Access for Staff
EHAB - Data Governance and Security
JICJ - Unauthorized Communication

Hollis School District Policies

JICL - Internet access for students. Also addresses BYOD
GBEF - Internet Access for Staff

EHAB - Data Governance and Security

JICJ - Unauthorized Communication

Brookline School District Policies
e EGA - Internet access for students
e GBEF - Internet Access for Staff
e EHAB & JICL - Data Governance and Security
e JICJ - Unauthorized Communication
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Staff, Volunteer, and Authorized User Section

1. Professionalism & Digital Responsibility

All SAU 41 employees, contractors, coaches, substitutes, and volunteers are expected to
maintain the highest standards of professionalism and personal integrity when utilizing district
technology.

Account Security: Google Workspace accounts (Email, Drive, Classroom) are issued
strictly for educational and district business. Accounts are non-transferable. Staff must
never share passwords or provide account access to others, including substitutes,
volunteers, or colleagues.

Content Management: Staff are responsible for routinely monitoring, updating, and
verifying the safety of all links and content on their district-hosted web pages or Google
Sites.

Data Privacy & Security (Policy EHAB): Staff must strictly maintain student and district
data privacy. Staff are prohibited from unauthorized data disclosure and must follow all
district protocols for securing confidential information—including limiting access to
electronic files, encrypting sensitive data, and securely disposing of records.

Technology and students:  Staff must use only district-issued devices for all
student-facing work, instructional delivery, and classroom presentations (including
displaying slides, videos, or lesson materials). Personal devices may not be used to
interact with students or deliver curriculum.

Understanding the Network: SAU41 issued devices will be able to join the
SAU41 Domain network. This network allows employees to access printers. Guest
networks, such as SAU41 Staft and/or SAU41_ Guest, are intended only for visitors or
for staff personal use (e.g., personal cell phones). Devices on these networks are not able
to access printers.

2. User Acknowledgment & Liability Release

I certify that I have read, understand, and agree to abide by the SAU 41 Acceptable Use
Agreement. I understand that violating these terms may result in the revocation of my network
privileges, disciplinary action up to and including termination, and potential civil or criminal
liability.

I agree to promptly report any network misuse to my building administrator or technology
specialist. I utilize the SAU 41 network and internet services at my own risk and hereby release
and hold harmless SAU 41 and its agents from any claims arising from my use.

Name

Date
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