Wilson School District #7

DUO Multifactor Authentication
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(D Wilson School District #7 requires all employees who have an employee account to use DUO as a

multifactor authentication method in order to secure the network.

Q" Note: The Trust requires that all staff must MFA at least once a day, no matter the location.
Note: Neither DUO nor Wilson School District can track location when you authenticate. It is a second

form of password and account protection.

What is Multifactor Authentication?

® Multifactor Authentication is a different form of verifying your identity when logging into an account.
Having MFA enabled on any account makes sure that if your password/passphrase is ever compromised,
an attacker still won't be able to get into your account unless they have your phone number or another
form of verification. Best account security logins will include three things: something you know (ex: a
password), something you have (ex: a phone number), and something you are (ex: a fingerprint/face
scan).

How to sign up and attach your account to DUO

https://support.wsd.k12.az.us/portal/en/kb/articles/duo-multifactorauthentication


https://support.wsd.k12.az.us/portal/en/kb/articles/duo-multifactor-authentication

(2] 1. You will receive an email from Wilson School District that will ask you to enroll in DUO. You will
need to click the link, then follow the instructions that are given.

[EXTERMNAL]WSD 7 Duo Security Enrollment

This is an automated email from Dus Sscurity.

Your organization invites wou 10 5ot up a user account for Duo. Yiou wall find ingtructions from your
Duo adminkstrator bedow. I you have quastions, please reach out to your organizabion’s I T or help
sl bpam

Helio,

Wilson School Disinict #7 i now roding oul Dug Security. a friendly and secure way for
Y0U 1 109 info your organization's applicalions. Your manager has invited you 1o set up
your acoownt for Duo S0 you can stan legging in

To begin, Click this Bnk 1o enrcll @ phone, tablet, or olher device:

Duo Security ks a two-factor authentication senvice thal strives o be easy o use and
secure. To keam mone about Duo authentication, visit the guide here

Protect Your Wilson School District #7
Account

Two-factor authentication enhances the security of your account by using a
secondary device o verify your identity. This prevents anyone but you from
Amat is this? (4 accessing your account, even if they know your password

s
heed heiy? This procass will help you set up yvour account with this added layer of

Secured by Duo security.
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(5] 2. Next please enter a phone number that you will have access to if you wish to login to either Outlook or
Infinite Campus while off campus. You can choose for it to send you a text or call. Either way, you will

need to type in the 6-digit code it gives you to verify.

Verify Ownership of 602-681-2200

1. We can call or text you with a verification code.

o e

What is this? (7 2. Enter your 6-digit code:
Need help?

Secured by Duo

Q> Note: The verification code is only active for a short amount of time. Please make sure to enter

the code as soon as you receive the text/call.

https://support.wsd.k12.az.us/portal/en/kb/articles/duo-multifactorauthentication
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(2 3. Now you will want to check that your account was properly connected. You can verify by downloading
the app from either the Google Play store or Apple Store. If it has properly connected, you will see the

following screen when you open the app.

10:40 all LTE = )

Accounts (7) Add o

@ Wilson School District #7 Admin
Wilson School District #7

o Wilson School District #7
MFelix@wsd7.org

- Note: As a user, you will only have 'Wilson School District #7 [user email]'. 'Admin' would be

for admin accounts.

What will the verification request look like?

https://support.wsd.k12.az.us/portal/en/kb/articles/duo-multifactorauthentication
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(5] 1. When you log into any of your accounts, you will see the following screen. You can choose between
three options, a text, phone call, or a push notification. We recommend to download the app so that you
can just receive the push notification as it is faster and simpler.

Device: | android (O0-XXX-155T)

Choose an authentication method

Duo Push recomMmeENDED Send Me a Push

What is this? [§ Q' call Me Call Me
Meed help?
Secured by Duo Passcode Enter a Passcode

III |
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(2 2. On the Android, the push notification will look as follows. It will require you to open up your phone,

however just tap the green 'Approve' button and it will authenticate your login.

Duo Mobile "9 “1'3"'-..“ 87%m

= Verify your identity 11:10 M v

Are you logging in to Cereberus?

Tap To View Actions

Duo Mobile © QYF. 87%m

w Verify your identity 11:10 am v

Are you logging in to Cereberus?

Deny Approve

Y 1. K

®

Are you logging in to Cereberus?
@ Peoria, AZ, US
(® 11116 AMMST

[=]
~ Cdelacruz
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