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Access Account

When your Local Access Manager (LAM) sets up your Identity Management (IdM)
account, the following steps are needed:

1.

An email is sent by ‘Oracle’- no-reply@mailer.us-luke-
lidentity.ics.oci.oraclegovcloud.com. If you don't see this in your inbox, you may

need to search for it and/or check the junk or spam folders. You will have 30 days to
activate your account.
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Activate your profile in account - Colorado Department of Education
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Oracle <no-reply@mailer.us-luke-1.identity.idcs.odi.oraclegovcloud.com> ‘ © | © Reply | © Reply J L G J J
To © SEVERSON_A+0123@CDESTATECOUS Mon 6/29/2026 12:14 PM
Retention Policy One-Year (1 year, 1 month) Expires 7/29/2027
@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.
a
Activate your profile in account - Colorado
Department of Education
Hi Annette-TEST Seversan,
You have been granted access to Cloud Console or an Identity Domain. Activate your
account before the expiration date.
Cloud Account / Tenancy: Colorado Department of Education
Username: SEVERSON A+0123@CDE.STATE.CO.US
This link will expire on Monday, July 6, 2026 12:14:01 PM MDT.
If you have any guestions, please centact your Cloud Account admin at
CDEIDM@CDE.STATE.CO.US or at Oracle Support.
Help Links
Cloud Console
Training on Oracle Cloud
m generated message. Do not reply to this message. You are receiving this email as a result of
relationship with Oracle Cloud. General marketing opt-out preferences have been overridden
t you receive this email
About Oradle | Legal Notices and Terms of Use | Privacy Statement
Copyright © 2022 Oracle. All rights reserved.
-
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2. Click on ‘Activate Your Account’
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Activate your profile in account - Colorado
Department of Education
Hi Annette-TEST Severson,
You have been granted access to Cloud Console or an Identity Domain. Activate your
account before the expiration date.
Cloud Account / Tenancy: Colorade Department of Education
ON_A+0123@CDE.STATE.CO.US
This link will expire on Monday, July 6, 2026 12:14:01 PM MDT.
If you have any questions, please contact your Cloud Account admin at
CDEIDM@CDE.STATE.CO.US or at Oracle Support.
Help Links
Cloud Console
Training on Oracle Clous
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Jour Crrent rfacionstip with Orace Couc, Genera marketing ptout references e been overrdden
toensure tha you receive this el
‘About Oradle | Legal Notices and Terms of Use | Privacy Statement
‘Copyright © 2022 Oracle. All rights reserved.
v
3. A new web page will open; directing you to set your password
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SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Reset your password.

Set a password for your user account.

New Password

Confirm New Password
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4. Create a new password, enter it in both ‘New Password’ and’ Confirm New
Password’, ensuring it meets all criteria listed

a.

™m0 Q00T

Must have between 12 and 40 characters

Cannot contain the First Name, Last Name or username of the user
Must have at least 1 lowercase character

Must have at least 1 uppercase character

Must have at least 1 numeric character

Cannot repeat last 4 passwords

LS

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Reset your password.

Set a password for your user account.

New Password

The password must have at least 12 characters.

The password cannot exceed 40 characters.

The password cannot contain the First Name of the user.
The password cannot contain the Last Name of the user.
The password cannot contain the user name.

The password must have at least 1lowercase characters.
The password must have at least 1 uppercase characters.
The password must have at least 1 numeric characters.

Cannot repeat last 4 passwords

Confirm New Password
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5. Once you have created a password and entered it in “New Password” and “Confirm
New Password” boxes, click ‘Reset Password’

SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain @
CDE_QA_SSO

Reset your password.

Set a password for your user account.

New Password

The password must have at least 12 characters.

The password cannot exceed 40 characters.

The password cannot contain the First Name of the user.
The password cannot contain the Last Name of the user.
The password cannot contain the user name.

The password must have at least 1lowercase characters.
The password must have at least 1 uppercase characters.
The password must have at least 1numeric characters.
Cannot repeat last 4 passwords

Confirm New Password

- Reset Password
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6. A message will show, and you now have an account

LS

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Congratulations!

Your password has been reset. Please login using your new
password.

Continue to Sign In
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Log In Information

Once you have created your account, you will be able to log in to the CDE system(s)
needed. Choose the appropriate system link needed. Below are the steps for logging in.

1. You first need to log in with the username and password you recently created and
click ‘Sign In’

LS

Colorado Department of Education
CDE Cloud Account Sign In

Identity domain ®
CDE_QA_SSO

User Name

User name or email

Password
Password

Forgot Password?

) EEECTEEN

Or sign in with
»j Entra

Need help signing in?
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2. You will then need to Enable Secure Verification and follow the instructions to
select your preferred form of multi-factor authentication

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Enable Secure Verification

Secure verification methods prove who you are. Two types of
verification methods are passwordless and multi-factor
authentication (MFA). Passwordless verification allows you to
verify your identity without requiring you to remember a password.
MFA is an extra security step to the authentication process. Your
administrator might have set up one or both verification methods
and require that you enroll in them before accessing your account.

Password Proof Secure Access

Click below to enable secure verification methods for your account.

- Enable Secure Verification

What is Secure Verification?
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3. Select your preferred method for verification, below ‘Email’ is selected

Lo

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain @
CDE_QA_SSO

Select Your Default Secure Verification Method

You have already set up one or more recovery methods. We will
use these same methods for Secure Verification.

- | Emai

Or, setup a new Secure Verification method to be added as a
default method.

e

| Phone Number

What is Secure Verification?
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4. A verification screen will show which method was used; below an email verification
confirms an email was sent to the appropriate email address. Keep this screen open
to enter the passcode

Lo

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain &
CDE_QA_SSO

Email Verification

An email containing a passcode has been sent to
SEVXXXXX@CDE.STATE.CO.US.

Passcode

Enter Passcode

Show alternative login methods

July 2026 New IdM User Guide 9
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5. Retrieve the verification passcode, either in the email inbox or text message
through the phone number provided. An example of the email verification sent is

below

Share to Teams All Apps 571 Mark Unread 8. M. %v O Find 55+  Q Zoom ﬁ‘h ™ View
[

N

ur Cloud account in Colorado Department of Education

BEEIE

entity.idcs.odi.oraclegovdoud.com>
1S
Expires 7/30/2027

lick here to view it in a web browser,
y, Outlook prevented automatic download of some pictures in this message.

o

One-Time Passcode for accessing your
Cloud account in Colorado Department of

Education

Hi Annette-TEST Severson,

307087 is the one-time passcode for your Colorado Department of Education account.

This passcode is valid for 10 minutes.

If you have any questions, please contact your Cloud Account admin at

CDEIDM@CDE.STATE.CO.US or at Oracle Support.
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6. Using the code provided, either in the email or text message, enter the code into
the Email/Phone Verification screen

F oL

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Email Verification

An email containing a passcode has been sent to
SEVXXXXX@CDE.STATE.CO.US.

Passcode

Resend Passcode

Show alternative login methods
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7. Click Verify and you will now have access to the system selected

Lo

Colorado Department of Education
SEVERSON_A+0123@CDE.STATE.CO.US

Identity domain ®
CDE_QA_SSO

Email Verification

An email containing a passcode has been sent to
SEVXXXXX@CDE.STATE.CO.US.

Passcode

501067

Resend Passcode

— L

Show alternative login methods
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