Flexible Instruction Day Assignment #4

Incident Response & Regulated Data Review

Name Date Session Score
1. What is the job of the first responder?
2. What is a hot-wash?
3. What is the chain of custody and why is it important to follow?
4. While working at a K12 school, an administrator noticed that one of the secretaries shared a student’s

address with someone who was not authorized. Which regulation was violated?

5. What is the definition of a security incident and give examples.

6. What does PII mean and give examples.

7. Explain how an organization can take a proactive approach to incident detection.
8. What regulates how health information must be stored, protected, accessed, etc.?
9. How is the PCI DSS different from the SOX act?

10. How does passive incident detection occur?



