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K12 Cybersecurity Support: Ottawa Area Cybersecurity
Operations Center (CSOC) and MiSecure

Prepared by the Ottawa Area Cybersecurity Operations Center

This overview highlights how the Ottawa Area CSOC and MiSecure support district cybersecurity. Together,
they provide complementary layers of protection through statewide resources and local operational support.

At a Glance

Ottawa Area CSOC

Primary Role Direct cybersecurity operations and
support for local districts
Scope Regional

Service Model Hands-on, operational support

MiSecure

Statewide cybersecurity coordination,
resources, and MDR

Statewide (all Michigan K12)
Centralized resources, guidance, and

vendor-managed tools

Focus Incident response, infrastructure
improvements, monitoring, and
district engagement

Standardization, tooling, guidance, and
statewide coverage

Relationship to Embedded partner
Districts

Individual & Collaborative Work

State-level resource and program provider

\_/ MiSecure

« Statewide SOC and MDR
program (2023-24 School

Aid Fund Section 97g)

« Provides tools like MDR and
supporting infrastructure

« Facilitates statewide
collaboration & communication

« Establishes best practices &
frameworks

« Coordinated cybersecurity
efforts across Michigan

« Offers training, resources, &
professional learning

Shared

« Protecting Michigan K12
environments

« Improving cybersecurity maturity

« Supporting incident detection &
response

« Promoting best practices & user

awareness

Collaboration with 1ISDs &

district leadership

« Regional SOC services (MDE
12¢ Grant)

« Monitors district logs, systems,
and alerts

« Investigation & triage of

security events and anomalies

« Direct incident response,

containment, & remediation

« District-specific support,

training, & resources

» Security posture

improvement aligned to

local needs

Key Distinctions

e MiSecure provides statewide capability and infrastructure
o Includes MDR tooling, vendor-managed monitoring, and guidance
o Focused on consistency and baseline protection across all districts
e Ottawa Area CSOC provides direct operational support to districts
o Interprets alerts, leads investigations, and executes response actions
o Tailors support to district environments and needs
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