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1. RECEIVING YOUR iPad
iPads will be distributed at the start of school during iPad Orientation.

Students who are graduating or un-enrolling from school must return their individual school iPad by the
date of graduation or un-enrollment. Students must return the device and accessories to the District in
satisfactory condition.

2. TAKING CARE OF YOUR iPad

Students are responsible for the general care of the iPad they have been issued by the school. iPads
that are broken or fail to work properly must have a helpdesk call placed by the school for an evaluation
of the equipment.

2.1 General Precautions

e TheiPad is school property, and all users must follow this Handbook, the District Network and
Computer Acceptable Policy (“Acceptable Use Policy”), the Internet User Agreement and the
District Code of Conduct.

e Only use a clean, soft cloth to clean the screen, no cleansers of any type.

e Cords and cables must be inserted carefully into the iPad to prevent damage.

e iPads must remain free of any writing, drawing, stickers, or labels that have not been placed
there by the White Plains School District (“District”).

e iPads must never be left in an unlocked locker, unlocked car or any unsupervised area.

e iPads must never be left outside or inside a locked car as extreme temperatures will cause
damage to the device.

e Keep the iPad battery charged for school each day.

2.2 Carrying iPads

The protective cases provided with iPads have sufficient padding to protect the iPad from normal
treatment and provide a suitable means for carrying the device within the school. The guidelines below
should be followed:

iPads should always be within the protective case when carried.

Some carrying cases can hold other objects (such as folders and workbooks), but these must be kept to a
minimum to avoid placing too much pressure and weight on the iPad screen.

2.3 Screen Care
e The iPad screens can be damaged if subjected to rough treatment. The screens are particularly

sensitive to damage from excessive pressure.

Do not lean on the top of the iPad when it is closed.

Do not place anything near the iPad that could put pressure on the screen.

Do not place anything in the carrying case that will press against the cover.

Clean the screen with a soft, dry cloth or anti-static cloth.

e Do not bump the iPad against lockers, walls, car doors, floors, etc. as it will eventually break the
screen.
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3. Using Your iPad at School

3.1 iPad Undergoing Repair

Replacement iPads may be issued to students when they leave their iPads for repair in the Library Media
Center or with their class teacher. There may be a delay in getting an iPad should the school not have
enough to loan.

3.2 Charging Your iPad Battery
iPads should be brought to school each day in a fully charged condition.

In cases where use of the iPad has caused batteries to become discharged, students can connect their
iPads to a power outlet in class.

3.3 Screensavers/Background photos

Inappropriate media may not be used as a screensaver or background photo. The presence of guns,
weapons, obscene or pornographic materials, inappropriate language, alcohol, drug, gang-related
symbols or pictures and/or other inappropriate images will result in disciplinary actions as stated in the
Acceptable Use Policy and District Code of Conduct.

3.4 Sound, Necessary Apps or Programs, Storage

Music streaming is allowed on the iPad provided it complies with the Acceptable Use Policy, the Internet
User Agreement, this Handbook and the District Code of Conduct.

All software/Apps needed for class will be district provided. Data Storage can be through Apps on the
iPads and emailed or uploaded to Office 365 OneDrive. It is the student’s responsibility to back up their
work and not use the device as a primary storage area.

3.5 Home Internet Access

Students are allowed to set up their home wireless networks on their iPads. This will assist them with
iPad use while at home. Printing at home will require a wireless or airport printer, proper settings on
the iPad and the correct app. Student use of iPads on their home or other non-District wireless networks
must comply with the Acceptable Use Policy, the Internet User Agreement, this Handbook and the
District Code of Conduct. The internet access provided at home will not be filtered like it is school, so
parents must use their due diligence in setting up their home WiFi network and monitor their child’s
iPad use, similar to the personal family phones, computers or devices at home.

4. MANAGING YOUR FILES & SAVING YOUR WORK

4.1 Saving on the iPad

Students may save work to the home directory on the iPad. It is recommended that students’ use a
cloud storage system such as office 365 OneDrive. Storage space will be available on the iPad BUT it will
NOT be backed up in case of re-imaging. It is the student’s responsibility to ensure that work is not lost

due to mechanical failure or accidental deletion. All student work saved on the iPad becomes the
property of the District.
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4.2 Network Connectivity
The District makes no guarantee that their network will be up and running 100% of the time. In the rare
case that the network is down, the District will not be responsible for lost or missing data.

5. SOFTWARE ON iPads

5.1 Originally Installed Software
The software/Apps originally installed by the District must remain on the iPad in usable condition and be
easily accessible at all times.

The District may add software applications for use in a particular course. The licenses for this software
require that the software be deleted from iPads at the completion of the course. Periodic checks of
iPads will be made to ensure that students have not removed required apps.

5.2 Additional Software

Students are not allowed to load extra paid software/Apps on their iPads and are restricted to the
limitation set forth by Acceptable Use Policy, the Internet User Agreement, this Handbook and the
District Code of Conduct. Students will only be able to download apps from the district’s app store,
which is known as the “Self Service” app. Students will be blocked from downloading apps from the
Apple App Store. All Apps must adhere to the Acceptable Use Policy, Internet User Agreement, this
Handbook and the District Code of Conduct. The District deems the right to review and change this
Policy at any time.

5.3 Procedure for re-loading software

If technical difficulties occur or illegal Apps are discovered, the iPad will be restored from backup. The
District does not accept responsibility for the loss of any software or documents deleted due to a re-
format and re-image.

5.4 Software upgrades
Upgraded versions of licensed software/apps are available from time to time. Students may be required
to check in their iPads for periodic updates and syncing.

6. ACCEPTABLE USE

The use of the District’s technology resources is a privilege, not a right. The privilege of using the
technology resources provided by the District is not transferable or extendible by students to people or
groups outside the District and terminates when a student is no longer enrolled in the district. This
Handbook is provided to make all users aware of the responsibilities associated with efficient, ethical,
and lawful use of technology resources. If a student violates any of the Terms and Conditions set forth in
the Acceptable Use Policy, Internet User Agreement, this Handbook and/or the District Code of Conduct,
privileges may be terminated, access to the District technology resources may be denied, and the
appropriate disciplinary action shall be applied in accordance with the District’s Code of Conduct.
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6.1 Activities Strictly Prohibited Include, But Are Not Limited To:

Illegally installing or transmitting copyrighted materials

Any action that violates existing Board policy or public law

Sending, accessing, uploading, downloading, or distributing offensive, profane, threatening,
pornographic, obscene, or sexually explicit materials

Use of outside data disks or external attachments without prior approval from the District
Changing of iPad settings (exceptions include personal settings such as font size, brightness, etc)
Jailbreaking. Jailbreaking is the process of removing hardware restrictions on iOS, Apple's
operating system, on devices running it through the use of software and hardware exploits.
Downloading and installing of additional applications, extensions, and themes that are not
available through the official Apple App Store.

Spamming-Sending mass or inappropriate emails

Hacking, which includes, but is not limited to gaining access to other staff’s accounts, files,
and/or data use of the school’s internet/E-mail accounts for financial or commercial gain or for
any illegal activity

Use of anonymous and/or false communications such as AIM, MSN Messenger, Yahoo
Messenger, ASK fm, etc.

Participation in credit card fraud, electronic forgery or other forms of illegal behavior.
Vandalism (any malicious attempt to harm or destroy hardware, software or data, including, but
not limited to, the uploading or creation of computer viruses or computer programs that can
infiltrate computer systems and/or damage software components) of school equipment will not
be allowed

Transmitting or accessing materials that are obscene, offensive, threatening or otherwise
intended to harass or demean recipients.

Bypassing the web filter through a web proxy

Cyberbullying

Any actions in violation of the Acceptable Use Policy, the Internet User Agreement, this
Handbook and the District Code of Conduct

*The above restrictions apply to use of the device on District, personal, and/or any other public or
private networks.

6.2 iPad Care

Students will be held responsible for maintaining their individual iPads and keeping them in
good working order. iPad batteries must be charged and ready for school each day.

Only labels or stickers approved by the District may be applied to the iPad.

iPad covers furnished by the school district must be returned with only normal wear and no
alterations

IPads that malfunction or are damaged must be reported to the school main office. The District
will be responsible for repairing iPads that malfunction.

iPads that have been damaged from misuse or neglect, excluding normal wear and tear, will be
repaired with cost being borne by the student. iPads which have been lost or stolen due to
misuse or neglect will be replaced at the cost of the student.

iPads that are stolen must be reported immediately to the main office and the Police
Department (school resource officer).
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6.3 Legal Propriety
Users must comply with trademark, copyright, and plagiarism laws and all license agreements.
Ignorance of the law is not immunity. If you are unsure, ask your school administrator.

Use or possession of hacking software is strictly prohibited. Violation of applicable state or federal law
may result in criminal prosecution and/or disciplinary action by the District.

7. PROTECTING & STORING YOUR iPad COMPUTER

7.1 iPad Identification

iPads will be labeled in the manner specified by the District. iPads can be identified in the following
ways: Record of serial number/ Asset Tag, SPS Label, and student’s name and/or picture on the home
screen.

7.2 Storing your iPad

When the student is not using their iPad, it should be stored away. Nothing should be placed on top of
the iPad when stored. Students are encouraged to take their iPads home every day after school,
regardless of whether or not they are needed. iPads should not be stored in a vehicle.

7.3 iPads Left in Unsupervised Areas

Under no circumstances should iPads be left unattended in unsupervised areas. Unsupervised areas
include, but are not limited to, the school grounds and campus, the lunchroom, computer lab, locker
rooms, library, unlocked classrooms, dressing rooms and hallways. Any iPad left in these areas is in
danger of being stolen. If an iPad is found unattended in an unsupervised area, it will be taken to the
Technology Office or the AP’s office.

8. REPAIRING OR REPLACING YOUR iPAD
In the event of theft, fire or vandalism, the student must contact the school main office and supply a
copy of the police or fire report in order to file a claim on your behalf.

9. Apple ID

All students may be issued Apple ID—an account with Apple that provides easy access to Apps (if it is
deemed necessary for the classrooms). The District will provide and manage the Apple ID (which is a
District email address). The district reserves the right to change this Policy at any time.
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White Plains Public Schools

Board of Education Policy on Technology Use

https://tinyurl.com/2s3bscjg

Code of Conduct

https://tinyurl.com/yyap8xnu
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White Plains Public Schools

Gateway to the Future

Network Computer Guide and Internet User Agreement
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