Career Technical Education Computer Systems Technology Programs

CBEDS Code 4646 Network Security

Network Security Technician

Program Courses

Credits

Job Placement Workshop &
Al Competencies

Command Line Mastery: CMD,
Linux Bash & PowerShell

Windows 11 Installation,
Configuration & Support

PC Hardware Identification,
Teardown & Assembly

Hardware Troubleshooting, Repair
& Peripheral Setup

Networking I: Concepts, Cabling
& Connectivity

Operating Systems, Security Basics
& Mobile Devices

A+ Core 1 Exam Prep (220-1201)

A+ Core 2 Exam Prep (220-1202)

Networking Il: Routing, Switching &
Network Services

Network Security, Firewalls &
Wireless Defense

Windows Server, Active Directory
& Enterprise Administration

Threats, Vulnerabilities & Security
Architecture

Security Operations, Incident
Response, Forensics & GRC

Security+ Exam Prep (SY0-701)

Security+ Capstone Project

TOTAL

EMPLOYMENT OPPORTUNITIES:

36

Information Systems Administrator

IT Specialist

Network Technician
Network Administrator
System/Network Engineer

Technical Support Engineer/Specialist

Technical Consultant

@ 45 Weeks
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CouRsE INFORMATION:

The Network Security Technician program offers
comprehensive training for students with little or no
previous computer network or security experience, as
well as for experienced computer users, giving them
the skills and training they need to enter today’s
competitive job market and start their careers in
computer technology and network security. Cyber
attacks have become commonplace, impacting
business and other computer networks. There is a
growing need for computer technicians with the skills
to maintain secure networks, safeguard information,
and address potential vulnerabilities.

The program covers all of the material in the
Computer Support Technician course and builds

on it with expanded networking skills — including
routing, switching, and network services — plus a
comprehensive study of computer security, preparing
students for the CompTIA Security+ (SY0-701)
certification exam in addition to CompTIA A+. Topics
include cryptography and PKI, network security
design, wireless security, client and application
security, mobile device security, threats and
vulnerabilities, and risk management (GRC).

Students prepare for the CompTIA A+ (Core 1 220-
1201, Core 2 220-1202) and CompTIA Security+
(SY0-701) certification exams. These internationally
recognized industry certifications serve as
benchmarks that show expertise and proof of
mastery of the latest technologies in the information
technology and cybersecurity fields.

For a complete list of program fees, see page 23
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