Appendix B

U
m CoanoMA CouNnTYy ScHOOL DISTRICT

Committed to Caring...Dedicated to Excellence

ACCEPTABLE USE POLICY FOR TECHNOLOGY

The Coahoma County School District wishes to make available to all students and
staff members access to computers, networked resources, and the Internet. Access
to network resources and the Internet will enable staff and students to explore
thousands of libraries, databases, and bulletin boards and to exchange messages
with people throughout the world. The Coahoma County School District supports
access by staff and students to electronic information resources, which include the
Internet (e-mail, WWW, search engines, etc.), along with the development of
appropriate skills to analyze and evaluate such resources. The district believes the
benefits from access to electronic resources and opportunities for collaboration are
beneficial for student achievement. The Coahoma County School District also
desires for these computers, networked resources, and the Internet to be used in
ways appropriate for an educational institution. Staff and students are to be held
responsible for appropriate behavior on school computers, network resources, and
the Internet just as they are during any other school activity. General rules for
behavior and communications apply.

This policy was developed for the purpose of providing additional regulations and
procedures as may be required to guide and monitor students and employees in the
appropriate use of computer resources, network resources, and the Internet. All
users, including district employees, students, administrators, and educational
organizations that have access to district-owned technology and district-authorized
Internet access are subject to this policy and are expected to be familiar with the
provisions.

The Coahoma County School District intends to maintain an environment that
promotes ethical and responsible conduct in all network related activities. Therefore,
the District:

1. Will encourage acceptable use of the network and network resources.

2. Will not disclose personal information about students on websites - such as
their full name, home or email address, telephone number, and social security
number. All web publications will abide by the Family Education Rights and
Privacy Act (FERPA) for the dissemination of student information.
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3. Will fully cooperate with local, state, or federal officials in any investigation
related to illegal activities conducted through the user's Internet account.

4. Will encourage users to immediately report to the Coahoma County School
District authorities any attempt by other Internet users to engage in
inappropriate conversations or personal contact.

5. May monitor use of individual files, computers, email, and other network
resource activities.

6. Will restrict internet access as required to comply with the Children’s Internet
Protection Act (CIPA). An aggressive content filter provides this restriction.
Web browsing may be monitored and records retained to ensure compliance.

7. Will educate students about appropriate online behavior, including interacting
with other individuals on social networking sites and in chat rooms.

8. Will educate students and staff on cyberbullying awareness and response.

9. Will provide education to staff on cybersecurity.

Computer Resource, Network Resource, And Internet Usage
1. Users shall have the responsibility to use computer resources, network
resources, and the Internet for academic purposes only. The only exception
will be for academic research by a staff member with the approval of school
administration.

2. Use of computer resources, network resources, and the Internet is a privilege,
not a right. Unacceptable and/or illegal use may result in denial, revocation,
suspension, and/or cancellation of the user's privileges, as well as disciplinary
action imposed by school officials. The following list includes prohibitions
against uses that are unacceptable and constitute a violation of this policy.
This list is not all inclusive:

e Users shall not install software, software application, utilities, plug-ins or
other such operations without the approval of the Technology
Department.

e Users shall not attempt to bypass network controls and filters.

e Users shall not insert, use, or attach non-approved disks, CD-ROMSs, or
other media storage devices into or with computers.
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Users shall not disclose, use, disseminate, or divulge personal and/or
private information about himself/herself, minors, or any others
including personal identification, etc.

Users shall never give any information about the district’s network or
computer system to unauthorized individuals or groups.

Under no conditions shall a user provide his/her password to another
person or use another person's password.

Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print materials in furtherance of any illegal act or
conspiracy to commit any illegal act in violation of local, state, or federal
law or regulations and/or school district policy.

Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print copyrighted materials, software, shareware,
freeware, or material protected by trade secret unless the user has
written permission or is in possession of a legal license to do so.
Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print threatening, harassing, or obscene material,
pornographic material, and/or any other material that is inappropriate.
Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print material that promotes violence or the
destruction of persons or property by devices including, but not limited
to, firearms, explosives, bombs, incendiary devices, or other similar
materials.

Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print language that may be considered offensive,
defamatory, or abusive.

Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print information that could cause danger or
disruption or engage in personal attacks, including prejudicial or
discriminatory attacks.

Users shall not access, download, install, transmit, retransmit, submit,
publish, display, or print information that harasses another person or causes
distress to another person.

3. Users should always abide by netiquette rules when communicating on the
Internet. These include, but are not limited to the following:

Both staff and students must be polite, use appropriate language, and
avoid abusive messages.

Both staff and students must not engage in activities, which are
prohibited under school/District Policy or State and Federal Law.
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Warranties/Indemnification

The Coahoma County School District is not responsible for material or information
accessed on the Internet by users and shall not be responsible for the impact or
effect of the information on the user. The Coahoma County School District
specifically disclaims any responsibility for the accuracy or quality of information
obtained via the Internet. The Coahoma County School District makes no warranties
of any kind, either expressed or implied, in connection with its provision of access to
and use of its Network and the Internet. It shall not be responsible for any claims,
losses, damages, or costs of any kind suffered, directly or indirectly, by any user
arising through the use of the Network or Internet under this policy. As this policy is a
legal and binding document, use of the network and district computer resources
constitutes agreement by each user to comply with the terms set forth in this policy.

Consequences of Failure to Follow Terms and Conditions of AUP

There will be consequences for any user who fails to follow the Coahoma County
School District's school guidelines and policies. The consequences may include
paying for damages, denial of access to technology, detention, suspension,
expulsion, or other remedies applicable under the school disciplinary policy, and
state or federal law. At the discretion of the Coahoma County School District, law
enforcement authorities may be involved and any violations of state and/or federal
law may result in criminal or civil prosecution.
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