
PRIVAC'\' ADDt:\DLI}I

lhi. Prrr acr Addendunr (hercinalier "r\ddcrxiunt"t te tlre AgrL'etnenr bclucen rhe panies darcd

tJ- ( herernilicr ".\grccnrr'nf'I is t'ntcrc-d int(! br., and b!.n^,r'en tlrc

(alcasicu Parrsh Schrnl Boarrl (hcrcrnahcr "Schurl [ioarrj" ) and 0iaihat ( hr'rt'inaticr

"Vcndor"). This Addcndum is r..ilbcrirc arl ofrhc I 9l- day ot -.204

Thc Statc ol'Louisiana rcccnllr cnactcd ncr,r laws eorcrning thc collcction. disclosurc and usc of studcnrs'
pcrsonallv identitiable rnlbnnation. l-hr'ne$' la$s rcqurre that an) contracts betu'ecn a sclrool svstem anrl a

third-parD's'ho ts cnlrustc'd sith pr:rsonally idcntiliablc intbrmation ofanv studenl c(rntain the itaruronl!
prercribcd ntinintum c'lctncnts rr,'garding lhc urc ul'\tudrnt pcrsonallr rdcntiliablc inlbmution (hcrcinuticr
"Pll" t. !'cndor agrcci to comph with thosc ncw las's rvhich arc nou' dcsignatcd La. R.S. I 7:-19 | {. as amcndcd.
panicularl! suhsection "F'lherctr.r. and to prorect rhe priracr ofsrudent data and Pll.

Vendrrr agrees l() pnrlect studrylt inlbrmalion in a manndr that allorvs access l() \tudent irrttlrmalion. including
Pll. onlv b1 thosc indir iduulr s ho urc authorizcd b\ ths Agrccmcnt or Addcndurn to lc(u5t said inlirrmatrul.
PcrstnallY idcntiliablc int'ormalion must b('protccr!.d hl appropriatc i!'curit) m!'isurcs. including. hut not
linlitc'd to. thc ttsr'trfttsc'r narl('\. r.CcLlr!' passuortlr- t'ncrvp(ion- sceunl! qucsli()ns. irnd olhL'r iirr)ilar mL'asurc\.
vendor's net$ork nrust maintain a high lcvel rrl'clcetronic prolccri(nr to cnsurc lh( iDll.grit) ol \cu;r(l\c
inlbmration and to prc!cnt unauthorized acccss in lhcsc tystcms. Thc Vr'ndor a[rccs to 1^-rlirrm rcgular rcr rc$'.'
of its protc'ction meth(xls and p!'rlbnn svstcm auditing to rnaintain protcction of it. sl stem\. \'endor agrees to
maintain systrms sccure lhrnr unauthorizcd access that lrc pirtchcd. up to dare. and hart: all appropriatc sccunt\
updatcr installcd.

To cnsurc that thc only rndir iduals and cnlitics \ ho sun ilcc!.ss and/or rccci\c stud!'nt data arc thosc that hirl,c
heen sJxcificalll':ruthorizr'd under the Agrr'ement to access and.,or receile pcrvrnallf identifiahle student data.
\'!.ndor shall implcmcnr r arious lirmrs ol'uuthenticartu io identili the rt^-cilic indir idual u ho is acccssing or
has ircccsscd thc rnlormatron. \ cndor nrust indirrduallv detcrmine lhc lcYel rll'sccuritt thal \rill prorrdc thc

srarutorill rcquircd lercl ofprotection for th!'studcnt data it maintains. Vendor,'hall not alkr$ an].' inditidual
(rr cnrilv unauthcntieatcd duec\s to r(rnfirlcntial ;rrsUnally identiliable student recotds ur r.lata at dny titne. ()nl\
thr"'c indir idualr s hosc job dut ies dirccl l!' in\ ol\ (' lullillmcnt ol lhc lcrms ol thc AgrL'cmcnl or this

Ad.lcndunr. and sho arr- in a "nc!'d to knolrj'p.r!ition. shall .-b p'crmittcd to acct'ss Pll or studcnt data' \'cndt'r
:'hall proride Schrxrl Board. ulx'rn requcst. $lth idr'drtlcs and positions (![ tho*- Jrrsons \\,ho are ruthonzed l(r

acccss Pll undcr thc Agrcr'mcnl or thc Addr'ndum.

\cndor shall inrplcnrcnt appropriatr rn('asures lo cnsurc thc conlid,.'ntialirl unrl :,ceurit! ol' prcrsonally

irlcrrtrliable irrltrnnatron. pr()teet agaulst Jn! unauthorircd aecess or dt..-losurc ol' inlirrmation. und prelcnt alr)

oth!.r action rlrat cpuld rcsult in \uhstanlial hanrr to thc Schfill Board or anl indir rdual ld('ntilicd h) thc datfl.
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Vendor agrees that any and all unencrypted personally identifiable srudent data will be stored, processed, and
nraintaincd in a secure location and solcly on dcsignared scrves. No Schoot Board data, at any timc, will bc
procansed on or transfered to any ponable computing device or any portable stoEge medium. unless that
storagc mediun is in use as pan of th€ veador's designated backup and recovery processes or the data is
encrypted. All servers, srorage, backups, and netlvork paths utilized in the delivcr,v of the service shall bc
contained within the United States unless srpecifically agrecd to in wrihng by the School Board.

Vendor agrees th any and all data obtained from the School Board shall be used exprcssly and solely for rhe
putpo6cs snurnctatcd in thc Agreemcnt. D8ta sh8ll not be disribut€d. used, or sharcd for any other purpose.
As rcquired by Federal and State law, Vcndor ftrnhcr agrees that no dats of any kind shall bc revcalc(
trsnsmilted exchanged, or otherwise passed to othcr vendors or panies. Except as specilically pcrmitted by rhc
tcrms of the Agreement, Vendor shall not s€ll, transfer, share, or process any s dcnl data tbr any commercial,
advcnising, or marketing purpose.

Vendor is permited to disclosc PII and studcnt data to its employces, authorizcd subconractors, agcnts.
consultanB and auditots on a need to know basis only, providcd thar all such subcontractors, agents, corLsultants,
and audirors have wrinen confidcntiality obligations to Vendor and the School Board consistent with thc terms
of this Addcndum. Thc confidentiality obligations shall survive termination ofany agreement with Vendor for
so long as lhe information rcmains confidential, whichever is longer, and will inurc to the benerit ofthe School
Board.

Vendor acknowledges and agrees thal urnuthorized disclosure or use ofprolected information may irreparabty
damage the School Board in such a way that adequstc compcnsation could not be obtained solely in monctary
damages. Accordingly, the School Board shall have the right to seek injunctive reliefrestsaining thc actusl or
threstcncd unaulhorized disclosurc or use ofany protected information, in addition to any othcr rcmedy
otherwise available (including reasonable anomcy fees). Vendor further grants the School Board th€ right. but
not the obligation, to enforce thesc provisions by srit iu Calcasieu Parish, Louisiana.Veodor herety waives
the posting ofa bond by School Board with rcspect ro any action for injunctive reliei

Vendor shall establish. implement, and providc to School Board evidence thereof. a clcar data breach r€sponsc
plan outlining organizational policies and procedures for addressing E potential breach. Vcndor's response plan
shall rcquire promp response for minimizing the risk ofany furtfier data loss and ofany rrgativc corsequences
ofthe breach, including potcntial harm to affacted individuals. A dala breach is any instance in which thcrc is
an unaulhorized or unlawful release or access of personally identifiable informatiol or otlrr information not
suitable for public releasc. This definition applies regardless of whether Vcndor stores and rnanages the data
direcrly or through a contractor, such as a cloud service providcr.
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Vendor shall dcvelop a policy for the prolettion and storage of audit logs. The policy shall rcquirc the storing
ofaudit logs and records on a server separate fiom the syst€m that gcnemtes the audit trail. Vendor must reslrict
access to audit logs to plevcnt tampcring or altering of audit &ta. Retention of audit trails shall be based on a
schedule determined after consultation with operarional, technical, risk management, and legrl staff.



Vendor agrees to comph \a ilh thr' requircments ol Lu R S. 5 I :1071 r't rcq. ( Louisiatu Datahasc Breach
\otilication Lau , as r,rcll as anv othcr applicablc lar.r r rcgarding notificatirln ofdata brcachcs. and to pro\idc
n()tificatron to thc rchrx)l txHrd rn th('elenl ol unaulh()n7L'd accRss lo or rclcare (rl pcrsrlnalll identrfiablc
itrl'ormation or othcr sinrilar cr!'nl. ln tlL'c'lr'nl ofa data hrcarh of an;., trl'lhc Venr.lor's security obligahons
hcrctndcr. or (rthcr cr cnt rcquiring notilicalion undcr applicuhlc larr. \'cndor ugrees to notih the Schrxrl
lloard rnrrncdratcll and to indcrnnily. hold harmlcss und dc'ltnd thc Schcxrl Board lnt.l rts cmplovccs lronl and
against an1 and all claims. danragc:', or caurcs ofactiorr rclatcd lo thc unauthorizcd acecss and,or rckasc.

ln accordance *'tth applicablc sutc and fcdcral las. Vcndor agrccs that auditors liorn any., ttatc. tedcml. or other
rg!.ncy. as well as auditon so desrgnated bl the Schtxrl Board. shall harc the option ttr aurlit Vendor's rcnice
undr'r thc Addr,'ndunr and thc Agrccmcnt. including but n()t lirnitcd t() pri\a.! anrl sccurity audits. Rcctrrd.

IE-nalninB to th!' *..nicc shall r-( madc aYailablc trr auditors and thc' Schr.xrl lir.rard \'hr,'n rcquesl!-d.

Vendor agrccs lhat il thc oritsirral ( ontruct is lcmrinatr,'r,l or il thc onginal ( onlmct erpircs. Vcndor shall. altcr
receiving a requclt in $ nlins lrom thc Schurl B()ard. retunl all data obtaincd in thc perlirrrnuncc r)l' ilt \r orl
undcr thr"' Agrccrncnl or lh(' A..ldcndum to thc .,rc-h<xrl Bo:rrd in a u\cablc cl('ctronic lirrmal. I cndor lirnhcr
agrc.cs to thcrcall!'r crd*-. dctlro\. and rcndcr unrca&rhlc all data. in its possc$ion or in thc F)ss(':\sr(tn ol
persons and cntitir,'s $ ith Nhom il has contraclcd I'or lhc l--rlbmunce ol-obligalioDs uttdcr the Agrc'emenl or
Atldcndunr. in ilr r:ntirety rn l nranncr thal prr.r cnts its physicul rcconstruetion lhroutsh lhe usc ol'atailahlc
fi lc rcstorarion utilitics. \/r'ndor shall ccrtify in * riting that thcrc actions har e trccn complctcd u ithan thin)
t l0) rlays liom rcccipt of lhc urincn rcqucsl h1' thc Schrxrl Board.

'l'lre tenns of thr,. .\ddcndurn shall supplcmcnt and supersedc an)' conlllctulB tcrms or condilions ol'thc
Agrcemcnt hctlr !'!.n thc Panie.. Subleet k) the lbr.'going. thc temrs r.rf thc original Agrecment shall rc'maln in
l'ull lbrcc and r'll.:ct.
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