Password Safety: How to Change Your Password

Go into one of your Canvas Courses and click
on the “Password Reset” button (some
courses may not have the button)

Scroll down to the green box and click on the
“Password Reset” link.

Enter your username (Student ID #).

Enter your current password.

Click Login

Follow the prompts (it may ask you to set up
some ID questions in case you forget your
password).

Choose a new password that includes upper

and lower case letters, numbers, and symbols.

Make sure it is at least 8 characters long.

PASSWORD
RESET

Password Reset | Restablecimiento de contrasena =

Change Password \ Change your current password.

Setup Password \ Setup your forgotten password responses. These secret questions will
Responses J allow you to recover your password if you forget it.

Account Information | Information about your password and password policies.

Logout J Logout of the password self service application.




Password Safety: How to Change Your Password

Google Account

Open your Google Account. You might
need to sign in.

At the top left, click “Security”.

In the section "How you sign in to
Google," click Password. You might need
to sign in again.

Enter your new password, then select
“Change Password”.

Home

Personal info

Data & privacy

Security

People & sharing

Payments & subscriptions

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

©  2-Step Verification 2-Step Verification is off

Change Password ] Change your current password.

= Password Last changed Oct 16, 2023

Setup Password Setup your forgotten password responses. These secret questions will

Responses allow you to recover your password if you forget it. ¢ Skip password when possible

O Google prompt 1 device
Account Information ] Information about your password and password policies.

You can add more sign-in options

Logout ] Logout of the password self service application. [:q Passkeys and security keys ] [:‘;2 Authenticator ] [EI 2-Step Verification phone ]




Online Safety: How to Deal With Spam and Phishing

Identify and Avoid Phishing Emails:

Minimize Spam From Reaching Your Email:

Enable built-in spam filters from email
providers (Gmail, Yahoo, Outlook, etc.)

Block spam-senders to prevent future
emails from them

Avoid sharing email addresses on
websites and forums (consider using a
secondary email for online registrations
and subscriptions)

Never click on links and attachments in
emails that look suspicious or come
from unknown senders

Check for poor grammar and spelling;
spam usually comes with errors

Never respond to requests for
passwords, credit card information and
other sensitive information.




Spam and Phishing Examples

Apple ID Access Update - Information Needed #54428722
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Verify your Apple ID Information
Dear

Your Apple ID has been temporarily disabled.
For your safety, your Apple ID has been disabled because some information

appears to be missing or invalid. It's against our terms of service to provide false
information in your Apple acc

Please re-verify your account data. If you do not verify your account within 48
hours, it will be permanently locked. Click the button below to verify as soon as

possible.

Go to Apple ID

Apple Support

10:20& (1]

file_1735322700708.p
pdf [
PDF Document - 31 KB

B2USPS.COM

Dearcustomer:

Your package has arvived at the distribution fa

but we are unable to deliver it du
address information. Please cl bove

to update your address.

The US Postal team wishes you a wonderful day!
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Please pay for FastTrak Lane on
December 27, 2024. In order to
avoid excessive late fees and
potential legal action on the bill,
please pay the fee in time. Thank
you for your cooperation and wish
you a happy holiday.

https://thetollroads.com-54av.cfd/
us

(Please reply Y, then exit the text
message and open it again to
activate the link, or copy the link to
your Safari browser and open it)




