2026-27 SANTA FE INDIAN SCHOOL

STUDENT INTERNET SAFETY & ACCEPTABLE USE CONTRACT

The Santa Fe Indian School (SFIS) network, operated on behalf of the 19 Pueblos, is a vital tool for supporting student
learning and educational development. Educational use of the network takes priority, and access is a privilege granted to
students who demonstrate responsible and respectful use of school technology resources.

To maintain a safe and appropriate learning environment, students must follow the guidelines below when using the SFIS
network, email, mobile devices, and Internet services:

1. Responsible Use & Behavior
Students are expected to behave responsibly and respectfully while online, just as they do in the classroom. All
technology use must align with the SFIS Partnership for Student Success Handbook.

2. Prohibited Activities

The following actions are strictly prohibited:

Obscene, inappropriate, or disrespectful use of the Internet or school-issued devices.
Recreational use of social networking or streaming sites during the academic day.
Attempting to bypass or disable the SFIS content filter or security controls.

Using inappropriate images (including wallpapers or backgrounds).

Using an inappropriate image for a student profile photo.

Using another student's account or sharing passwords.

Cyberbullying, harassing, threatening, or impersonating others.

Sharing personal information or arranging meetings with individuals met online.
Plagiarizing or misrepresenting someone else's work.

Downloading or sharing pirated, copyrighted, or illegal digital content.
Unauthorized access to wireless networks or any part of the SFIS network.

3. Network Security
Any behavior that undermines the integrity or security of the network is strictly forbidden. This includes:
e Unauthorized access to restricted systems or network areas.
e Excessive use of network bandwidth.
e Use of personal “hotspots” or VPNs to bypass restrictions.
e Any hacking, probing, or tampering with SFIS technology infrastructure.

4. Credentialed Access Requirement

Beginning this school year, students will be required to log in using their SFIS-issued usernames and unique credentials
to access the campus Wi-Fi on all personal devices that are not SFIS-issued. This is essential to maintain network
security and responsible use.

5. Monitoring & Privacy

SFIS reserves the right to monitor, track, and log all internet traffic, network usage, and content accessed on any device
connected to the SFIS network. This includes both SFIS-issued and personal devices. Students should not expect privacy
when using school networks or resources.

6. Compliance with Law Enforcement

SFIS is legally obligated to cooperate with law enforcement when necessary. If the safety of students, staff, or campus is
in question, SFIS may collect, review, and share user data and network logs with law enforcement as part of due process.
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7. CIPA Compliance

Under the Children’s Internet Protection Act (CIPA), SFIS will:
e Use content filtering software to block access to harmful or inappropriate content.
e Monitor student activity on school networks, including content publicly posted online.
e Provide Internet safety education and digital citizenship training to all students.

8. Policy Updates
SFIS reserves the right to revise this policy at any time. Any changes will be posted in the SFIS Bulletin and communicated
to students and staff.

e Students who create or contribute to non-SFiIS-affiliated social media pages, online forums, or reviews that
misrepresent SFIS, its students, or staff; promote harmful behavior; or encourage cyberbullying will be subject
to disciplinary action as outlined in the Partnership for Student Success Handbook. This includes the creation
of pages that mock, impersonate, or target individuals or groups within the school community.

SFIS Student Internet & Network Use Agreement

l, , (print student name) have read, understand, and agree to follow
the Santa Fe Indian School (SFIS) Student Technology & Network Use Policy. | understand that:

® The SFIS network is provided to support learning and is a privilege, not a right.

e | must use school technology, internet access, and any connected devices responsibly and for educational
purposes only.

e | am required to use my SFIS-issued username and password to access the SFIS Wi-Fi on any personal
(non-SFIS-issued) device.

e All activity on the SFIS network is monitored and may be reviewed by school personnel.

e Obscene content, cyberbullying, unauthorized access, and other violations are strictly prohibited.

e Violations of the policy may result in suspension of internet access, deactivation of my account, disciplinary
action, and/or legal consequences.

e | am fully responsible—legally, financially, or otherwise—for my use of SFIS network services.

Student Signature:

Grade:

Date:

The following section must be completed by a parent or quardian if the student is under 18 years of age.

l, , (print parent/guardian name) am the parent/guardian of the
student named above. | have read and understand the SFIS Student Technology & Network Use Policy and this
agreement. | understand that:

e My child is responsible for following all SFIS network and internet use rules.
e | accept full legal and financial responsibility for my child’s use of SFIS technology and network services.
e | will support and reinforce the importance of safe, respectful, and appropriate technology use with my child.

Parent/Guardian Signature:

Date:
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