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Artificial intelligence and automated systems have
become essential to modern society. As these
technologies become more widely deployed, concerns
have grown about the reliability of their outputs and
the risks posed when automated or algorithmic
models generate incorrect, biased, or hallucinatory
results. This paper examines failures in AI and
automation technologies by analyzing incident
frequency, ethical issues, and legal outcomes across
technology groups.
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AI failures, ethical issues, and legal consequences are unevenly distributed across technologies, depending
on system design and use
Incident rates increase after major AI deployments, showing that greater exposure and adoption lead to
more reported failures.
A small group of widely used technologies (LLMs, machine learning, surveillance systems) accounts for most
incidents due to high visibility and interaction.
Ethical risks vary by function: privacy is widespread across systems, while fairness and accuracy issues are
concentrated in decision-making and generative AI. 
Legal outcomes depend on context, with the most severe consequences occurring when hallucinations
undermine legal authority (e.g., fabricated citations).
Most cases result in low-severity outcomes (dismissals or no sanctions), indicating courts often resolve
rather than punish AI errors. 
Overall, AI risk is driven more by how systems are deployed and used than by the technology itself.
The findings are limited by reporting bias, uneven sample sizes, and a lack of causal evidence, meaning
results reflect observable patterns rather than definitive conclusions. 
Future work should focus on better incident reporting, broader domain analysis, and strategies to reduce
hallucinations and improve AI reliability.

LIMITATIONS

First, both datasets rely on publicly documented
incidents and legal cases. This reporting bias may
influence which technologies appear most
frequently in the analysis.

Second, there are limited sample sizes in some
analysis sections. Certain parts of the analysis,
particularly those based on the systems sheets
and legal cases, involve a relatively small number
of observations.

Third, the analysis identifies patterns and
associations between system types, ethical issues,
and legal outcomes, but it does not establish
causal relationships.
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Figure 6.1 suggests that the growth of AI and automation system incidents can be
understood in three major technological phases: autonomous and driver-assistance
systems (2016), algorithmic surveillance technologies (2020), and generative AI
models (2022). 

Figure 7.1 indicates that reported incidents are unevenly distributed across
technological domains, with a clustering around systems that are widely deployed
and operate at scale.

Figure 8.1 shows that ethical issues vary by technology group and
reflect differences in system use. Privacy concerns appear across
all groups, while fairness and accuracy concerns are more
concentrated in algorithmic decision systems and generative AI &
LLMs.

This pattern indicates that hallucinations affecting legal authority,
particularly fabricated citations and nonexistent cases, are far
more likely to be identified and documented than other types of
AI-generated errors.

Figure 10.1 shows that the legal consequences of AI hallucinations
are unevenly distributed across cases. Most documented incidents
resolve without formal punishment, with dismissals, no-sanction
decisions, and other or mixed resolutions accounting for the
majority of outcomes. More severe responses appear primarily in
citation-related hallucination cases

Figure 11.1 demonstrates that legal outcomes associated with AI
hallucinations vary across tools, reflecting differences in how these
systems are used and the contexts in which their outputs appear.
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