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Business & Information Technology Course Scope and Sequence
And Unit Plans

Course Name: TC Cyber Security PLTW Time Frame: One Semester

Grade Level: 10 -12th Grade Department: Business & Information Technology
Prerequisite(s): N/A

Transcripted Credit: (3) MPTC - Principles of
Information Security 150-191

Course Overview:
e PLTW Cybersecurity gives students a broad exposure to the many aspects of digital and

information security, while encouraging socially responsible choices and ethical behavior. This
course will help prepare students for careers in cybersecurity through an engaging, all-in-one
training experience that teaches students how to think like a hacker and perform effective
countermeasures. Students will study areas that include network security, system security,
applied cybersecurity, and personal security. Students can earn transcripted credit through
Moraine Park Technical College upon completion.

[Units: Time Frame:
Unit 1: Foundations of Information Security 3-4 weeks
Unit 2: Security Planning & Policy Development 3-4 weeks
i 3-4 weeks
3-4 weeks
3-4 weeks

Primary Resources Used:
e Moraine Park Technical College
e PLTW

*This Guide is a living document and may be updated throughout the school year to reflect student and class
needs, instructional pacing, and other relevant factors.*
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https://docs.google.com/document/d/165tLDqU5KFeIqd-b1dOL9WGhWdQh6HuNAfkRQN-wPl8/edit?tab=t.0#bookmark=kix.cz1tczb0s7mw

Unit 1: Foundations of Information Security

Broad Goals of the Unit:
e Introduce students to the essential concepts, terminology, and importance of information security
in organizational environments.

Essential Questions:
e What is information security and why is it critical for an organization?
e How do people, processes, and technologies contribute to a secure environment?
e What are core risks and threats to information in today’s digital world?

Enduring Understandings:
e Information security protects confidentiality, integrity, and availability of data.
e Security is a multidisciplinary effort involving people, processes, and technology.
e Understanding threats and vulnerabilities is the first step to mitigation.

“l can” statement with standards alignment:
e | can explain what information security means and why it's important.
e | can describe the roles people and processes play in information security.
e | can recognize common security threats and vulnerabilities.

At the end of the unit students will know and be able to:
e Define information security and basic terminology.
e Identify common types of security threats (e.g., malware, phishing).
e Explain how organizational roles affect security outcomes.

Assessment Evidence

Formative: TBD Summative: TBD
Other: n/a

Learning Plan

Vocabulary of the Unit: information security, confidentiality, integrity, availability, threats

Resources: Differentiated Learning Strategies:
e MPTC e Security scenarios discussion
e PLTW e Visual glossary posters

e Think-Pair-Share

Unit 2: Security Planning & Policy Development

Broad Goals of the Unit:
e Guide students to understand how security planning supports long-term protection and to develop
foundational security policy components.

Essential Questions:
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e What steps are involved in planning a comprehensive security strategy?
e Why do organizations need written security policies?
e How are security goals aligned with organizational objectives?

Enduring Understandings:
e Security planning is proactive and critical for risk mitigation.
e Policies formalize expected behavior and control measures.
e Strong security plans align with organizational goals and compliance needs.

“l can” statement with standards alignment:
e | can outline key steps in a security planning process.
e | can explain the purpose of security policies.
e | can describe how security plans support organizational goals.

At the end of the unit students will know and be able to:
e List stages of security planning (assessment — policy — implementation).
e Draft a simplistic security policy section.
e Connect security planning to business requirements.

Assessment Evidence

Formative:; TBD Summative; TBD
Other: n/a

Learning Plan

Vocabulary of the Unit: security policy, risk assessment, compliance, controls, strategy

Resources: Differentiated Learning Strategies:
e MPTC e Policy draft templates
o PLTW e Group brainstorming

e Rubric scaffolds

Unit 3: Implementing & Managing Security Controls

Broad Goals of the Unit:

e Students will learn how to implement and manage security controls (technical, administrative, and
physical) to protect information assets.

Essential Questions:
e What types of security controls protect information systems?
e How do organizations measure and monitor control effectiveness?
e What role does management play in sustaining security controls?

Enduring Understandings:
e Effective security uses layered controls — technical, administrative, and physical.
e Monitoring and evaluation ensure controls remain effective over time.
e Security management requires ongoing adjustments based on changing risks.
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“l can” statement with standards alignment:
e | can identify different types of security controls.
e | can explain how controls are evaluated.
e | can describe how security management adapts to new threats.

At the end of the unit students will know and be able to:
e Define examples of technical, administrative, and physical controls.
e Explain the process of monitoring control performance.
e Describe ways to update controls based on incident data.

Assessment Evidence

Formative: TBD Summative: TBD
Other: n/a

Learning Plan

Vocabulary of the Unit: technical control, administrative control, physical control, monitoring, incident
management

Resources: Differentiated Learning Strategies:
e MPTC e Control mapping activity
e PLTW e Hands-on demonstrations

e Reflection journals

Unit 4: Security Awareness & Human Factors

Broad Goals of the Unit:
e Explore how human behaviors influence security outcomes and how awareness programs reduce
risk.

Essential Questions:
e Why are humans often considered the weakest link in security?
e How can organizations educate users to reduce security risk?
e What communication strategies promote security awareness?

Enduring Understandings:
e Human error and behavior contribute significantly to security incidents.
e Security awareness training reduces risk and strengthens compliance.
e Effective communication encourages positive security behaviors.

“l can” statement with standards alignment:
e | can explain how social engineering exploits human behavior.
e | can describe components of a security training program.
e | can discuss strategies for promoting security awareness.

At the end of the unit students will know and be able to:
e Identify common social engineering tactics (e.g., phishing).
e Outline elements of employee security training.
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e C(Create a security awareness poster or message.

Assessment Evidence

Formative: TBD Summative: TBD
Other: n/a

Learning Plan

Vocabulary of the Unit: social engineering, security awareness, phishing, user training, behavioral risk

Resources: Differentiated Learning Strategies:
e MPTC e Role-play scenarios
o PLTW e Poster creation

e Mini-presentations

Unit 5: Ethics, Legal Issues & Future Trends in Security

Broad Goals of the Unit:
e Help students examine ethical and legal implications of security decisions and explore emerging
challenges in the field.

Essential Questions:
e What ethical responsibilities do security professionals have?
e How do laws and regulations shape security practices?
e What future trends are emerging in information security?

Enduring Understandings:
e Ethics guide responsible behavior in security roles.
e Regulatory compliance is required in many sectors to protect data.
e Security threats evolve, requiring continuous learning.

“l can” statement with standards alignment:
e | can explain ethical considerations for security professionals.
e | canidentify laws that affect information security practices.
e | can describe emerging trends in cybersecurity.

At the end of the unit students will know and be able to:
e Define basic ethical principles in security contexts.
e Discuss examples of security laws/regulations (e.g., data protection).
e Summarize current trends such as cloud security or Al threats.

Assessment Evidence

Formative: TBD Summative: TBD
Other: n/a

Learning Plan
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Vocabulary of the Unit: ethics, compliance, regulation, emerging threats, cybersecurity trends

Resources: Differentiated Learning Strategies:
e MPTC e Case studies on ethics
e PLTW e Research projects
e Debate

Standards Supporting Learning Targets

Business and Information Technology
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https://dpi.wi.gov/sites/default/files/imce/cte/pdf/BIT_Standards_FINAL2.pdf.pdf

