A SDCOE MyApps: Peoplesoft Self Service MFA

Beginning April 28, SDCOE will require multi-factor authentication (MFA) to access
PeopleSoft Self Service and Finance.

To access Peoplesoft Self-Service for personal resources (paystub, W2, etc) you will need
to use the Microsoft Authenticator on a personal device. If your device does not support
authenticator, or you would prefer not to use it, you may purchase a security key to use at
home or enable Windows Hello pin number on your Windows 11 personal computer.

NOTE: The District is unable to provide support for either option, as both rely on personal
devices outside District control. This guide is provided as a convenience.

USB SECURITY KEY (FIDO2)

For MFA, Peoplesoft allows USB security keys that support the FIDO2 standard. These can
be physically plugged into your computer and provide MFA authentication. The district has
tested the Identiv utrust USB keys and found them to be the cheapest working solution.
This would need to be purchased individually and is not supplied by the District.

e |dentivutrust USB A ($20)
e Identiv utrust USB C ($20)

SETUP WINDOWS HELLO PIN ON WINDOWS 11 PC

Important: MFA must already be enabled on your district account before Windows Hello

can be set up. This requires initial enrollment using the Microsoft Authenticator app on
a personal device. The personal device is only needed for this one-time setup; once
Windows Hello is configured, you will not need it for future
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authentication for Peoplesoft. Windows Hello cannot be used as MFA R sigrtin aptions
for off-site access to district email. < @ e vocumens e

Best match

1. Click the “Start” button (windows logo) E

Sign-in options
| 2

System settings

2. Search for“Sign” (1) and Click on “Sign-in
..  Facial recognition (Windows Hello)
Optlons” (2) This opticn is currently unavailable

Fingerprint recognition (Windows Hello)
This aption Is currently unavallable

3. Clickon “PIN (Windows Hello)”

o P lows Hello)
T os h a PIN (Recommended)



https://www.amazon.com/Identiv-uTrust-FIDO2-Security-WebAuth/dp/B08BVYJ67J
https://www.amazon.com/Identiv-uTrust-FIDO2-Security-WebAuth/dp/B0C6YRJ7Y7

4. Onthe next screen, Click “Setup”

PIN (Windows Hello)

Sign in with a PIN (Recommended)

Use a PIN to sign in to Windows, apps, and services

Related links

5. Click “OK”

Use Windows Hello with your account

Your arganization requires you ta set up your wark ar schaol account with Windows
Hello Face, Fingerprint, or PIN

If you've already set up Windows Hello on this device, we'll automatically add it for this
account. You may be asked to re-verify with Windows Hello

If your organization requires a more complex PIN, Windows will prompt you to change
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6. You will have to enter your Microsoft MFA code.

@CVESD

johnathan.miller@cvesd.org

Approve sign in request

@ Open your Authenticator app and approve the
request. Enter the number if prompted.
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Didn't receive a sign-in request? Swipe down to
refresh the content in your app.

| can't use my Microsoft Authenticator app right now

M365 is governed by CVESD Acceptable Use Policy.

Terms of use  Privacy & cookies




7. You’ll be asked to create a 6-digit PIN. Enter it in both boxes and click “OK”

| Windows Security

Set up a PIN

A Windows Hello PIN is a fast, secure way to sign in to your
device, apps, and services.

New PIN

Confirm PIN

\:\ Include letters and symbols

8. You will see the screen below letting you know you are done. Click “OK”

Microsoft account

All set!

You can sign in with your PIN now.

Your PIN is now set up on Windows.



ENABLE WINDOWS HELLO PIN for SDCOE MYAPPS

Once the Pin is setup, it will need to be registered with SDCOE to work with MyApps. For
more support visit the SDCOE MyApps Support Site: www.sdcoe.net/myappshelp

Add Pin as MFA for SDCOE MyApps

1. When logging into SDCOE myApps for the first time
you will be presented with options for MFA. Select

Required now

7] ) o . . @ Security Key or Biometric
Set up” under Security Key or Biometric

Authenticator

Use a security key or a biometric

Authenticator. Click “Setup” ssthanticakaestirslon i

Set up

2. Onthe next page, click “Set up” again ik dlps ey ot st
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URE WITHOUT BOUND
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Set up security key or biometric
authenticator

Biometric verification or a PIN is required to
setup this authenticator.

Windows Security

3. Click “This Windows Device” -

Choose where to save your passkey

3 This Windows device
® 1password

89 iPhone, iPad, or Android device

@ Security key



http://www.sdcoe.net/myappshelp

Logging into SDCOE myApps

1. Navigate to https://myapps.sdcoe.net

2. Enteryour PeopleSoft Employee ID and click “Next”

SignIn

Username

667452

Keep me signed in

‘

Help

e e e == =% e = |
3. Enterthe PIN you previously created, and you will be logged in.

Sign in with a passkey

% 667452
v

Enter your PIN

Choose a different passkey

Visit the SDCOE MyApps page for additional support, guides & videos

https://www.sdcoe.net/myappshel



https://myapps.sdcoe.net/
https://www.sdcoe.net/myappshelp
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