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Technology Committee Members 2023-2024

Members of the Technology Committee met for several months to create this updated 

Technology Plan for the Wilmington Public Schools.  The Director of Technology and Digital 

Learning should review the plan annually to adjust goals and timelines and is responsible for 

implementation.

Burhan Ahmed MS/North/West/WW Parent

Matt Arsenault Boutwell Parent

Kenny Bonanno MS Parent

Brenda Lomanno MS Instructional Technology Specialist

Kenneth Lord Director of Technology & Digital Learning

Amy Malone North Educational Assistant

Kim Martiniello HS/North Parent

Jennifer Obremski Woburn St Grade 1 Teacher

Michael Okeke HS/MS/North/West/SS/WW Parent

Melanie Patterson Shawsheen/Boutwell Librarian

Jeanette Quirk MS Principal

Amber Skach HS Instructional Technology Specialist

Mary Beth Valuk HS Math CTL/Teacher

Kevin Welch Shawsheen Assistant Principal

Krista Wright Woburn St Parent
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Cybersecurity

Cybersecurity

The threat of a cybersecurity attack is an ever-growing concern.  School districts and 

municipalities around the Wilmington Public Schools have been attacked.  Significant work has 

been done in the last several years to improve the district’s defense against an attack.  User 

training, upgrade of firewalls & network switches, deployment of Multi-Factor Authentication 

systems, and improvements to the virus/spyware detection system have been completed.  

An annual cybersecurity audit should be conducted to identify areas for improvement.  In 

2024, Wilmington Public Schools has partnered with MIT to audit our response plans and 

systems.  The results of this audit will be integrated into the cybersecurity response planning.  

Staff training is essential in preventing a cybersecurity attack.  Limitations in staff 

professional development time have resulted in cybersecurity training only being offered to a 

segment of our staff population each year with participating staff members taking the course 

once.  Planning and access to additional professional development time with staff is necessary 

to offer annual cybersecurity training to all staff members including phishing tests.  Training 

should also be extended to students at an age-appropriate level.  The town and school have 

received an annual Municipal Cybersecurity Awareness Grant from the state providing us 

access to cybersecurity training systems.

The current antivirus system relies on the internal OIT staff to monitor and respond to 

incidents.  An upgrade to a Managed Detection and Response (MDR) system to outsource 
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Action Plan Items Timeline

Perform Annual Cybersecurity Audits. Annual

Expand Cybersecurity Training to all staff 
including phishing tests

SY25-26

Provide Student Cybersecurity Training SY25-26

Deploy MDR SY24-25

Maintain the system of patching and updating 

operating systems and network hardware.

Annual



monitoring of the antivirus system 24/7 is a critical step to improve our defense.  Plans are 

underway to deploy MDR in the summer of 2024.

Available staff time has limited our ability to monitor and patch servers and client 

machines.  Improvement in the ability to automatically apply patches and additional staff time 

assigned to regular patching of servers is required.

Infrastructure

Action Plan Items Timeline

Maintain the system of monitoring and testing 

backup systems.

Annual

Replace PA systems at HS and MS per 

5-year Capital Plan.

FY28 & FY29

Replace HS Wireless network & switches per 

5-year Capital Plan.

Summer 2024

Expand and replace the security camera 

system per 5-year Capital Plan.

FY26

Upgrade Genetec and Data Center servers 

per 5-year Capital Plan.

FY29

Disaster Recovery

The backup systems have been significantly improved in the last few years.  We now 

have sequential backups of all the on-site server systems and virtual servers that replicate 

between two buildings.  Hosted systems are also sequentially backed up through some online 

systems.  Continual testing and monitoring of backup systems are essential to ensuring proper 

operations.  
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Intercom systems

The intercom consoles at the elementary schools have been replaced and connected to 

the new Zoom phone system.  The intercom systems at the HS and MS were installed when the 

buildings were built in 2014 and 2000.  These systems are aging and are scheduled for 

replacement in the capital plan. 

Internet Access

Three 1 Gbps FIOS connections supply Internet to the WPS network.  Two FIOS 

connections are at the middle school and one at the high school.  A dedicated fiber connection 

will replace the HS connection in the summer of 2024.  The dedicated fiber connection will 

provide greater resilience to a FIOS outage.  The recently upgraded firewalls provide Internet 

filtering. 

Network Switching & Infrastructure

Replacement of the existing network switch infrastructure is scheduled to be completed 

in the summer of 2024.  The high school network switches were funded with a capital article at 

the 2024 Town Meeting. 

The central fiber optic switches located at the public safety building have been 

purchased and will be installed during the summer of 2024.  These will be configured to create a 

fiber optic loop rather than a star for better resilience to damage to the fiber optic network.

Phone System

A new cloud-based Zoom phone system was installed in the summer of 2023 replacing 

the existing Polycom Skype for Business system.

Security

The district is served by a Genetec video and access system.  The software and servers 

were upgraded in FY22.  The 5-year capital plan includes expansion of the number of cameras 

at the high school, middle school, and elementary schools.  Several additional doors have been 

equipped with card swipe systems over the last few years.  Replacement of aging cameras and 

other security system equipment is part of the long-term capital plan.
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Servers

The current data center consists of several VMware servers and a storage access 

network.  The system was installed in FY20 and is scheduled for replacement in FY28.  Several 

systems have been migrated to the cloud (email, antivirus, and phones).  Migrating additional 

systems should be considered if economical and feasible.  Replacement of the Genetec server 

infrastructure is scheduled for FY29.

A new backup system was deployed with the replacement of the data center in FY28.  

Monitoring and testing of the backup system is ongoing.  Improvements in the frequency of 

monitoring are needed but have been limited by available staff time.

Wireless Network

The high school wireless network will be replaced in the summer of 2024.  This project 

will complete the replacement of the previous Aruba wireless systems with a cloud-managed 

Meraki wireless network system.

Hardware

Action Plan Items Timeline

Form a subcommittee of teachers, 
administrators, students, and parents to review 
current BYOD policies and procedures for 
grades 6-12. Explore the option of 
district-provided devices vs BYOD, enhanced 
content filtering subscription, day loaner 
Chromebook/charger procedures, and 
classroom management tools.

SY24-25

Expand cart-based devices at elementary 
schools to achieve a 1:1 ratio.

FY25-29

Upgrade existing Chromebooks per 5-Year 
Capital Plan.

FY25-FY29

Form a subcommittee of teachers, 
administrators, and instructional technology 
specialists to determine the appropriate apps 
for iPads in grade PK and K

SY24-25
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Replace laptops, desktops, and computer labs 
per the 5-year Capital Plan.

FY26-FY29

Upgrade any laptop or desktop to Windows 11 
if not replaced by October 14, 2025.

By 10/14/2025

Upgrade elementary projectors per 5-year 
Capital Plan.

FY26 & FY29

Examine options for migrating to interactive 
display panels

FY29

Examine options for increased access to color 
printing and duplication

SY24-25

Chromebooks

Carts of Chromebooks are maintained in the high school and middle school to provide 

loaners for the 1:1 program and enough spares for MCAS testing.  Currently, only a managed 

Chromebook can be used for MCAS testing.  A percentage of the students participating in the 

1:1 program use a PC laptop, a Mac laptop, or an unmanaged Chromebook.  The elementary 

schools utilize carts of Chromebooks for classroom use and MCAS testing.   Google licenses 

the management of Chromebooks through a management license.  

The capital plan in Appendix A details a purchase plan that will address maintaining 

enough devices for MCAS testing and expansion of carts for elementary school use.  

Chromebooks with expired Google management licenses can still be used for other purposes as 

long as the hardware lasts.  

Grade 6-12 students currently participate in a Chromebook Bring Your Own Device 

(BYOD) program.  Families who do not wish to or cannot purchase a device are provided a 

long-term loaner Chromebook.  A Google Management license is installed on most 

student-owned devices to allow them to be used for MCAS testing, greater technical support 

opportunities and the ability to be used for locked quizzes and tests.  

A varying percentage of student devices are not managed due to device replacement or 

in some cases the student/family refuse to have the management license installed.  Yearly 

efforts are made to enroll devices before MCAS testing season.  Other students utilize laptops 

or tablets or older hand-me-down Chromebooks from older siblings.  

The variety of devices and how many are managed has presented issues for classroom 

use.  We cannot require the installation of the management license, repair, or replacement.  

Consideration should be given to the pros and cons of moving to a 100% district-provided 
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Chromebook program.  This would alleviate the management issues, provide all students with a 

properly working device, and allow for the use of additional management programs to assist 

with classroom management issues.  This policy change would require significant capital 

investment and ongoing funding.  Student loaner policies and the availability of chargers should 

also be reviewed.

Chromebook use at the earliest grade levels has been challenging as students in grades 

PK -2 have difficulty using a trackpad and logging in with usernames and passwords.  Several 

carts of touch screen Chromebooks will be deployed at the Shawsheen and Woburn Street 

schools and iPads at the Wildwood and Boutwell over the summer of 2024.  The Chromebooks 

at Shawsheen and Woburn Street will also be configured to use a QR Code login system 

allowing the students to show a preprinted QR code to the Chromebook camera to login rather 

than using a username and password.

Desktops

The district maintains a small fleet of desktop computers, mainly for computer labs and 

administrative assistants.  The capital plan in Appendix A details the replacement plan.  The OIT 

Department has begun upgrading existing desktops to Windows 11.  Microsoft will retire 

Windows 10 in October 2025 and no longer release security patches for that version.

Laptops

A large inventory of laptops is maintained across the district including docking stations 

with external monitors and keyboards.  The summers of 2019 & 2020 saw the replacement of 

almost all laptops across the district.  These laptops will be coming up for replacement in FY26 

and FY27.  The OIT Department has begun upgrading existing laptops to Windows 11.  

Microsoft will retire Windows 10 in October 2025 and no longer release security patches for that 

version.

Printing

A fleet of leased copiers handles most printing.  Copiers are replaced on the lease after 

3 years.  Classroom printing is managed with smaller laser printers in approximately every other 

classroom.  The classroom printers are meant for small print jobs.  Repair and replacement are 

handled by OIT staff through the OIT operating budget.  Access to color printing is limited to one 

or two color printers in each building.  These color lasers are not designed for duplication and 
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the toner is quite costly.  The options for increased access to color printing and duplication 

should be examined.

Projectors

Most of the projectors have been replaced over the last few years.  The high school’s 

remaining old projectors will be replaced in the summer of 2024.  A handful of projectors at the 

elementary schools are scheduled for replacement in FY26.  The cycle of replacement 

projectors at the middle school and intermediate schools will re-enter the capital plan in FY29.  

Consideration should be given to moving towards interactive display panels.  Classroom 

whiteboard and room layout changes will be necessary to allow us to move to display panels 

instead of projectors.

MSBA Project

Action Plan Items Timeline

Monitor and participate in the planning of 
technology for the MSBA Project

SY24-25 - SY28-29

Adjust capital plans to reflect the MSBA project 
once approved

Fall 2025

Expand elementary Instructional Technology 
staff to 2.0 FTE to support a new building if the 
MSBA project is approved.

SY28-29

MSBA Project

The district is participating in the Massachusetts School Building Authority (MSBA) 

program for the Wildwood Early Childhood Center.  Opportunities to combine Wildwood with 

Woburn Street or Wildwood, Woburn Street, and North Intermediate are being explored.  A new 

or renovated school building will include significant technology improvements.  In addition to 

participating in the planning and execution of a new or renovated building, the 5-year Capital 

plan will need to be adjusted depending on what building option is selected.
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Staffing

An additional Instructional Technology Specialist will be needed if a new or renovated 

PK-5 building is selected.  This additional staff member is necessary given the technology in a 

new or renovated building.  A partial FTE should be considered if a PK-3 option is selected.

Policies

The existing Acceptable Use (AUP) and Social Media policies have not been adjusted 

for many years.  Most districts have aligned updated AUPs with a Responsible Use Policy 

(RUP) model.  RUPs generally provide positive examples of proper technology use rather than 

a list of prohibited activities.  Policy changes are completed through the School Committee’s 

Policy Review subcommittee with eventual presentation to the School Committee for approval.

Professional Development

Action Plan Items Timeline

Expand Technology Professional Development 
offerings for staff

Ongoing

Explore options for self-paced courses SY24-25
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Action Plan Items Timeline

Work with the School Committee Policy 
Subcommittee to replace the Acceptable Use 
Policy with a Responsible Use Policy

SY24-25

Work with the School Committee Policy 
Subcommittee to update the Social Media and 
Web site policies

SY24-25



Professional Development

The Wilmington University (WU) program provides technology training from a mostly 

asynchronous catalog of offerings.  New staff are required to complete 12 hours of technology 

training in their first three years.  Teachers participating in WU outside the work day earn 

in-service hours and PDPs for re-licensure.  Expanded technology professional development 

opportunities should be explored.

Software

Action Plan Items Timeline

Maintain a catalog of required Student Data 
Privacy agreements, acquiring new and 
renewing existing agreements as needed.

Ongoing

Form a subcommittee of administrators, 
teachers, and parents to examine the 
combination of Aspen and Google Classroom. 
Determine areas needed for improvement, 
expansion, and potential change to different 
products as needed.

SY25-26

Continue to monitor and plan for generative AI 
software impacts and opportunities.

Ongoing

Select and implement generative AI tools Ongoing

Monitor changes in generative AI that require 
changes to existing policies and procedures.

Ongoing

Form a subcommittee of administrators and 
teachers to review the existing software tools 
and subscriptions.

SY25-26

Implement an electronic document 
management system to store student special 
education records and financial files.

FY28
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Aspen and Google Classroom

Aspen is our Student Information System (SIS) and Google Classroom is our Learning 

Management System (LMS).  Google Classroom has not been widely used below grade 5 since 

the end of the pandemic.  While progress reports and quarter grades are stored in Aspen for 

grades 6-12, assignment information is stored in Google Classroom.  Parents report difficulty 

and confusion finding information in the two systems and the transition from grade 5 to 6 is 

complicated by the switch to using the systems daily.  A committee should review these 

products and recommend improvements for better communication and unanimity.  Alternative 

SIS and LMS products should also be examined.

Educational software

During the pandemic, the catalog of online subscriptions increased significantly with 

post-pandemic budgets reducing the number of titles available.  Generative AI has radically 

changed the software landscape bringing new capabilities and challenges for proper usage.  

Generative AI Guidelines were created to help guide staff and students.  

A full review of software subscriptions is necessary to ensure the titles in use are the 

best option, proper training is provided and to monitor the continued impact of AI.  A standing 

committee should regularly meet to monitor and make recommendations.  

Student Data Privacy

The District uses the TEC Education Collaborative/TEC Student Data Privacy Alliance to 

manage data privacy agreements for any online product that stores student personally 

identifiable information (PII).  A web-based database is maintained for active and inactive data 

privacy agreements.  The database includes notations for any company that refuses to sign a 

data privacy agreement.  

Staff request additional agreements through the help desk ticket system or via email to 

the Director of Technology.  Staff and students may only use products with a signed Data 

Privacy Agreement that stores student PII.
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STEM

Action Plan Items Timeline

Work with curriculum leaders, parents, 
administrators, and teachers to develop 
hardware and software plans to support the 
implementation of STEM curriculum at the 
elementary level.

SY24-25

SY28-29

Develop hardware and software plans to 
support STEM and Science curriculum at the 
HS and MS.

SY24-25

There are plans to implement a STEM curriculum in the elementary grades as part of the 

MSBA Building Project.  Planning and implementation of the technology hardware and software 

for both sides of town will be needed.  Additionally, the STEM and Science curriculum at the HS 

and MS needs some hardware updates that should be included in the operating or capital 

budget plans for FY26 and beyond.

Student Support Services

Action Plan Items Timeline

Collaborate with Student Support Services to 

audit assistive technology hardware and 

software. Upgrade and replace equipment 

and software as required.

SY25-26

Assistive Technology

The Special Education Department uses various technology and software for assistive 

technology.  Conduct periodic reviews of the equipment and create a replacement plan.
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Appendix A - Capital Plan

Project / Reason FY25 FY26 FY27 FY28 FY29

Chromebook Replacements $75,000 $75,000 $75,000 $75,000 $63,000

Electronic Document Management 
Project $50,000

Elementary Projectors 
Replacement Project $55,000 $125,000

Elementary Security Camera 
Improvements $100,000

Genetec Security Server 
Replacement $30,000

High School Switch Replacement $114,000

HS Labs PC Replacement Project $75,000

HS Laptop Replacement $130,000

HS Projectors $130,000

HS Security Camera 
Improvements $55,000

HS Wireless Upgrade $90,000

Misc PC Replacements $25,000 $38,000

MS Computer Lab Replacement $50,000 $25,000

MS Laptop/Desktop Replacements $115,000

MS Projector Replacement Project $180,000

MS Security Camera 
Improvements $40,000

New data center for District $100,000

North & West Laptop Replacement $90,000

PA System Upgrade $50,000 $50,000

PreK - 3 Teacher Laptops 
Replacement Project $205,000

Security Camera Replacements $15,000 $15,000
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Appendix B - Current Inventory
Inventories are color-coded with green indicating equipment under warranty and or fully 

capable.  Yellow indicates equipment that is off warranty, starting to fail, and should be 

considered for replacement.  Red indicates equipment that is past its lifespan and should be 

replaced.

Laptop Inventory

Total 102 86 35 33 39 42 16 21 16 9 14 413

HS MS North West SS WOB BO WW OIT RH SSS Total

2024 1 4 2 7

2023 1 2 1 1 5

2022 11 1 4 2 1 1 1 1 1 3 26

2021 1 1 2 1 1 1 4 1 2 14

2020 86 8 7 4 36 36 14 16 6 3 4 220

2019 4 74 22 23 1 2 4 3 2 135

2018 0

2017 2 1 1 4

2016 0

2015 0

2014 0

2013 2 2
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Desktop Inventory

Total 95 89 7 6 3 12 3 7 6 3 231

HS MS North West RH SS SSS WOB BO WW Total

2021 75 75

2020 1 3 1 3 1 9

2019 15 35 5 4 3 3 2 67

2018 0

2017 1 50 1 2 2 1 2 59

2016 0

2015 0

2014 3 1 2 6

2013 1 1

2012 0

2011 0

2010 0

2009 2 1 4 3 1 11

2008 1 1

2007 1 1 2
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Projector Inventory

Total 72 69 22 31 31 28 12 265

HS MS North West SS WOB BO Total

2023 0

2022 41 2 19 4 66

2021 22 22

2020 6 6

2019 69 1 1 71

2018 21 28 1 50

2017 0

2016 2 8 3 13

2015 29 3 4 36

2014 0

2013 0

2012 1 1

Chromebook Support Expiration

School/Use 2021 2022 2026 2027 2028 2029 2030 2031

Boutwell 50 0 0 0 0 0 0 0

Ed 
Assistants 32 43 0 0 0 7 0 0

HS 0 0 0 0 0 75 0 0

Long term 
loaners 
HS/MS 0 0 0 0 0 180 75 0

MS 0 0 0 0 0 75 0 0

North 25 0 0 0 0 250 25 0

Shawsheen 0 50 0 0 0 175 0 25

West 0 0 0 0 0 250 0 0

Wildwood 25 25 0 0 0 0 0 0

Woburn St 0 50 0 0 0 150 25 25
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Appendix C - Survey

The following pages contain survey results of faculty, parents, and students.  Surveys 

were conducted in February of 2024.
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