Multi Factor Authentication Setup (MFA)

Multi factor authentication (MFA) is enforced for all District staff who access CVESD resources
remotely and is needed to authenticate any off-site login (intranet, email, Clever, etc). This guide will
walk you through installing the Microsoft Authenticator app, which is needed for MFA access.

A video version of this guide is also available here (link).

NOTE: For setup, you will need to use a computer on the District network and a mobile device that you
can install the app on. This process will provide you with a QR code on the computer that you will scan
with the app on your mobile device to complete setup.

A) DOWNLOAD THE APP (Mobile Device)

On your Mobile Device, download the Microsoft Authenticator app from the app store. Double check
that it is named “Microsoft Authenticator” and matches the logo from this guide!
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B) LOGIN TO YOUR ACCOUNT (District Computer)

Click the link to access the Security Info for your Microsoft account (Link).

1. Select “Add sign-in method” and choose “Microsoft Authenticator”.

2. Click Next until the QR Code is Displayed. (2]
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Approve sign-in requests or use one-time code:

[] Password

@ Hardware token
Sign in with a code from a hardware token

Q) Office phone
Get a call or text to sign in with a code

Visit the Technology intranet page for additional support, guides & videos

R www.cvesd.org/technology | Submit a Ticket or call x 181453
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http://www.cvesd.org/technology
https://aka.ms/mfasetup
http://www.cvesd.org/technology
https://cvesd.zendesk.com/

C) SETUP THE APP_(Mobile Device + District Computer)

MOBILE DEVICE:

1. Open the app on your mobile device and select the Plus Symbol (+) on the top right OR the
“‘Add Account” button.

2. Select “Work or school account” NOT “Personal”
3. Select “Scan QR code”

4. The app will open a camera screen on your device, scan the QR code displayed on your
District computer from Step B.
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DISTRICT COMPUTER:

5. On your District computer, click Next on the screen showing the QR code. Your Browser will
display an MFA code number and prompt you to enter it on the app.

MOBILE DEVICE:

Enter number here

6. The app will transition to a “sign-in alert” screen with an
area to enter a code number. Enter the code from the 1 3
browser and click “Yes”.

YES

DISTRICT COMPUTER:

7. Your District Computer should display a message that the test was successful. Click next.

8. You should now see the authenticator listed on your security info page.
In the future, when you login to a District resource remotely it will Approve sign in request
provide you with “Sign-In Request” code number. Your mobile @ Open your Authenticator app, and enter the
device should pop up an alert requesting you enter that code to N
approve the login. 66

No numbers in your app? Make sure to upgrade to
the latest version
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Multi-factor authentication (MFA) / 2 Step Verification improves account security
by requiring information in addition to a password to verify credentials
(username/password + approval on an app). Click here to view a short video (link).

Why is the District Requiring MFA:

e MFA is a standard and crucial security practice that makes your account up to 99% less likely to
be hacked - protecting your information and the District’s systems and data. MFA protects
against phishing, social engineering and data leaks.

Do | have to download the app:

e MFA is only enforced when you are outside of the District network. If you do not wish to access
resources remotely (email, intranet, etc), you won’t be asked for an MFA code and do not need
the app. All District resources will remain accessible without MFA when on the CVESD network
(at a school or District office), this includes personal devices on the guest Wi-Fi.

Does the app track me:

e The app does not track or provide the District any information, control or access to your device.
Why can’t | use a computer or my work computer for the app:

e You must have access to the MFA authenticator app remotely/at home (as you only need the
code when not at the District). MFA apps don’t allow installation on a computer as they are
meant to provide secondary authentication, separate from the computer you are logging into.

Why can't | use a text message, security questions or keyfob instead:

e Text messages are now considered insecure due to sophisticated methods hackers may use to
intercept them - Microsoft and Google will soon discontinue them for MFA. Answers to security
questions may be obtainable through social engineering and public records. Keyfobs are not a
sustainable solution due to their high cost and the significant effort they require to support. The
"Microsoft Authenticator" is the only supported app for MFA at CVESD

How often do | need to authenticate:

e Every 30 days on each device you are using to access resources remotely. Logins outside of
US & MEX are blocked - please notify IT if you need access while traveling.

What is a "District Resource":

e Any application that requires you to login with your District email address and email password

Access PeopleSoft & Frontline without CVESD MFA: Employee Portal @ www.cvesd.org

Are the CVESD and PeopleSoft (SDCOE) MFA the same:

¢ No, but you can use the Microsoft Authenticator for both. You will need to add SDCOE’s MFA
separately. https://www.sdcoe.net/myappshelp
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https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DXIlF2qkav5c&data=05%7C02%7CJACOB.ANGELO%40cvesd.org%7Ce6fbeb3699ab48ac5bdb08dd421b1254%7Ce87a6e0cc08e46b2bb7345dd072baa33%7C0%7C0%7C638739406217522906%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=cGO04j%2BOX3XGHD%2FAVOMsacqcvsTwtVzyOqPRNCmiwLQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DXIlF2qkav5c&data=05%7C02%7CJACOB.ANGELO%40cvesd.org%7Ce6fbeb3699ab48ac5bdb08dd421b1254%7Ce87a6e0cc08e46b2bb7345dd072baa33%7C0%7C0%7C638739406217536908%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=glzJ2V9pH9VbK83rbfQdWcyLx6PF8CpoWTMtHcQE57k%3D&reserved=0
https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://www.authsignal.com/blog/articles/why-sms-based-authentication-is-no-longer-enough-for-secure-account-protection
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fentra%2Fidentity%2Fauthentication%2Fconcept-authentication-phone-options&data=05%7C02%7CJACOB.ANGELO%40cvesd.org%7Ce6fbeb3699ab48ac5bdb08dd421b1254%7Ce87a6e0cc08e46b2bb7345dd072baa33%7C0%7C0%7C638739406217646402%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=tzrOAFfF5T%2FhVcMKf5y8WSV1xfivHHI7l2IQvFenuJ4%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fentra%2Fidentity%2Fauthentication%2Fconcept-authentication-phone-options&data=05%7C02%7CJACOB.ANGELO%40cvesd.org%7Ce6fbeb3699ab48ac5bdb08dd421b1254%7Ce87a6e0cc08e46b2bb7345dd072baa33%7C0%7C0%7C638739406217646402%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=tzrOAFfF5T%2FhVcMKf5y8WSV1xfivHHI7l2IQvFenuJ4%3D&reserved=0
https://www.forbes.com/sites/daveywinder/2025/02/23/google-confirms-gmail-to-ditch-sms-code-authentication/
https://www.forbes.com/sites/daveywinder/2025/02/23/google-confirms-gmail-to-ditch-sms-code-authentication/
https://www.cvesd.org/departments/human-resources/employment/employee-portal
https://www.sdcoe.net/myappshelp

