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Communication
Is the Key




Since 2014-15, TikTok has arisen;
Facebook usage has dropped;
Instagram, Snapchat have grown

% of 1.5, teens who say they ever use any of the

Jollowing apps or siles

100%

< YouTube 95

L Snapchat 59

' Facebook 32

14 & O WhatsApp 17
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» This year’'s Snapchat is
next year's Facebook.

Restricling Access Isn't Enough!




Common Sense Ways 1o Protect
Your Children

Computers
Laptops

Phones
Tablets
IPad/IPods
E-readers

Friends
Parents & Parents of Friends

Shared Family Devices

Grandma, Grandpa, Family

TVs, Watches, Appliances School

Gaming systems

Restricting Access Isn't Enough!

Handheld gaming devices

“Smart” Toys



Start even
pbefore the
touch ar
IPad




1. I'will tell a trusted adult if | don't like what | see online
(anything online makes me feel sad, scared or uncomfortable).

2. | will never friend/follow/subscribe strangers online (the Face
to Face Rule).

3. I willend the conversation (the Walk Away Rule).

4. | willuse good nefiguette.

HOW DO YOU PROTECT YOURSELF ONLINE WHEN YOU'RE PLAYING
YOUR FAVORITE GAMES OR DOING YOUR FAVORITE THINGS<¢



Tift's Rules of
Intfernet
Safety

| will not create or share inappropriate
content. (Grandma/Grandpa rule)

| will not take or share a revealing
video/image of myself.

| will limit my personal information from being
posted publicly online.

| will never
friend/follow/subscribe/communicate with a
stranger online. (Face to Face Rule)

| will never meet with anyone in person | met
on the internet who is a stranger.

| will end the conversation. (Walk away rule)
| will report, block, and tell a trusted adult.



Talk to your kids about creating and
accessing inappropriate content




The Grandma and
Grandpa Rule and
Reveadling Images/Videos



Should |
create o
photo or
video?




How To Protect Yourself
| 0@ k Against Deepfakes

down
yOour
dato

erative Al

Deepfake technologies can be used to steal your identity even if you don’t use gen




[ GHART TOPPING TE ] [ CYBER SECURITY ] [ STAYING SAFE l

What’s Snapchat’s New ‘Snap Map”?
: R

Lock down your data






What Is a strangere



Whatis a

stranger
online?

» If you haven't met them in person,
they are a stranger.

» “Face to face.”
» Be specific with kids of ALL AGES.

» Has my child actually met 1000
people?

» Have I¢

» Who are my kids' friends on Robloxe
Fortnite?

» Who is my child talking to?



Talk to your kids about
what to do when things
Qo wrong



| will help you.

A trusted adult will help
yOu.

Even if you break a rule.

DO NOT RESPOND




Don’t just
take
away the

game.

REWARD SELF REPORTING!
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ACCeSS
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Go Old School

Charge in Central Locations

Restrict Access to Apps

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)

Set Clear Consequences



| OWN THE DEVICE.

ESTABLISH DOMINION AND CONTROL.




These crimes are committed
against your children when they
are at home and offentimes,
when you are also at home.




Go old school

THE 3 B'S— NO BEDROOMS, NO BATHROOMS, NO BASEMENTS.
YOU MUST BE ABLE TO SEE AND LISTEN TO WHAT THEY ARE SEEING

AND DOING.




Go Old School
%= Charge in Central Locatfions

Q) Restrict Access to Apps

Restrict
ACCeSS

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)

/. Set Clear Consequences




Charge in Central
Locations that
they Can't
AcCcess when
you're asleep.




Go Old School

.)))

Charge in Central Locations

- Q) Restrict Access to Apps

Restrict Access Within Apps

Restrict
ACCeSS

Screen Time
Trust, but Verify (aka Spy)

/. Set Clear Consequences



@/ common sense media* Find movies, books, and more ... O\

Movies ™v Books Games Podcasts Apps YouTube Parent Tips and FAQs Celebrating Community 9:41 - all = -

{ Back Web Content

{ Browse all articles

VEE COMTENT
C@ L How to Block Pornography on Your Child's Urrestricted
Devices

Parents and caregivers can use these tools to limit adult videos
and images on phones, tablets, and computers.

January 9, 2023 Limit Adult Websites

Allowed Websites

5 to many adult websites automatically.
wed and restricted websites can be

Topics:  Cellphones and Devices Online Safety Parental Controls Sex, Gender, and Body Image

ALWAYS ALLOW,:

Add Website




4:39 RO 65

4 Communication Safety

SENSITIVE PHOTOS AND VIDEOS
S ETT| N G S Communication Safety O
Communication Safety can detect nude
S C R E E N Tl M E photosuarlld vlideos belyore they're se:t or
i d hild’'s device, and id
COMMUNTTION SAFETY e e bp bt Feealicas to
help them make a safe choice. Apple does
not have access to the photos or videos.
Learn more...
View Child Safety Resources
Resources to help have conversations with

your child about digital safety topics like
sexting and nudes.

ANALYTICS & IMPROVEMENTS

Improve Communication
Safety C)

Help Apple improve Communication Safety
by sharing analytics and usage data.
Analytics and data are aggregated in a form
that is not personally identifiable. No
messages or media are shared with Apple.
About Improve Communication Safety &
Privacy...




Restrict Access
o AppsS

Family Link
Bark

Aura

Mspy
Nelgfelg

¢ Store, Web, Siri & Game Center Content

GAME CENTER
Multiplayer Games  Allow with Everyone
Adding Friends

Connect with Friends

Screen Recording

Nearby Multiplayer

Private Messaging

Profile Privacy Changes

Avatar & Mickname Changes Allow

oo D o=

¢ Back  Allowed Apps & Features

Turning off am app or feature will remaowve it from the
Home Screen, but will not delete it from iPhone.

—J Mail
Safari
FaceTime
SharePlay
Camera

Siri & Dictation

DOEBOOC
slelelelelele

Wallet

Qi

Family
Michael
Age 10

Katie
Age 11

Jessie
Age 13

Tiffany (Me)
Adult

Jeff

Store, Web, Siri & Game Center Content

ALLOWED STORE CONTENT

Music, Podcasts, Mews, Fitness  Clean

Music Videos Off
Music Profiles Off
Mavies PG
TV Shows TV-PG
Books Clean
Apps 9+
App Clips Allow

WER COMTEMT



Reviews Top Picks Family Guides Parent Concemns Videos News & Advice Latino

For Parents &

Topics: Screen Time, Violence in the Media )
Caregivers

Ver en espaiiol
For Advocates

Articulos en espafiol

News About Kids

Most Discussed

Most Shared
55

S Review | 1:08
Fortnite: Game Review

The Forinite frenzy seemed to come out of nowhere — almost as if it dropped from a party bus in

the sky. And now many parents are taking notice of this rollicking game where players fight to the
death. With Fortnite's millions of players and sudden success, you might be wondering: What's it

all about — and is it OK for my kids?

This survival-action game is a bit like what you'd get if you combined a sandbox-building game
like Minecraft with an action shooter like Call of Duty. On one hand, itf's getting major points with
kids and parents alike for building teamwork and thoughtful collaboration. On the other hand, it's
a combat-based game with tons of guns and violence.

BONd

always sa

No, say
build 1r
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Go Old School

Charge in Central Locations

Restrict Access to Apps

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)

Set Clear Consequences



December 14, 2022

are Robux?

Topics: Gaming Online Safety

What is Roblox?

What age is Roblox for?
What are Robux?
How much does Roblox cost?

Are there parental controls for Roblox?




Common Sense Media

February 8, 2024

Is Discord safe? How does it work? Here's everything you nee
to know about this popular chat app.

Topics:  Gaming Online Safety

s |
0@ _
y




Resirict
QACCESS-
Gaming

» Check setftings particularly
on multiplayer games

»Play the game (yeah, right)
»Filter Mature Language
»Limit Players

»Turn off chat features

»Keep gaming systems
where you can see and hear
them (no headphones)




Restrict access

Use Instagram’s Safety Features
Use parental controls

Purge unknowns

Enable private accounts

Take off geotagaing

Take off location sharing

V VY VvV VY

Gabb watches, eftc.




Restrict access e o ooo ¢

[ N )
So easy to abuse— WAIT. °

Monitor
Monitor Story (24 hours)

NO SnapMap
Limit Snapstreaks

Focus on privacy setfings
WAIT.
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Go Old School

Charge in Central Locations

Restrict Access to Apps

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)

Set Clear Consequences



Limit WI-FI Access
when You're
Asleep

» Crimes Committed at fimes
parents not home (3-S5 p.m.)

» Or asleep.




10:22 o 56 E8

< Back Downtime

Turn On Downtime Until Schedule B L K
A five minute downtime reminder will be sent
and downtime will be turned on until

_ ACCESS AT

Scheduled

Scheduled turns on downtime for the time
period you select. A downtime reminder will

appear five minutes before downtime.

EveryD?y v BETWEEN 3_
Customize Days 5 p m.

Time 9:30PM-6:00AM >

Downtime will apply to Jessie's devices. A
downtime reminder will appear five minutes
before downtime begins.

Block at Downtime ()

The device will be blocked at downtime.
Jessie will be able to ask for more time from
a parent or guardian.




Screen Time

What is Screen Time?

How much of this Screen time

¢ Long form content on
vour device (movies,
videos over 15
minutes on your
device)

Gaming on TV
Gaming on Device
Apps on Device
Direct or Text
Messaging Friends
and Family

o  Using Apps (Pinterest)

How much of this Screen

Exceptions

During the week? Time on Weekend?
2 hours per day 3 hours per day

You may ask to earn additional
time, but vou will not always
get permission.

Sleepovers, family visits,
holidavs, vacations

When both parents agree (vou
must ask both)

& Short form content on
vour device or TV
(such as YouTube
Shorts or videos less
than 15 minutes long,
scrolling on apps)

20 minutes per day

30 minutes per day

Sleepovers, family visits,
holidavs, vacations

When both parents agree (vou
must ask both)

What is NOT Screen Time?

o  Watching a movie or
other long form
content on TV.
(Movwies/videos over
15 minutes)

e Mental Health apps

o Facetiming or calling
friends and family

o Homework on vour
device

No limit with parent permission
(taking into account family

time, homework, plans, school,
and extracurricular obligations)

No himit with parent
permission (taking into
account family time,
homework, plans, school, and
extracurricular obligations)

No himit with parent
permission (taking into
account family time,
homework, plans, school, and
extracurricular obligations)




Restrict
ACCeSS
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Go Old School

Charge in Central Locations

Restrict Access to Apps

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)

Set Clear Consequences
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o LTE @)

Settings
Screen IIme

General

Control Center
Display & Brightness
Wallpaper

Siri & Search

Face ID & Passcode
Emergency SOS
Battery

Privacy

iTunes & App Store

Wallet & Apple Pay

Passwords & Accounts
Mail
Contacts

Calendar

2:099 o LTE @)

< Settings Battery

BATTERY USAGE BY APP

0o

o
Q
®
@
S
E
N
S|

SHOW ACTIVITY

Facebook

Messages

NPR

Audio, Back
Home & Lock Screen

Amazon

FaceTime

Audio
Siri
Messenger
Instagram
Phone
Etsy

Mail

News

Spotify




Go Old School
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Charge in Central Locations

Q) Restrict Access to Apps

Restrict
ACCeSS

Restrict Access Within Apps

Screen Time

Trust, but Verify (aka Spy)
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RISt dicln 't
want my dad
to be

disappointed
INn Me.




Tell them you will help
them no mattrer wnat.



Give them a frusted
adulrt.



Don’t. Give.
Up.

» If they’re rolling their eyes,
you're doing something right.




Tift's Rules of
Intfernet
Safety

| will not create or share inappropriate
content. (Grandma/Grandpa rule)

| will not take or share a revealing
video/image of myself.

| will limit my personal information from being
posted publicly online.

| will never
friend/follow/subscribe/communicate with a
stranger online. (Face to Face Rule)

| will never meet with anyone in person | met
on the internet who is a stranger.

| will end the conversation. (Walk away rule)
| will report, block, and tell a trusted adult.
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