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1. Who We Are
We are St Catherine’s School, Bramley, a company registered in England and Wales (the “School”).

Our company registration number is 03596520, our charity registration number is 1070858 and
our registered office is at St Catherine’s School, Station Road, Bramley, Guildford, Surrey GU5 ODF.
This Policy applies to the whole School; that is, its Early Years Foundation Stage (EYFS), Pre-Prep
School (Key Stage 1), Prep School (Key Stage 2); Middle School (Key Stage 3); Senior School (Key
Stage 4) and the Sixth Form (Key Stage 5).

This Confidentiality and Privacy Policy (the “Policy”) is intended to provide information about how
the School will collect, use and hold (or "process") personal data about individuals including:
current, past and prospective pupils; and their parents, carers or guardians (referred to in this
Policy as "parents").

2. Confidentiality of Sensitive Personal Information
Although we hope that pupils will feel that they can seek help, advice and guidance from members

of staff, in the interests of safeguarding, staff are told not to promise confidentiality to pupils or
parents and are reminded of the importance of this in Child Protection Training.
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In certain circumstances, information must be passed on. If, in the judgment of staff, a pupil’s
health or safety is at risk in any way, then that staff member must pass on his or her concerns to
an appropriate person in authority. According to circumstances, this may be the Headmistress
and/or Deputy Head; the on-duty nursing Sister; or, for all safeguarding matters, to one of the
Designated Safeguarding Leads (DSL). In turn, it may be necessary to refer onwards to relevant
authorities.

Likewise, Sixth Formers should always be advised by the Head of Sixth Form in their Sixth Form
induction training of the limits to the confidentiality which they should offer to younger pupils.
They must recognise that they will usually need to hand on information which is given to them.
All school officers are trained in this during their prefect induction training and House Captains
and Senior Boarders are given further specific training when they take up their posts.

The Sixth Formers have access to a Counsellor. Younger pupils also have access to a Counsellor
but only by special arrangement and with the agreement of their parents.

3. Data Protection Compliance Responsibility

The School has appointed a Database Management Committee (DMC) to have oversight of Data
Protection matters under the Headmistresses. The DMC will endeavour to ensure that all personal
data held by the School is processed in compliance with this Policy and the principles of the UK
General Data Protection Regulation (UK GDPR) and Data Protection Act 2018 (“Data Protection
Legislation”). Members of the DMC have expertise in areas of School where data security is
particularly important: HR, IT systems, Financial Management, Data System Management, Staff
and Student Management and Welfare, Student Academic Data Management, Alumnae Relations
and Fundraising, and includes a Designated Safeguarding Lead.

4. The Principles
The School shall so far as is reasonably practicable comply with applicable data protection
principles to ensure all personal data is:
e Processed in a lawful, fair and transparent manner;
e Processed for specified, explicit and legitimate purposes;
e Adequate, relevant and not excessive;
e Accurate and up to date;
e Not kept for longer than necessary;
e Kept secure; and
e Not transferred to other countries without adequate protection.
5. Personal Data
Personal data covers both facts about an individual, including biographical or contact information,

opinion and professional judgements based on academic progress e.g., school reports, and
records of the School’s (or others’) intentions towards an individual. The School may process a
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wide range of personal data of pupils and parents as part of its day to day operations and
responsibilities. This personal data may include (but is not limited to): names and addresses,
contact details, bank details, nationality and other immigration status information, donation
history, academic, disciplinary, admissions, safeguarding, pastoral, medical and attendance
records, confidential references, examination scripts and pupils’ marks, CCTV footage and
information held in electronic communications.

6. Grounds for Processing Personal Data

Consent may in some cases be required or appropriate for the processing of personal data.
However, in most cases — for example, if the processing is necessary for the School in the ordinary
and legitimate course of its running (including to undertake its obligations to staff, pupils and
parents), this will usually be undertaken in reliance on other applicable lawful grounds: for
example because it is necessary to fulfil a contract, is otherwise within the School’s (or a third
party’s) legitimate interests (provided these are not outweighed by the impact on individuals) or
in order to comply with the School’s legal obligations.

7. Sensitive / Special Category Data
The School will, from time to time, be required to process more sensitive personal data regarding
pupils or parents. This includes ‘special category’ personal data within the meaning of the UK
GDPR (concerning health, ethnicity, religion, biometrics or sexual life) and data relating to criminal
records or proceedings. The School will process special category in accordance with rights or
duties imposed on us by law, including as regards safeguarding, or from time to time by explicit
consent where required.

These reasons will include:

e To safeguard pupils' welfare and provide appropriate pastoral (and where necessary,
medical) care, and to take appropriate action in the event of an emergency, incident or
accident, including by disclosing details of a pupil’s health / medical condition or other
relevant information where it is in the pupil’s individual's interests to do so: e.g., for
emergency medical care, to arrange the assessment and diagnosis of a pupil’s health and
medical conditions and special educational needs, for social protection, safeguarding, and
cooperation with police or social services, for insurance purposes or to caterers or
organisers of school trips who need to be made aware of dietary or medical needs;

e To comply with public health requirements;

e To provide educational services in the context of making reasonable adjustments for a
pupil’s disability and/or any special educational needs of a pupil;

e To provide spiritual education in the context of any religious beliefs;

e As part of any School or external complaints, disciplinary or investigation process that
involves such data, for example if there are SEND, health or safeguarding elements; or

e For legal and regulatory purposes (for example child protection, diversity monitoring,
health and safety and immigration / visa sponsorship compliance) and to comply with our
legal obligations and duties of care.

8. Individuals’ Rights
Individuals whose personal data the School holds have the following rights:

e To obtain access to, and copies of, the personal data that the School holds about them;
e To require the School to correct the personal data it holds about them if it is incorrect;
e To require the School (in certain circumstances) to erase their personal data;
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e To request that the School restricts its data processing activities (and, where its processing is
based on an individual’s consent, the individual may withdraw that consent, without
affecting the lawfulness of the School’s processing based on consent before its withdrawal);

e To receive from the School (in certain circumstances) the personal data it holds about them,
which they have provided to the school, in a reasonable format specified by them, including
for the purpose of them transmitting that personal data to another controller; and

e To object, on grounds relating to their particular situation, to any of the School’s particular
processing activities where the individual feels this has a disproportionate impact on their
rights.

Please note that the above rights are not absolute, and the School may be entitled to refuse
requests where exceptions apply. The School will endeavour to respond to any such requests as
soon as is reasonably practicable and in any event within statutory time-limits (which is generally
one month, but actually fulfilling more complex or multiple requests, e.g., those involving third
party information, may take 1-2 months longer).

9. Whose rights
The rights under Data Protection Legislation are the individual’s to whom the data relates. The
School will however in most cases rely on parental authority or notice for the necessary ways it
processes personal data relating to pupils — for example, under the Parent Contract, or via a form.
Parents and pupils should be aware that this is not necessarily the same as the school relying on
strict consent (see section on Consent above).

Where consent is required, it may in some cases be necessary or appropriate — given the nature
of the processing in question, and the pupil's age and understanding — to seek the pupil's consent,
either alongside or in place of parental consent. Parents should be aware that in such situations
they may not be consulted, depending on the interests of the child, the parents’ rights at law or
under their contract, and all the circumstances.

The School makes it clear to pupils that they should expect the School to share information about
them with parents in the ordinary course of school matters (e.g. for the purposes of keeping
parents informed about the pupil's activities, progress and behaviour, and in the interests of the
pupil's welfare. That is unless, in the School's opinion, there is a good reason to do otherwise).
However, from the Middle School level and above, it will usually be for the pupil to authorise a
specific subject access request made by a parent on their behalf. The School will consider other
individual requests for information relating to a pupil made by a parent (and may have lawful
grounds to provide it), but the School is legally obliged to consider the child's data protection
rights in doing so, in particular if the information is sensitive / special category personal data.

Where a pupil seeks to raise concerns confidentially with a member of staff and expressly
withholds her agreement to her personal data being disclosed to her parent(s), the School will
maintain confidentiality unless it has reasonable grounds to believe that the pupil does not fully
understand the consequences of withholding their consent, or where the School believes
disclosure will be in the best interests of the pupil or other pupils, or if it is under a legal obligation
to disclose.

The School will only grant the pupil direct access to her own personal data if, in the School’s
reasonable belief, the pupil understands the nature of the request she has made, and the

disclosure is made with due care for any harm or distress it may cause them.

10. Exemptions
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In some circumstances, Data Protection Legislation provides exemptions from particular UK GDPR
provisions and individual rights. This means, for example, that the School may be required to
process or share personal data for certain specific purposes without reference to the individuals
concerned, including the following:

e  For the prevention or detection of crime;

e In certain scenarios when engaging with local authorities;

e For the assessment of any tax or duty;

e Where required by law or in connection with legal proceedings, or subject to a request from

a competent statutory authority.

The above are examples only of some of the exemptions - any further information on exemptions
can be found here: A guide to the data protection exemptions | ICO

11. Disclosure of Information
The School may need to share personal data it holds about pupils or their parents with third
parties. Such situations include:

e To give a confidential reference relating to a pupil to any educational institution which it is
proposed that the pupil may attend;

e To enter pupils for public examinations and to publish the results of public examinations or
other achievements of pupils of the School;

e To disclose details of a pupil’s medical condition where it is in the pupil’s interests to do so,
for example for medical advice, insurance purposes or to organisers of school trips;

e To give information relating to outstanding fees or payment history to any educational
institution which it is proposed that the pupil may attend;

e In connection with Stage 3 complaints panels, which may include independent panel
members such as when a complaint is raised;

e To give information to any organisation/third party providing an educational tour/trip or
other educational service (eg appropriate contractors such as visiting music teachers);

e To give information to service providers who process personal data on behalf of the School
(e.g., IT providers);

e To third parties and professional advisers who have been approved by the School (including
in the event of a possible or actual sale, merger or other restructuring of the School);

e To report incidents or provide safeguarding data to relevant authorities (for example the
LADO, Children’s Services, CAMHS or the police) or organisations in accordance with its
duties imposed by law and statutory guidance (including Keeping Children Safe in Education
or ‘KCSIE’). For example, KCSIE requires the School to provide a pupil’s child protection file
whenever they leave the School to join another school or college; and

e To refer to, or respond to requests from, other government authorities (e.g., HMRC, DfE,
CAFCASS, police, Home Office, a relevant public health / NHS body and / or local
authority) and/or appropriate regulatory bodies e.g., the Teaching Regulation Agency, the
Independent Schools Inspectorate and the Charity Commission.

Where the School receives a disclosure request from a third party it will take reasonable steps to
verify the identity of that third party before making any disclosure.
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12. Other uses of Personal Information by the School
The School will, from time to time, make use of personal data relating to pupils, their parents or
guardians in the following addition ways in accordance with its legitimate interests. Should you
wish to limit or object to any such use please notify the Database Management Committee in
writing by emailing GDPR@stcatherines.info and the request will be duly considered in
accordance with your rights.

The School will use pupil or parent data:

e To make use of photographic images of pupils in School publications and on the School
website. The School separately seeks the express permission from parents for the use of
their child’s picture on the School’s website or in other publications when she joins the school
but will consult with those involved before using their name in connection with any images
intended for external publication.

e  For the St Catherine’s Association, the Parent/Teacher Association, fundraising, marketing,
events or promotional purposes, and to maintain relationships with former pupils of the
School.

13. How long the School keeps personal data
The School will retain personal data securely and only in line with how long it is necessary to keep
for a legitimate and lawful reason. Typically, the legal recommendation for how long to keep
ordinary parent and pupil files is up to 7 years following departure from the School. However,
incident reports and safeguarding files will need to be kept much longer, in accordance with
specific legal requirements.

If you have any specific queries about how the School’s retention policy is applied, please contact
the Database Management Committee by emailing GDPR@stcatherines.info. However, please
bear in mind that the School will often have lawful and necessary reasons to hold on to some
personal data even following such request.

A limited and reasonable amount of information will be kept for archiving purposes, for example;
and even where an individual has requested that the School no longer keep in touch with them,
the School will need to keep a record of the fact in order to fulfil the individual’s wishes (called a
"suppression record").

14. Accuracy and completeness
The School will endeavour to ensure that all personal data held in relation to an individual is
accurate. Individuals must notify the School of any changes to information held about them. An
individual has the right to request that inaccurate information about them is erased or corrected,
although the School may reasonably determine whether or not the information is in fact accurate.

15. Security
The School will take appropriate steps to ensure that members of staff will only have access to
personal data relating to pupils and parents where it is necessary for them to do so for their role,
and where they are suitably trained and competent. The School Information Management
System (SIMS) is set up in such a way that unauthorised staff can only view their own personal
details and that suitably trained and authorised staff will have access to pupil and parent data on
a need-to-know basis only.

16. Enforcement
All staff will be made aware of this Policy and their duties under Data Protection Legislation. If an
individual believes that the School has not complied with this Policy or acted otherwise than in
accordance with Data Protection Legislation, they have the right to refer the matter to the
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Information Commissioner’s Office (www.ico.gov.uk or telephone 01625 5457453). However, the
School and the ICO recommend that they should first use the School complaints procedure and/or
notify the Database Management Committee by emailing GDPR@stcatherines.info

17. This Policy
The School will update this Policy from time to time. This Policy was last updated in June 2025.
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