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RATIONALE

Nobel Almancil British International School Almancil aims to use technology as an amplifier for
navigating, adapting, learning, innovating, connecting, communicating, and problem solving, and
ultimately, succeeding (Nobel Algarve Almancil Vision & Mission). Technology is ubiquitous in the
modern world and in this globally connected world, the skills of consuming and creating content show
the ability to connect, collaborate, and problem solve. Similarly, a high degree of media, information,
and technology literacy is a prerequisite for success in most fields of study and work.

As a school we aim to create cultures of learning using technology. We see the inclusion of devices
and Internet access as a way to amplify learning and to move agency over learning to the learner, to
allow them to explore powerful ideas that are often at a level of complexity far beyond what we might
previously have believed was possible. Through the constructive use of technology, we aim to
promote inquiry and creativity (Nobel Algarve Almancil Philosophy and Core Beliefs NO.3).

BRING YOUR OWN DEVICE (BYOD) POLICY

It is with this in mind that Nobel Algarve Almancil will introduce a mandatory BYOD Policy for all
students in Years 10 and above' starting in September 2024. This required learning tool will enable
our students to have the most up-to-date resources (including online textbooks in some subject
areas), and will ultimately prepare them for those much needed and demanded skills post secondary
education.

It is the responsibility of the parent to ensure the availability of the device for school use and to
address technical problems if and when they arise.

BRING YOUR OWN DEVICE PLEDGE

Students and parents will be required to read and sign a Device User Pledge (Appendix A). This
document clearly outlines the responsibilities and expectations of student use of a device, what the
parents commit to doing as support, and provides the boundaries for ethical and responsible use of
technology in the modern world.

Definition of “Device”

For purposes of BYOD, a device is defined as a laptop or tablet computer that meets the device
specifications stipulated below.

" This can be reviewed in the future to include younger years.
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Device specifications

Students will follow this general set of expectations, chiefly that the device is less than four (4) years
old at the start of a school year. Any older and the likelihood of a problem increases dramatically.

e Battery: sufficient for the school day (6 hours of continuous use?)

e Keyboard: A full sized keyboard connected wirelessly or physically

e Operating system: Capable of running latest versions of web browsers and Microsoft
applications.

e Protection from viruses: a commercial virus scanner and prevention software
installed.

The school expects devices to meet the Learning Device Specifications for BYOD Programme
(Appendix B). These specifications are drawn from the requirements for the IB international
curriculum (Years 12 & 13)3. Ideally, the laptop used will either be new or a year old to begin the year.

The school aims to:

e Have robust processes in place to ensure the online safety of students, staff, volunteers,
and proprietors.

e Deliver an effective approach to online safety, which empowers us to protect and
educate the whole school community in its use of technology.

e Establish clear mechanisms to identify, intervene and escalate an incident, where
appropriate.

ACCESSING THE SCHOOL'S SERVER

Students will have to register their one device with the IT department. Once connected to the internet,
the school will have complete visibility of the students’ searches and online activity while on the school
server.

2 students will rarely use the device for this period of time. The level of usage will vary from subject to subject and teacher to
teacher.

3 We have used the IB as a guide, as IB Diploma exams may well be online by the time our Graduating Class of 2027 sit their
exams.
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SECURITY AND DAMAGES

Responsibility to keep the device secure rests with the individual owner. Nobel Algarve Almancil is not
liable for any device stolen or damages on campus. If a device is stolen or damaged, it will be handled
through the administrative office similar to other personal artifacts that are impacted in similar
situations. It is recommended that skins (decals) and other custom touches are used to physically
identify your device from others. Additionally, protective cases for technology are encouraged.

Nobel Algarve Almancil is authorized to collect and examine any device that is suspected of causing
technology problems or was the source of an attack or virus infection.

THE 4 KEY CATEGORIES OF RISK
Our approach to online safety is based on addressing the following categories of risk:

e Content - being exposed to illegal, inappropriate, or harmful content, such as
pornography, fake news, racism, misogyny, self-harm, suicide, radicalisation, and
extremism.

e Contact - being subjected to harmful online interaction with other users, such as peer-
to-peer pressure, commercial advertising and adults posing as student or young adults.

e Conduct - personal online behaviour that increases the likelihood of, or causes, harm,
such as making, sending, and receiving explicit images (e.g., consensual, and non-
consensual sharing of nudes and semi-nudes and/or pornography), sharing
other explicit images and online bullying.

e Commerce - risks such as online gambling, inappropriate advertising, phishing and/or
financial scam.

As means of preventing these risks, the DSL and Pastoral Team:

e Ensure that staff understand this policy and that it is being implemented consistently
throughout the school.

e Work with the Head of School, Head of Sections, ICT manager and/or other staff, as
necessary, to address any online safety issues or incidents.

e Manage all online safety issues and incidents in line with the school safequarding policy.

e Ensure that any online safety incidents are logged and dealt with appropriately in line
with this policy.

e Ensure that any incidents of cyberbullying are logged and dealt with appropriately in
line with the school behaviour policy.

e Update and deliver staff training on online safety.

e Liaise with other agencies and/or external services if necessary.

e Providing regular reports on online safety in school to the community.

This list is not intended to be exhaustive.

Nobel Algarve Almancil - BYOD June 2024 _David Jenkins

NOBEL ALGARVE BRITISH INTERNATIONAL SCHOOL | (+351) 282 342 547 | ALMANCIL@NOBELALGARVE.COM | WWW.NOBELALGARVE.COM
Page | 4



http://www.nobelalgarve.com/

&

BRITISH INTERNATIONAL SCHOOL

ALMANCIL

The IT Department will be responsible for:

Putting in place an appropriate level of security protection procedures, such as filtering
and monitoring systems, which are reviewed and updated on a regular basis to assess
effectiveness and ensure students are kept safe from potentially harmful and
inappropriate content and contact online while at school, including terrorist and
extremist material.

Ensuring that the school's ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly.

Conducting a full security check and monitoring the school’s ICT systems on a regular
basis.

Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files.

This list is not intended to be exhaustive.

Parents are expected to:

Notify a member of staff of any concerns or queries regarding this policy.
Ensure their child has read, understood, and agreed to the terms on acceptable use of
the school's ICT systems and internet.

Educating the students about online safety

Educating students about online safety Students will be taught:

To understand how changes in technology affect safety, including new ways to protect
their online privacy and identity.

How to report a range of concerns.

Their rights, responsibilities, and opportunities online, including that the same
expectations of behaviour apply in all contexts, including online.

About online risks, including that any material someone provides to another has the
potential to be shared online and the difficulty of removing potentially compromising
material placed online.

Not to provide material to others that they would not want shared further and not to
share personal material which is sent to them.

What to do and where to get support to report material or manage issues online.

The impact of viewing harmful content.

That sharing and viewing indecent images of students (including those created by
student) is a criminal offence which carries severe penalties including jail.

How information and data is generated, collected, shared, and used online.

How to identify harmful behaviours online (including bullying, abuse, or harassment)
and how to report, or find support, if they have been affected by those behaviours.
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APPENDIX A

BYOD Pledge: I will only use devices and the Nobel Algarve Almancil network for learning and
for contributing to my learning community.

The use of technology is not a right, but a privilege. Bringing and using electronic devices at school
depends upon my behavior and choices. I commit to using devices and the internet safely and
wisely, abiding by all school guidelines and rules. In particular, I pledge that:

e [ take full responsibility for my devices and will keep them under my supervision and
control.
I will only use my devices for instructional purposes during class time.
I will only take pictures or recordings, video or audio, of students or staff members when
given permission.
e My social media posts and other communications will be in line with the core values of
the school, and in keeping with my standing as a positive member of my community.
I will comply with teacher directions when asked to put the device away.
I will keep my device and my community's devices and network free from viruses,
malware, or anything else which may damage, alter, destroy, or give unauthorised access.
e Iwill not use my device to “bully” or to post derogatory messages about students, faculty,
staff, or parents.

In summary, I pledge to use any and all devices appropriately and in accordance with Nobel
Algarve Almancil expectations. I will use them primarily for learning and for contributing to my
learning community.

I am aware that inappropriate use of the device will result in consequences that could range from
confiscation of the device, to suspension and/or expulsion, depending on the gravity of the
inappropriate use.

Student name:

Student signature:

Parents: By signing, I confirm that I am a parent or quardian of the above student and I agree to
support the school’s expectations for the use of devices and technology.

Parent name:

Parent signature:

NOBEL ALGARVE BRITISH INTERNATIONAL SCHOOL | (+351) 282 342 547 | ALMANCIL@NOBELALGARVE.COM | WWW.NOBELALGARVE.COM



http://www.nobelalgarve.com/

I\/ll!!l BRITISH INTERNATIONAL SCHOOL

ALMANCIL

APPENDIX B
Learning Device Specifications for BYOD Programme

The system requirements listed below represent what Nobel Algarve Almancil expects students to
have. Ideally, that laptop would then serve the student throughout their three remaining years of
secondary school and meet the requirements for any external assessments which may be digital.

If using a tablet, we recommend the equivalent (or better) of an iPad 9th Generation 10.2", wifi model
with 64GB, as the minimum. The iPad Mini or equivalent is not appropriate. No matter which tablet is
selected, it is our very strong recommendation to have an excellent protective case with a keyboard.

All devices should have sufficient battery power to last through the school day. We highly recommend
the purchase and use of power banks for days when device use might be extensive. Headphones may
be used and students should bring their own.

The table below has been updated as of May, 2024.

COMPONENT m RECOMMENDED

CPU/Processor Intel i5 CPU, equivalent or Intel i5 CPU, equivalent or
better better

Memory 4 GB RAM or more 8 GB RAM or more

Display 1280 X 768 screen resolution = 1280 x 1024 screen resolution
or higher or higher
13-inch Display or higher 13-inch Display or higher

Operating System Microsoft Windows 8 - 10 (v1909)

Mac OS 10.13 (High Sierra) - 10.15 (Catalina)

The three most recent operating system releases (as of
January for a May session and July for a November session)
will be supported

Hard Disk 4 GB of available hard-disk space

Other Headphones, wired Headphones, wired
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