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Introduction and Purpose

At ISL, we respect your privacy and are committed to protecting your personal data. We
aim to be transparent about what information we collect, why we need it, how we use
it, and how we safeguard it. This Privacy Notice explains these points in clear terms.

This Privacy Notice applies to all individuals whose personal data we handle. That
includes current and prospective students, their parents/guardians, employees, interns
and job applicants, alumni and former families, volunteers, contractors,
suppliers/service providers, and even visitors to our website or campus. In other words,
everyone connected with the ISL community is covered by this Notice.

Whether you provide information on paper forms or through our websites and digital
systems, we treat your data with care and in line with applicable laws.

ISL processes personal data in accordance with:

e The EU General Data Protection Regulation (GDPR) - Regulation (EU) 2016/679

e Luxembourg's Law of 1 August 2018 on the organization of the National
Commission for Data Protection and the general data protection framework

e Guidance from Luxembourg’'s National Data Protection Commission (CNPD)

In practice, this means we:

Only collect what is genuinely needed for specific, lawful purposes
Use your data fairly, transparently, and lawfully

Keep it secure and confidential

Do not retain it longer than necessary

We understand that trust is key. We encourage you to read this Notice fully. If
anything is unclear, please reach out to our Data Protection Officer (DPO) (see Contact
section) and we will be happy to assist.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679

For further details on how ISL manages data protection, you may also refer to our
internal Data Protection Policy and Data Retention Guidelines, available upon request.

This Privacy Notice is issued in accordance with Article 12 of the General Data Protection
Regulation (GDPR), which requires that data subjects receive transparent and
accessible information about how their personal data is processed.

What is Personal Data?

“Personal data” means any information relating to an identified or identifiable
individual. Under the GDPR (Article 4(1)), this includes not only obvious identifiers like
names and addresses, but also indirect identifiers such as student ID numbers, login
credentials, or location data — if they can be linked to a specific person.

In a school context, personal data covers a wide range of information — not just basic
contact details, but also academic records, health information, and photographs. Any
information that can directly or indirectly identify a student, parent, staff member, or
other individual qualifies as personal data under Article 4(1) of the GDPR.

This Privacy Notice applies to all such personal data that ISL collects and uses, whether
it relates to students, their families, our employees, alumni, job applicants, volunteers,
contractors, or external suppliers and vendors. For suppliers and vendors, this includes
business contact details, contractual identifiers, and any personal data processed in the
course of providing goods or services to ISL.

It also includes special categories of personal data (defined under GDPR Article 9),
which require additional safeguards. These include data about health, racial or ethnic
origin, religious beliefs, biometric data, and criminal records — all of which are handled
with heightened care and only when legally justified.

ISL is committed to the principle of data minimisation (GDPR Article 5(1)(c)), meaning
we only collect and process personal data that is necessary for clearly defined purposes.

Personal Data We Collect

We collect various types of personal data in order to operate the school and provide
education and related services. The exact data we collect depends on your relationship
with ISL — for example, whether you are a student, parent, staff member, alumni, job
applicant, volunteer, contractor, or supplier/vendor.

Typical categories of personal data include:

e Identification and Contact Details: e.g. name, address, telephone number,
email address, date of birth, nationality, matricule, and other information to
identify you and get in touch. For students, this includes parent/guardian contact
information. For suppliers and vendors, this includes business contact details and
identifiers relevant to contractual relationships.
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e Educational Information: e.g. admissions details, previous school(s) attended,
class enrollment, grades, transcripts, evaluations, learning support needs, special
education needs (SEN) status, attendance and absence records, disciplinary
records, and progress reports.

e Health and Welfare Information: e.g. medical conditions, allergies, medications,
immunizations, health records, disability or learning difference documentation,
counseling notes, and dietary requirements. (We only collect health data that is
relevant to ensuring student well-being, safety, and appropriate support at
school.)

e Family and Background Information: eg. family composition
(parents/guardians’ names and occupations), emergency contact details,
authorized pick-up persons, languages spoken at home, and, where relevant,
immigration/visa information for international students or staff.

e Financial and Contractual Information: e.g. tuition fee and billing information,
bank account details or payment information, scholarship or financial aid details
(if applicable), and contracts or agreements with the school (such as enroliment
contracts, staff employment contracts, or supplier/vendor agreements).

e Images and Audio/Video Recordings: e.g. photographs of students and staff
(for ID cards, class photos, yearbooks), videos or voice recordings of classes,
events, or performances, and closed-circuit TV (CCTV) footage on school
premises for security purposes. (See Use of Photos and Videos below for more
on how we handle these.)

e Online and IT Data: e.g. school email account details, login records for school
portals, usage logs of school internet and systems, and cookies or similar data
from our website or e-learning platforms. This may include information about
how our IT systems are used, to ensure they are being used safely and
appropriately.

e Recruitment and HR Data (for staff/fapplicants): If you apply for a job or work at
ISL, we will process information like your CV/resume, qualifications, work history,
references, background check results (including criminal record checks for
safeguarding purposes), performance evaluations, and other
employment-related details.

e Supplier and Vendor Data: For individuals or representatives of companies who
provide goods or services to ISL, we collect and process business contact details,
contractual information, payment data, and any necessary compliance
documentation (e.g. due diligence forms, insurance certificates). This processing
is necessary for contract performance and legal compliance.

e Special Categories of Personal Data: In certain cases, we collect sensitive
personal data such as health information (noted above), biometric data (e.g. if we
use fingerprint or facial recognition for secure entry or software access -
currently, if implemented, you would be informed and it would be used with
appropriate safeguards), racial or ethnic origin (e.g. for diversity reporting or
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when you voluntarily declare this for school events), religious or philosophical
beliefs (only if you volunteer such information or it is necessary to accommodate
dietary needs), or data concerning criminal convictions/offences (e.g. background
checks for staff and volunteers to ensure student safety). We handle these special
categories of data with extra care and only as allowed by law (see Special
Category Data below).

Why We Use Personal Data (Purposes of Processing)

We use the personal data we collect for a range of legitimate and necessary purposes
related to running an international school and providing education and care. Below is a
summary of the key purposes for which ISL processes personal information:

e Providing Education and Academic Services: We use student data to deliver
teaching and learning, tailor educational content, track progress, and support
students’ academic development. For example, we maintain academic records,
produce report cards, and organize classes or groupings according to students’
needs.

e Admissions and Enrolment: To manage inquiries and applications from
prospective students, process admissions (applications, assessments, acceptance
letters), and enroll new students. We collect information during this process to
make informed admissions decisions and to onboard new students effectively.

e Student Support and Wellbeing: To provide pastoral care, counseling, and
support services that ensure students’ emotional and social wellbeing. This
includes using relevant data to support students with special educational needs
or personal challenges, and to monitor and safeguard their welfare.

e Health and Safety: To protect students’ and staff's health and safety. For
instance, we process medical information to manage allergies or medications, to
respond to injuries or emergencies appropriately, and to comply with public
health requirements. We also maintain emergency contact details and use data
in emergency planning or drills.

e Child Protection and Safeguarding: Ensuring students’ safety is paramount. We
keep and process data necessary to fulfill our child protection obligations — for
example, records of any safeguarding concerns or incidents, and the results of
required background checks on employees, substitutes, or volunteers. This helps
us provide a safe environment and take appropriate action where needed.

e School Operations and Daily Administration: To run day-to-day operations of
the school. This includes maintaining class lists, timetables, attendance registers,
arranging schedules, issuing student ID cards, coordinating transportation
services, and organising school trips or beyond-the-classroom activities. We also
use data to plan and improve our services and curriculum (for example,
analysing enrollment numbers or exam results to inform resource allocation).
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e Communication with Parents and Guardians: We use contact information to
stay in touch with you about important matters: sending progress updates,
schedules, school reports, newsletters, invitations to meetings or events,
announcements about school closures or security alerts, etc. We aim to keep
parents/guardians informed and involved in their child’'s education and in school
life.

e Alumni Relations and Development: For maintaining relationships with our
alumni and the broader ISL community. With consent where required, we may
use personal contact information to send alumni newsletters, inform former
students about reunions or networking events, and involve them in school
initiatives. We also might process data for fundraising or development efforts
aimed at improving the school (for example, contacting members of the school
community about voluntary contributions to scholarship funds or new building
projects). Participation in any fundraising or marketing communication is
voluntary, and you can opt out at any time.

e Promotion and Public Relations: With appropriate permissions, we use photos,
videos, and stories to celebrate our students’ achievements and promote the
school. For instance, we might feature a student project in our newsletter, use an
event photo on our website or social media, or publish a press release about
exam results or a school accomplishment. We take care to do this in a
privacy-conscious manner (see Use of Photos and Videos below), and we wiill
honor preferences or consents you have given regarding such use of images or
personal highlights. Consent for promotional use is collected via enrollment
forms or media release forms, and opt-outs are tracked internally to ensure staff
are informed.

e IT Systems and E-Learning: To provide and monitor the use of our information
technology resources and online learning platforms. We may process login data,
device information, or usage logs to ensure students and staff are using school IT
systems responsibly and safely, to support effective teaching (e.g. through
educational software), and to protect our network security. Monitoring (within
appropriate limits) helps safeguard students online and troubleshoot technical
issues.

e Assessment and External Tests: To enable students to participate in
standardized tests, exams (e.g. IB DP exams, IGCSEs), or assessments by external
bodies. We share necessary information with examination boards or accrediting
organizations and process the results to guide student progress and fulfill
academic requirements.

e Continuity of Education and Transfers: If a student transfers to another school
or applies to university/college, we will (with appropriate consent where needed)
share academic records, transcripts, and relevant recommendations to facilitate
that transition. Similarly, for departing employees we may provide references or
employment verification at their request.
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e Supporting Our Employees: We process personal data of staff in order to fulfill
our obligations as an employer and to support and develop our team. This
includes managing payroll and benefits, performance reviews, providing
professional development or training, and addressing any employment issues
(grievances, disciplinary actions, etc.).

e Financial Management and Planning: We use financial data (like tuition
payments, scholarships, budgeting information) to manage school finances. This
helps us plan resources, set fees, arrange any necessary financial aid, and ensure
the school’s long-term sustainability. For example, we might analyze enrollment
numbers and demographics to plan future staffing or facilities.

e Beyond-the-classroom and Community Activities: To organise and manage
field trips, sports, cultural programs, after-school clubs, and other
beyond-the-classroom activities. We process relevant data (like permission forms,
medical info for trips, emergency contacts) to run these programs safely and
effectively. We may also use contact details to inform you of upcoming events or
opportunities in our school community.

e Legal and Regulatory Compliance: To fulfill our legal obligations as an
educational institution. This includes reporting required information to
Luxembourg's Ministry of Education or other government authorities, complying
with immigration/visa requirements for international families, keeping
attendance and vaccination records as mandated by law, and responding to
lawful information requests by authorities (for example, for public health,
taxation, or law enforcement purposes). Also, if we are subject to an inspection or
audit (e.g. accreditation bodies or labor inspectors), we will use and disclose
relevant data as needed to comply.

e Security and School Facility Management: We use personal data for security
measures, such as controlling access to campus (visitor logs, ID badges),
operating CCTV cameras around the campus for safety and crime prevention,
and incident reports if something occurs on school grounds. These measures are
in place to protect our students, staff, visitors, and property. CCTV recordings are
typically only reviewed when necessary (e.g. to investigate an incident) and are
automatically overwritten after a set period, unless retained for an active
investigation.

e Handling Inquiries, Complaints, and Investigations: If you contact us with a
guestion or concern, we will use your information to respond and assist. Similarly,
if there's a complaint or dispute, we will access and use relevant personal data to
look into the matter and address it. This could involve disciplinary processes (for
students or staff), grievance handling, or cooperating with external investigations
(such as a police inquiry or insurance claim after an incident). We aim to resolve
issues fairly and learn from them to improve our policies if needed.

e Other Purposes with Your Consent: If we ever need to use your personal data
for a purpose that isn't covered by one of the general reasons above, we will ask
for your consent. For example, if we want to publish a student's artwork or a
success story along with their name and photo in an external publication, we
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would seek parental consent. You are free to decline or withdraw consent at any
time for these additional purposes, and saying “no” will not affect the core
educational services we provide.

We will not use personal data for purposes that are incompatible with the above
justifications. If a new need arises, we will inform you and, if required, seek your
permission. We also do not engage in any excessive or unnecessary data collection — we
strive to adhere to the principle of data minimisation, meaning we only gather the
information that we truly need for defined purposes (and no more).

Legal Bases for Processing

Under the GDPR, we must have a valid “lawful basis” — a legal justification — each time
we use personal data. At ISL we rely on the following bases, depending on the specific
context:

Performance of a Contract: Much of our data processing is necessary for us to
fulfill our contracts or agreements with you. For parents and students, this
means the enrollment contract and our obligation to educate and care for your
child. For staff, this means the employment contract and our duties as an
employer. For example, we need to process student personal data to provide
teaching and report on progress, and we must use staff data to pay salaries.
Article 6(1)(b) of the GDPR allows us to process data as needed for a contract with
the data subject (or to take steps at your request before entering a contract). In
practice, this covers core school activities like admissions, instruction, grading,
and everyday communications that you would reasonably expect as part of the
school’s services. If you choose not to provide certain data that's necessary for
these services, it may affect our ability to fulfill our obligations to you (for
instance, we must have emergency contact details to ensure a student’s safety).

Legal Obligation: We also process data when we have a legal duty to do so.
Article 6(1)(c) GDPR allows processing that is required to comply with the law. For
ISL, this includes things like: submitting mandatory reports to government
authorities, retaining certain records for prescribed periods, complying with child
protection laws and health regulations, responding to lawful requests (e.g. a
court order or CNPD inquiry), or providing information to tax and social security
authorities for staff. In such cases, the law is the basis for the processing. We will
be clear with you when we are collecting data because of a legal requirement,
and what may happen if you do not provide it (in some cases, we might not be
able to enroll a student or employ a staff member if we are missing legally
required information).

Legitimate Interests: In some situations, ISL processes personal data because
we (or a third party) have a legitimate interest in doing so, and using the data in
that way is necessary and does not overly infringe on your rights. Article 6(1)(f)
GDPR permits processing for the legitimate interests of the school or others,
provided those interests are not outweighed by the individual's interests or
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fundamental rights. We believe that many of the routine uses of data in a school
environment fall under this category. For example, it is in our legitimate interest
to maintain the security of our campus (hence using CCTV), to manage and
improve our educational offerings, to communicate effectively with our
community, to prevent fraud or misuse of our IT systems, or to engage with
alumni and donors to support the school's mission. ISL conducts Legitimate
Interests Assessments (LIAs) to ensure that our interests do not override the
rights and freedoms of individuals, in line with EDPB guidance. We always
consider the potential impact on your privacy and ensure that our legitimate
interests do not override your rights and freedomes.

Important: You have the right to object to processing based on legitimate
interests if you have particular reasons for doing so (see Your Rights below). If you
object, we will consider your request and stop or adjust the processing unless we
have a compelling legitimate reason to continue or the processing is needed for
legal claims.

e Vital Interests: On rare occasions, we may need to process personal data to
protect someone’s vital interests — essentially, to prevent imminent harm or
life-threatening situations. Article 6(1)(d) GDPR allows this. In a school, this might
occur in an emergency, such as a serious medical incident or a security threat,
where we might share a student's information with medical personnel or police
because it is literally vital for their life or safety (or for another person’s safety).
This basis is only used in critical situations when no other legal basis is sufficient
and when action is urgently required to protect someone’s wellbeing.

e Consent: Generally, we do not rely on consent as the legal basis for most routine
school data processing, because (as explained above) we usually have other
grounds like contract or legitimate interests. However, we do use consent for
certain specific situations — especially when we deal with sensitive information or
optional uses of data. For instance, we will ask for your consent before using a
student’'s photograph or artwork in external marketing materials, or before we
share your contact details with a parent association directory, etc. Similarly, if we
ever process certain special category data purely based on your permission (see
below), that is explicit consent. When we rely on consent, we will make sure you
know exactly what you are agreeing to, and you have the free choice to say yes or
no. If you do give consent, you can withdraw it at any time, and we will then stop
the processing in question. There will be no negative consequences for
withdrawing consent — we will simply refrain from or cease the activity for which
consent was required. ISL does not rely on consent where there is a clear
imbalance of power (e.g. between school and student), in line with GDPR Recital
43, In such cases, we use a more appropriate legal basis to ensure that consent
remains freely given and valid.

e Multiple Legal Bases May Apply: In practice, multiple legal bases may apply at
once. For example, consider our use of student health information: we ask
parents to provide medical details so that we can care for your child — that's part
of our contract (to keep students safe). It is also arguably in the child’s vital
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interests that we have allergy information. And there may even be a legal
obligation under health and safety laws to have certain records. We do not need
to bombard you with all these distinctions whenever we use the data, but we
want you to know we carefully evaluate our legal grounds. Our aim is to ensure
every use of personal data at ISL rests on a sound legal footing.

e Special category data is subject to additional legal bases under Article 9 of the
GDPR, which are detailed in the following section.

Special Category Data

Certain types of personal information are considered more sensitive under data
protection law and are given extra protection. This includes what GDPR calls “special
categories of personal data”: information about health, genetics or biometrics, racial or
ethnic origin, political opinions, religious or philosophical beliefs, trade union
membership, sex life or sexual orientation. In a school setting, the special category data
we handle most frequently are health data and occasionally religious or ethnic
information (e.g. if a family volunteers that for accommodation of holidays or dietary
needs). We may also process biometric data if, for example, we implement a secure
entry system or a cashless cafeteria system using fingerprints — if so, we would inform
you and likely seek explicit consent, as biometric data used to uniquely identify a
person is sensitive.

Criminal Records

Data about criminal convictions and offences is treated with similar caution. As a
school, we may receive or collect such information in limited cases: for instance, we
perform background (police clearance) checks on faculty, staff, and certain volunteers
(such as coaches or chaperones) in line with child protection regulations. These checks
are to ensure there are no past criminal issues that would make someone unsuitable to
work with children. Also, in rare cases, we might be informed of or have to document an
incident involving a student or parent that could be of a criminal nature (e.g. vandalism,
or an external court order impacting a student'’s custody or protection).

Our Policy on Sensitive Data: We only collect and use special-category or
criminal-record data when strictly necessary. When we do, we rely on the specific legal
bases allowed under GDPR for these types of information. Those bases include:

e Explicit Consent: Often, we will ask for your explicit consent to process sensitive
data. For example, we have health forms where you voluntarily provide medical
details and sign consent for us to use that information to care for your child. You
may also be asked to consent for certain uses of photographs, or for biometric
programs if we ever introduce them. If we rely on consent, we will explain why
the data is needed and you can choose whether to provide it. ISL ensures that
consent for special category data is freely given, specific, informed, and
unambiguous, in line with GDPR Article 9(2)(a) and Recital 32. We do not rely on
consent where there is a power imbalance or where consent cannot be freely
given.
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e Vital Interests: In emergencies we may use health or other sensitive data to
protect someone’s life (and the person may be incapable of giving consent at the
time). For instance, providing a student'’s critical health info to a paramedic in a
severe emergency, even if we do not have explicit prior consent — GDPR permits
this if it is literally life-and-death.

e Employment/Social Protection Law: Some special data is processed because of
specific legal requirements. For example, we might be required under labor law
to keep records of staff sick leave (health data) or to ensure equality (which might
involve noting staff gender or nationality). When processing is needed for
obligations or rights in employment or social security law, it is allowed under
GDPR Article 9(2)(b). Similarly, child safeguarding laws may allow us to process
certain data without consent (like background checks or reporting obligations)
to protect children’s welfare — that can fall under the “substantial public interest”
exception (GDPR Article 9(2)(9)), as implemented by national law. Luxembourg'’s
laws on child protection and background checks give us a mandate here.

e Medical Purposes: If we process health data under the supervision of a
healthcare professional (say, a school nurse or an external doctor) for
preventative or occupational medicine or assessing working capacity of an
employee, GDPR Article 9(2)(h) would apply. For instance, if a staff member
provides a doctor’s certificate or undergoes a fitness-for-work medical, we
handle that data under this provision.

e Legal Claims: If processing sensitive data is necessary for establishing, exercising,
or defending legal claims, GDPR Article 9(2)(f) permits it. For example, if there's a
court case or insurance claim that involves health or other sensitive info, we can
use relevant data as needed for that legal process.

e Public Interest in Safeguarding: Some data, particularly about potential
criminal offences or misconduct, we might process under the lawful basis of it
being necessary for reasons of substantial public interest, on the basis of law,
specifically to safeguard children or other individuals at risk. GDPR and
Luxembourg law recognize protecting vulnerable individuals as a valid ground to
handle sensitive information when justified.

In summary, ISL only collects sensitive personal data when strictly necessary and
handles it with heightened confidentiality and care. When we do, we handle it
confidentially and share it on a need-to-know basis only. For example, a student’s
health condition will be known to the nurse and relevant teachers/staff responsible for
the student’s care, but not necessarily to others. Safeguarding records are tightly
controlled and only accessible to designated child protection officers and leadership.
Background check results for staff are kept secure and only used to verify suitability.
Any special category data that is not actively needed is either not collected at all or, if
collected, is anonymised or minimized for analytic purposes (for example, we might
look at overall statistics of student diversity or health needs to improve services, without
focusing on individual identities).
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If you have any concerns about the sensitive information we hold about you or your
child, you can always contact our Data Protection Officer to discuss or to exercise your
rights (see Your Rights and Contact sections).

How We Share Personal Data (Recipients)

ISL treats your personal data with care and confidentiality. We do not sell your
information to third parties. However, in the normal course of school operations, we
sometimes need to share personal data with third parties or outside organisations. We
only do so when it is necessary and in line with the purposes described above (and
relevant legal bases). Here's an overview of who might receive personal data from us,
and why:

Within the School: Relevant members of our staff will access and use personal
data as needed to do their jobs. Teachers, administrators, counselors, nurses, and
support staff will see student information appropriate to their role (for example, a
teacher will have class lists, grades, and essential medical notes for students in
their class). Our IT staff may have access when maintaining systems. All ISL
employees are bound by confidentiality obligations and receive training on data
protection and safeguarding.

Other Schools or Educational Institutions: If a student is transferring to another
school, participating in an exchange programme, or applying to universities or
colleges, we will share necessary academic and personal information upon
request to facilitate that process (typically transcripts, reference letters, etc.). We
do this in the student'’s interest and usually with the knowledge or permission of
the parents or the student. Similarly, if we are asked for a reference for a former
staff member by a prospective employer or another school, we may provide
confirmation of employment dates and role, or a reference, in line with standard
practice.

Examination Boards and Educational Authorities: \We share relevant data with
examination boards such as the International Baccalaureate Organization (IB) or
other external exam providers so that students can be registered for exams and
receive qualifications. These boards usually require personal identifiers and
coursework or exam scripts. We also may share summary academic data (like
overall exam results, anonymized if published widely).

Additionally, Luxembourg’s Ministry of Education or other education authorities
may require certain student and school statistics, which we will provide as
mandated.

Service Providers (Processors): ISL works with trusted third-party companies
and software providers to support its operations — including student
information systems, learning platforms, beyond-the-classroom coordination
tools, payment processors, cloud storage, and email services.

These providers may process personal data on ISL's behalf and are considered
data processors under Article 28 of the GDPR. ISL seeks to establish formal Data
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Processing Agreements (DPAs) with all such providers. Where a separate DPA is
not available — particularly with widely used educational platforms — ISL relies
on the provider’s published Privacy Notice and Terms of Service, and assesses
whether their data protection commitments meet GDPR standards.

This includes classroom platforms, which must be approved through ISL's
internal software vetting process before use. We only share the data necessary
for the service and evaluate each vendor’'s privacy and security practices,
including safeguards for international data transfers.

A list of approved processors is available upon request from the Data Protection
Officer.

e Health and Emergency Services: If a student or staff member requires medical
treatment or has an emergency, we may share relevant information with
healthcare providers (such as the school nurse, a doctor, or hospital staff). For
instance, in an urgent situation we would provide paramedics with known
medical conditions or allergies. We might also share certain health data with
public health authorities if required (e.g. in the event of a communicable disease
outbreak, following public health guidelines).

e Partners and Organisations in School Activitiess To support
beyond-the-classroom learning and enrichment, ISL collaborates with external
partners who help deliver activities such as sports competitions, field trips,
cultural events, and workshops. When students or classes participate in these
activities, we may share limited personal data (such as names, ages, emergency
contacts, or relevant health information) with the organisers or facilitators to
ensure safety, coordination, and appropriate supervision. These partners may
include external coaches, club leaders, event hosts, or service providers involved
in delivering the activity. Data is shared strictly on a need-to-know basis, and
families are informed in advance through permission forms or event
documentation. All such processing is carried out in line with ISL's safeguarding
protocols and data protection standards.

e Parent Association and Community Directories: With your consent, we may
share contact details within the ISL community — for example, publishing a class
contact list for parents (to arrange playdates or carpools), or providing a secure
parent portal where you can connect with other parents. This is entirely optional
— we will respect your preferences on being included in any such internal
directories or communications.

e Alumni Networks: Similar to the above, if you are an alumnus or a former family
and you agree to stay connected, we might share your contact information with
an official alumni association or network for community-building purposes. This
would only happen with consent, as part of alumni relations efforts.

e Child Protection Agencies and Law Enforcement: ISL shares personal data
with child protection and law enforcement authorities only where required by
law or to protect vital interests. In Luxembourg, child protection concerns must
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be referred to the Parquet (Public Prosecutor’s Office), which is the legally
designated authority for handling such cases under the Law. ISL complies with
this obligation and maintains secure internal records of safeguarding concerns
and serious incidents in line with the law and its Child Protection Policy. We also
respond to lawful requests from police or regulatory bodies (e.g. warrants or
formal investigations), ensuring that any disclosure is authorised, proportionate,
and properly documented. ISL follows a strict internal protocol for handling such
requests, consistent with GDPR and national safeguarding requirements.

e Professional Advisors and Insurers: ISL, like any organisation, may need to
share relevant data with our legal advisors, auditors, or insurance providers. For
example, if there's an insurance claim (say, for an injury at school or property
damage), we will share details of the incident and individuals involved with our
insurance company. Or, if we seek legal advice regarding a contractual matter
involving a family or staff member, we might disclose pertinent information to
our lawyers under confidentiality. Auditors (financial or compliance auditors) may
also review records that include personal data, but this is under strict
confidentiality and only to the extent needed for the audit.

¢ Regulatory Bodies and Accreditation Organizations: ISL is accredited by and
affiliated with certain educational bodies (for example, the Council of
International Schools, etc.). During accreditation reviews or audits,
representatives of these organisations might examine school operations and
records to ensure standards are met. Any personal data reviewed is treated
confidentially and not removed from the premises. Similarly, if the CNPD or
another data protection authority were to inquire or inspect our data practices,
we would provide access to records as required by law.

Whenever we share data with third parties, we adhere to the principle of data
minimisation — only the information necessary for the purpose is shared. We also
ensure that appropriate safeguards are in place: for instance, if data is shared with a
provider outside the EU, we address that as described in the next section.

International Data Transfers

As an international school, some of our service providers, partner institutions, or
recipients of data may be located in other countries. In particular, some data may be
stored or processed on servers outside Luxembourg, including in other EU/EEA
countries, the United Kingdom, or occasionally in countries outside the European
Economic Area, for example, the United States or Canada, where certain education
technology comypanies or cloud services are based. Additionally, if a student applies to a
university abroad or transfers to a school in another country at your request, we will
need to send their records internationally.

When we transfer personal data across national borders, we take steps to ensure the
protection travels with the data:
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Within the EU/EEA: Data transferred to or accessible from EU/EEA countries (or
other countries deemed “adequate” by the EU, such as Switzerland) is protected
by the GDPR or equivalent laws, so it enjoys a high standard of protection similar
to Luxembourg. We treat intra-EU transfers as we would domestic ones, with
care and security.

Outside the EU/EEA: For transfers to countries that do not have an EU adequacy
decision (meaning their local privacy laws may not be as strict as GDPR), we rely
on approved safeguards. The most common safeguard we use is the European
Commission’s Standard Contractual Clauses (SCCs) — these are contractual
commitments that the recipient must abide by GDPR-level data protection
principles. For example, if we use a US-based cloud provider for data storage, we
will have an agreement incorporating SCCs to require your data be handled
confidentially, securely, and that any government access requests are dealt with
appropriately. In some cases, we may rely on other mechanisms permitted by
law, such as binding corporate rules (for group transfers) or specific exceptions
(e.g. transfer necessary for contract performance, like sending student info to a
foreign school if you've asked us to).

Our Commitment: Regardless of where a service provider is located, ISL remains
responsible for safeguarding your personal data. We will not send your personal
information to a third country or international organisation unless we are
satisfied that adequate levels of protection are in place, consistent with GDPR
requirements. We also continuously monitor international developments (for
instance, changes in law or new data transfer tools) to adapt our practices as
needed.

These transfers are governed by Chapter V of the GDPR. Parents and staff may request
further details about international transfers, including the countries involved and the
safeguards in place, by contacting the Data Protection Officer.

Data Retention - How Long We Keep Information

Overall Principle: We keep personal data only for as long as necessary to fulfill the
purposes described in this Notice or to meet our legal obligations — whichever is longer.

Legal Requirements: Certain records have fixed retention periods set by law or
regulations. For example, in Luxembourg financial records must be kept for a
minimum number of years; accident and injury reports might be kept for a
decade (due to liability requirements); and employment contracts and payroll tax
records must be kept for specific periods. ISL complies with all such mandatory
timelines.

Student Records: We retain core student academic records (enrollment dates,
grades/transcripts, diplomas earned) indefinitely, as these may be needed far in
the future for alumni verification requests. It is commmon for former students to
request transcripts or proof of attendance many years later, and we need to have
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that information available. However, day-to-day administrative data (like routine
communications or minor disciplinary notes) is kept only for a few years after a
student leaves ISL, then securely deleted.

e Safeguarding Records: Records relating to child protection or safeguarding
concerns are kept in line with legal guidance (even after a student graduates).
This is because of the seriousness of these matters — we retain them to protect
the individual and others, and to have an audit trail of concerns raised and
actions taken. Records are kept securely and access is restricted.

e Health Records: Basic health records are kept while the student is enrolled, and
for some years after to address any issues that arose during their time here. If a
student leaves, we may pass -with consent- relevant health records to their new
school on request. Health details not needed long-term are deleted once the
student has left and any legal period lapses.

e CCTV Footage: CCTV footage is generally overwritten or deleted on a short cycle
unless we need to preserve it for an investigation of a specific incident. In that
case, we will keep the relevant segment until the issue is resolved.

e Staff & Applicant Data: For employees, we retain personnel files during the
course of employment and for a period after employment ends. Certain
information (e.g. job title, years of service) is kept indefinitely to confirm past
employment if needed, or for pension/benefits records. Other data (like
day-to-day performance notes or old training records) are removed after a set
number of years post-departure. For unsuccessful job applicants, we typically
retain application materials for a short period in case of future openings or
disputes, then delete them.

e Contracts with Suppliers: Basic contract information and related
correspondence with suppliers or vendors are kept for the duration of the
contract and then a number of years thereafter (often 10 years, aligning with
standard legal prescription periods) for legal record-keeping.

e We have a Data Retention Policy that outlines typical retention periods for
different categories of data, in line with local guidelines and legal requirements.

After the applicable retention period ends, we either securely delete the personal data
or anonymise it. For example, we might archive old operational data in a statistical
format that no longer identifies individuals. We also periodically review the data we
hold and erase what we no longer need. If you believe we are keeping your data for
longer than necessary, you have the right to request erasure — we will then review and
respond as required by law.
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Data Security — How We Protect Your Data

ISL takes the security of personal data very seriously. We have implemented a range of
technical and organisational measures to prevent unauthorized access, loss, or misuse
of your information:

e Technical Measures: Our IT systems are protected by industry-standard security
measures. This includes firewalls, encryption of sensitive data (both at rest and in
transit, where appropriate), antivirus and anti-malware tools, and regular
software updates to patch vulnerabilities. Access to databases s
password-protected and restricted to authorized personnel only. We backup
important data to prevent accidental loss, and those backups are secured. For
particularly sensitive information (like health or safeguarding records), we may
keep it in systems or repositories with extra access controls (for example,
encrypted files with limited key access).

e Organisational Measures: We |limit access to personal data strictly on a
“need-to-know"” basis. Staff members only access the information necessary for
their role. All employees, as well as volunteers and contractors who handle data,
are trained in confidentiality and data protection. They are aware of our policies
and legal obligations, and they sign confidentiality agreements as part of their
employment or service contracts. We also have procedures for handling any
suspected data security incident — including prompt investigation, mitigation,
and if required, notification to affected individuals and the CNPD (we follow
GDPR's breach notification rules).

e Physical Security: Our campus and offices have physical security controls to
protect paper records and devices. Filing cabinets or archives containing
personal files are locked and only accessible to authorized staff. Offices are
secured after hours. We also implement clear screen/clear desk practices, so
sensitive documents are not left out. For digital data, servers are in secure
locations, and portable devices (like laptops or USB drives) used by staff are
encrypted when containing personal data.

¢ Vendor and System Selection: When we choose any third-party system or cloud
service that will host ISL data, we assess its security posture. We prefer reputable
providers with robust security certifications (such as ISO 27001 for information
security, or those compliant with GDPR). We include data protection and security
requirements in our contracts with them (as mentioned earlier under Service
Providers).

e Monitoring and Testing: We periodically monitor our systems and network for
unusual activity that could indicate a security threat. We also conduct periodic
reviews and testing of our security controls — for example, vulnerability scans or
even external audits when feasible — to ensure our measures are effective. We
have procedures to update credentials promptly when staff roles change or they
leave, to maintain access security.
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e Data Protection by Design and Default: ISL applies the principles of data
protection by design and by default, as required under Article 25 of the GDPR.
This means we minimise data collection, apply privacy-friendly settings, and
ensure that systems are configured to protect personal data from the outset.

Data Protection Impact Assessments (DPIAs): In line with GDPR and CNPD guidance,
ISL conducts DPIAs where new or significantly changed processing activities may
present a high risk to individuals’' rights and freedoms. These assessments help us
evaluate potential risks and implement appropriate safeguards before proceeding. For
example, if ISL were to introduce an Al-supported language learning tool, a DPIA would
be carried out to assess its impact and ensure compliance with applicable data
protection standards.

While ISL applies robust technical and organisational measures to protect personal
data, no system can guarantee absolute security. In the unlikely event of a data breach
that poses a risk to individuals' rights and freedoms, ISL will notify affected individuals
and the CNPD in accordance with Articles 33 and 34 of the GDPR.

We also have an established data breach response procedure. In the unlikely event of a
data breach that risks your rights or privacy, ISL will notify the affected individuals and
the CNPD as required by law.

Use of Photos and Videos

ISL documents aspects of school life through photographs and videos, including
classroom activities, events, and performances. These images may be used for
educational, administrative, or community purposes. ISL recognises that images are
personal data and handles them in accordance with applicable data protection laws.

e Internal Use: Photos and videos may be used within the school community for
educational and operational purposes, such as classroom documentation,
internal newsletters, or student identification. These uses are based on ISL’s
legitimate interests and are limited to authorised staff and platforms not
accessible to the public.

e Public or Promotional Use: Identifiable images of students are not published
externally (e.g. on ISL's website, social media, or printed materials) without prior
consent. Consent preferences are collected during enrolment and can be
updated at any time. Where consent is given, ISL avoids including full names or
personal details unless explicitly agreed.

e Events and Activities: Photos and videos may be taken during school events
such as ceremonies, plays, concerts or sports matches. In some cases, events
may be live streamed to allow remote viewing by families or the school
community (e.g. Graduation ceremony, Sport games). Where external
photographers or media are present, ISL will inform attendees in advance where

ISL PRIVACY NOTICE - 12 January 2026



feasible. Reasonable requests to limit photography for specific students will be
accommodated.

e Student Projects: Students may create photo or video content as part of
learning activities. ISL supervises such use and ensures that any content
featuring others is not shared externally without permission.

e Safety and Identification: Photographs may be used for ID cards, field trip
rosters, or health and safety purposes. These uses are internal and limited to staff
with a need to know.

ISL maintains a regulation outlining how photos and videos are collected, stored, and
shared. If you wish to update your consent preferences or have concerns about image
use, please contact the Advancement Department of the school. ISL respects privacy
preferences and applies safeguards to ensure responsible use of visual media.

Use of Artificial Intelligence (Al) and Automated Decision-
Making

ISL is committed to the responsible use of new technologies, including Al. At present,
we do not make any significant decisions about students or staff solely by automated
means, i.e. without any human involvement. Important decisions, like admissions
evaluations, grading, disciplinary actions, or hiring always involve human judgement
and are not entrusted entirely to a computer algorithm. We believe the nuances of
education and individual circumstances require human oversight. ISL conducts DPIAs
for any Al systems or processing activities that may pose a high risk to individuals’
rights and freedoms, in accordance with Article 35 of the GDPR and Article 9 of the EU
Al Act.

We recognize that Al-driven tools are increasingly present in education. If and when we
use Al-based systems, we commit to the following principles:

e Transparency: ISL uses certain Al-supported tools, including its Learning
Management System Toddle and a learning analytics platform, to enhance
teaching and learning. These systems may process personal data to support
educational outcomes, for example by identifying learning patterns or
recommending interventions. Where such tools are used, ISL ensures that their
purpose, data inputs, and limitations are clearly coommunicated to relevant staff,
students, and parents. We maintain human oversight of all significant decisions
and do not rely solely on automated outputs. Staff involved in the use of Al
systems receives appropriate training and have Al literacy, as required under
Article 4 of the EU Al Act.

e Human Oversight: Al tools, if used, are there to assist our educators and staff, not
replace them in decision-making. Any suggestions or outputs from an Al system
(like an alert that a student might be struggling in a subject based on patterns)
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will be reviewed by a teacher or counselor who can add context and make
informed decisions. ISL does not permit any automated system to issue
high-impact decisions or determine academic grades without a human in the
loop.

e Fairness and Bias: We will be cautious and test Al systems for fairness. Al can
sometimes reflect or even amplify biases present in data. If we use an Al
application, we will strive to ensure it has been vetted (either by us or reputable
authorities) to avoid discrimination or unfair treatment of any student or staff
member. This is part of our ethical responsibility and, indeed, compliance with
emerging laws like the EU Al Act that emphasize avoiding bias in Al, particularly
in sensitive sectors like education.

e Data Minimisation in Al: We will limit the personal data input into Al systems to
what is necessary. For instance, if an Al homework tutor requires a student’s
responses to tailor next questions, it will use that — but we would not feed
unrelated personal details into such a system. We also would likely anonymize or
pseudo-anonymize data for Al processing where feasible, especially if external
services are involved.

e Compliance with the EU Al Act: The European Union’s Artificial Intelligence Act
(Al Act) sets out binding obligations for organisations using certain types of Al
systems — particularly those classified as high-risk. In the education sector, this
includes tools used to assess, support, or influence students’ access to learning.
ISL fully acknowledges its responsibilities under this legislation and integrates
these requirements into our practice.

We ensure that staff and educators using Al-supported tools receive appropriate
training and Al literacy in line with Article 4 of the Al Act, so they understand how to
apply these technologies responsibly and safely. Where we consider deploying a
high-risk Al systemn — for example, a tool that analyses academic progress or helps
guide educational support — we carry out the necessary risk assessments, ensure
human oversight, and maintain transparency with affected individuals, as required
under the Al Act.

Our goal remains to enhance learning and operational efficiency without
compromising privacy, fairness, or the individual dignity of our students and staff.

In conclusion, we do not employ autonomous systems to make decisions about
individuals. All technological tools and automated processes used at ISL operate under
the supervision of qualified personnel and are limited to supporting activities such as
data organisation, system efficiency, or issuing reminders. These systems do not
perform evaluative or judgment-based functions. If you have any questions about a
specific Al application or automated process in use at ISL, please contact us. We are
committed to transparency and will always provide clear and honest information about
the purpose and governance of these technologies.
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Website Data and Cookies

Website Visitors and Cookies: \When you use our website or online services, we collect
only a limited amount of data by default — primarily via cookies. Cookies are small text
files placed on your device to make our site function properly and to enhance your
experience (for example, keeping you logged in to the parent portal, or remembering
your language preferences). We also use analytics tools to understand how our website
is used (e.g. which pages are most visited), but these analytics are generally configured
to not directly identify individual visitors.

Upon your first visit, you will see a cookie consent banner. We do not set non-essential
cookies (like analytics or marketing cookies) unless you choose to “Accept” them. You
can also adjust your cookie preferences at any time via the cookie button located on
the bottom of our website.

Apart from cookies, if you voluntarily submit information through our website (such as
filling out an inquiry form, event registration, or job application form), we will process
that information to service your request. For example, if you fill the Contact Us form, we
will use your provided contact details to respond to you. Such submissions are treated
in line with this Privacy Notice. If you simply browse our site without entering
information and without accepting non-essential cookies, we do not collect personal
data about you just from that action.

Note: Our website may contain links to external sites like universities or resources. If you
follow those links, please be aware their privacy practices might differ and are not
covered by ISL's Privacy Notice.

Your Rights as a Data Subject

Under the General Data Protection Regulation (GDPR), individuals have specific rights
regarding how their personal data is used. These rights apply to all members of the ISL
community, including students, parents, and staff.

Right of Access: You can ask us to confirm if we have personal data about you, and
request a copy of that data, along with information on how we use it.

Right to Rectification: |If any personal data we hold about you is incorrect or
incomplete, you have the right to have it corrected.

Right to Erasure: In certain circumstances, you can request that we delete your
personal data (for example, if the data is no longer needed for the purpose, or if you
initially consented and now withdraw consent). We will comply unless we have a
compelling reason or legal obligation to keep the data.

Right to Restrict Processing: You can ask us to limit how we use your data in certain
cases — for instance, while you contest its accuracy or if you object to our use. We wiill
still store the data, but not use it until the issue is resolved.
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Right to Data Portability: For data you provided to us, you can request a copy in a
common machine-readable format (e.g. CSV). This mainly applies to information held
electronically and processed based on consent or contract — for example, a student’s
transcript data that you might want to transfer to another school.

Right to Object: You may object to specific types of processing: (a) you can object to
receiving direct communications not directly related to school services (e.g. fundraising
emails or alumni newsletters — we will provide an opt-out in such messages); (b) you
can object to processing based on our legitimate interests if you feel it impacts your
rights (we will then re-evaluate and either stop or explain why we need to continue); (c)
you have an absolute right to object to any processing for marketing purposes. If you
object, we will honor that as required by law.

Rights related to Automated Decision-Making: This is mostly theoretical in our
context, as ISL does not make significant decisions about individuals purely by
automated means (without human involvement). If that ever changes, you would have
the right to not be subject to a decision based solely on automated processing that
significantly affects you, and to request human review.

Right to Withdraw Consent: |If we are processing any personal data based on your
consent, you can withdraw that consent at any time. For example, if you initially agreed
to have your child's photo on social media and later change your mind, you can inform
us and we will stop that use. Withdrawal of consent will not affect the lawfulness of
processing already carried out but will apply going forward.

To exercise any of these rights, please contact our Data Protection Officer. We may need
to verify your identity to protect your privacy when fulfilling requests. We will respond
within one month, as required by GDPR, and will inform you if we need more time due
to complexity.

Children’s Privacy & Parental Involvement

We recognise that most of the personal data we process is about our students and
protecting children’s privacy is central to our mission. In general, a parent or guardian
will exercise data rights and make privacy decisions on behalf of their child. Under
GDPR Article 8, children in Luxembourg cannot independently consent to data
processing for information society services until age 16. This means that below age 16,
consent for things like online learning platforms or apps must be given or authorised
by a parent/guardian, and only from 16 onwards can a student legally consent on their
own in those contexts.

That said, we support our students in learning about and exercising their rights
responsibly as they mature. ISL will handle such situations on a case-by-case basis -
always prioritising the student’s best interests. For sensitive matters, or where the law
requires, parents will be involved. Our approach follows GDPR and local law, and it also
takes into account the principle of the ‘mature minor’ — in other words, if a student is
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old enough and mature enough to fully understand a privacy decision, we may, in
appropriate cases, allow them to make or be directly involved in that decision
themselves. However, this is always handled case-by-case and a parent’s authority
remains paramount for any child under 16.

Contact and Questions

ISL has appointed a Data Protection Officer (DPO) to oversee our privacy practices and
serve as a point of contact for data protection matters. If you have any questions,
concerns, or requests related to your personal data at ISL, you can contact our DPO:

International School of Luxembourg
Data Protection Officer

36 Boulevard Pierre Dupong

L-1430 Luxembourg

Email: dpo@islux.lu

Tel.: +352 2604 4110

Please provide as much detail as possible about your question or request, and include
your contact information. We kindly ask that you do not send sensitive personal
information by unencrypted email. To protect your data, ISL will verify your identity
before fulfilling any rights request. If you are acting on behalf of someone else, we may
request proof of authority.

Complaints: While we endeavor to address any concerns you have directly and
amicably, you also have the right to escalate a privacy matter to the Commission
Nationale pour la Protection des Données (CNPD).

e CNPD Contact Details:
Website: www.cnpd.lu
Address: 15 Boulevard du Jazz, L-4370 Belvaux, Luxembourg
Phone: +352 26 10 60 - 1
Email: info@cnpd.lu

Updates to This Privacy Notice

We may update this Privacy Notice from time to time, and significant updates to this
Privacy Notice will be commmunicated via the parent portal, school newsletter, or direct
email, depending on the nature of the change. The current version of the Privacy Notice
will always be available on our website.

Last updated: 12 January 2026
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