OAKDALE JT. UNIFIED SCHOOL DISTRICT
2.3
TO: Larry Mendonca, Superintendent Regular Meeting
SUBJECT:  Approval of new one-semester courses at OHS:

Computer Science: Cybersecurity & January 12, 2026
Computer Science: Artificial Intelligence

BACKGROUND

As Oakdale High School prepares for the 2027 implementation of the Personal Finance graduation
requirement, they’ve had to consider how to best place that one-semester class within their course offerings.
To that end, they are creating some one-semester elective courses that will allow more room in student
schedules to take Personal Finance and have the benefit of allowing students to try out more of a variety of
electives.

ANALYSIS

Oakdale High School would like to establish two one-semester courses within the Computer Science courses
to better meet the needs of students who come to high school with a great deal of computer knowledge and
for whom the current basic computers class is far too basic. The two courses explained below will also be AP
Kickstarter Courses, preparing students for participation in the AP Computer Science classes. They will be
open to all students, and will also have the possibility of employer-endorsed credentials, These classes would
be implemented for the 2026-2027 school year.

First, Computer Science: Cybersecurity. In this introductory course, OHS students will explore how to
protect digital systems, networks, and personal information from cyber threats. Through hands-on activities,
students will examine real-world threats such as viruses, worms, and malware, and they practice using basic
countermeasures and recovery strategies. By the end of the semester, students will understand the
foundations of digital security and how cybersecurity impacts everyday life in Oakdale and beyond.

In Computer Science: Artificial Intelligence, OHS students will learn the basics of Python programming
and apply their skills in areas such as game development, web development, data science, and artificial
intelligence. A major focus of the course is responsible and ethical use of technology. By the end of the
semester, students will have a strong foundation in programming, an introductory understanding of artificial
intelligence, and confidence in using code to solve problems and analyze information.

FISCAL IMPACT
There is no fiscal impact to OJUSD as these new sections will replace sections of Intro to Computers
previously offered, and the teacher, Joe Gilbert, is already trained.

RECOMMENDATION
It is recommended that the OJUSD Board of Trustees approve the one-semester courses Computer Science:
Cybersecurity and Computer Science: Artificial Intelligence for Oakdale High School,

Recommended by: Approved for Re

Gillian Wegener, Ed.D. arry Mendonca
Assistant Superintendent, C & [ Superintendent



CS Cybersecurity

Grades: 9-12 (Targeted for Grade 9)

Length: One Semester

Subject Area: Mathematics — Computer Science
Institution: Oakdale High School

Course Type: College-Preparatory Elective (G)

Course Description

The Cybersecurity course introduces students to the principles and practices used to protect digital systems,
networks, and data from cyber threats. Students will examine why cyberattacks occur, how vulnerabilities are
exploited, and how defensive strategies reduce risk. Through real-world examples and applied activities,
students will develop foundational knowledge of malware, social engineering, intrusion methods, and
prevention techniques. The course emphasizes digital responsibility, ethical technology use, and career
readiness while preparing students for advanced coursework and future pathways in computer science and
cybersecurity.

Student Learning Outcomes
Students will:
s Explain how networks and digital systems function and where vulnerabilities exist
e |dentify common cyber threats including malware, phishing, and social engineering
s Analyze real-world cyber incidents and evaluate prevention and response strategies
s Apply basic cryptography, authentication, and security principles
¢ Evaluate tools such as firewalls, intrusion detection systems, and access controls
e Demonstrate responsible and ethical digital behavior
e Explore cybersecurity career pathways and required technical and soft skills

CSTA Computer Science Standards (Grades 9-12)
Cybersecurity: Identifying threats, vulnerabilities, and mitigation strategies
Networks and the Internet: Explaining data transmission, security layers, and network protection
Data and Analysis: Evaluating data breaches and protection methods
Impacts of Computing: Examining ethical, social, and economic implications of cybersecurity
AP Computer Science Principles — Big Ideas
e Bigldea 4: Computer Systems and Networks
e Bigldea 5: Impact of Computing

Major Assessments and Assignments
Students will:
e Analyze and compare historical and modern cyberattacks
e Create diagrams modeling secure network processes
e Apply basic cryptography and explain encryption concepts
e Evaluate intrusion detection and prevention tools
e Research organizational cybersecurity policies and practices
e Investigate cybersecurity careers and reflect on personal digital safety habits

Career Readiness and Pathways

This course supports career exploration in cybersecurity, information technology, and computer science by
developing problem-solving skills, analytical thinking, ethical reasoning, and technical literacy. Students gain
exposure to roles such as cybersecurity analyst, network administrator, digital forensics specialist, and ethical
hacker, while building foundational skills applicable across academic disciplines and future careers.



CS Artificial Intelligence

Grades: 9-12 (Targeted for Grade 9)

Length: One semester

Subject Area: Computer Science - Mathematics
Institution: Oakdale High School

Course Type: College-Preparatory Elective

Course Description

This course introduces students to Python programming and artificial intelligence through hands-on
projects in coding, data analysis, and software design. Students learn how programs work, how data
informs decisions, and how Al systems are trained and evaluated. Emphasis is placed on ethical
technology use, problem solving, communication, and career readiness.

Student Learning Outcomes
Students will:

e Write, test, and debug Python programs

« Design interactive programs, games, and web applications

e Analyze data and create visualizations

e Explain how artificial intelligence and machine learning systems function
e Evaluate ethical issues related to Al, data, and automation

e Communicate technical ideas effectively

Standards Alignment
CSTA Standards: Algorithms & Programming, Data & Analysis, Computing Systems, Impacts of
Computing
AP CSP Big Ideas:
¢ Bigldea 1- Creative Development
» Bigldea 2-Data
« Bigldea 3 - Algorithms and Programming
e Bigldea 5 - Impact of Computing

Major Assessments

Students will complete projects involving Python programming, game design, web applications, data
analysis, and artificial intelligence research, culminating in presentations and reflections.

Career Readiness

The course supports exploration of careers in software development, artificial intelligence, and data
science while building skills applicable across academic subjects and future pathways.



