Elwood UFSD
Corrective Action Plan for Technology Risk Assessment Report
Year-End 06/30 2025

The district agrees with the observations and recommendations that have been provided by
R.S. Abrams and Co.

Recommendation #1:

Failure to install patches on a regular basis increases the risk that the District’s network and
computing systems may be exposed to security vulnerabilities, including viruses and other
malicious threats. We recommend the District establish and implement a formal patch
management process to ensure timely and consistent application of software updates and
security patches.

Plan of Action:

We agree with this recommendation and recognize the importance of having a formal patch
management process to ensure the timely and consistent application of software updates.

To address this finding, we will continue to actively investigate and evaluate patch management
solutions to find one that best fits our district's technical and budgetary needs. Elwood is
committed to creating a formal budget proposal to secure the necessary funding for a robust
solution to enhance the protection of our workstations and data.

Estimated Completion Date: June 30, 2026

Recommendation #2:

Develop and implement a formal cybersecurity training program, including a process to track
employee participation. Additionally, alternative training sessions should be offered for
employees unable to attend on Superintendent’s Conference Day to ensure that all staff
complete the required cybersecurity training on an annual basis.

Plan of Action:

We agree with the recommendation to develop and implement a formal cybersecurity training
program for all employees. We recognize that an educated staff is the strongest defense against
modern cyber threats.



Our action plan includes two main initiatives:

District-Wide Training: We will explore incorporating a training session on our Internet
Safety Policy into one of our district-wide meetings, such as Superintendent's
Conference Day. This will serve as our annual formal training for all staff.

Ongoing Digital Training with Cybernut: We will leverage our existing Cybernut platform
to provide more flexible and in-depth training. This platform will be used to deliver
engaging training videos and comprehension questions on various topics, including:
Phishing email detection.

Best practices for securing information.

Identifying cyber and information security threats.

Cyber hygiene best practices.
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The Cybernut platform is allowing us to effectively track employee participation and send
automated reminder notifications to ensure all staff complete the required training on an annual
basis, including those who were unable to attend the conference day session.

Estimated Completion Date: March 1, 2026

Recommendation #3:

Implement enhanced physical security controls for all server rooms, including:

Installing surveillance cameras to monitor all entry points and the interior of the server
room.

Implementing an access logging mechanism (e.q., keycard system or sign-in protocol)
to record and review physical access to the area.

Developing procedures for periodic review of access logs and video footage, with
access limited to authorized personnel only.

Plan of Action:

We accept the recommendation and recognize that the physical security of our server rooms is
critical to protecting our infrastructure.

Our action plan includes two main initiatives:

Implement a Keycard System: We will explore installing a keycard access system on
our main server rooms that do not serve a dual purpose. This will allow us to create a
digital record of all physical access, ensuring only authorized personnel can enter these
critical spaces.



e Develop Review Procedures: We will also develop formal procedures for the regular
review of these access logs. This will provide an auditable record and hold individuals
accountable, further strengthening our security posture.

Estimated Completion Date: June 30, 2027

While this initial phase focuses on the most critical rooms, we will also evaluate the long-term
plan to install surveillance cameras and expand these enhanced security measures to other
rooms across the district as budget allows.

Estimated Completion Date: June 30, 2027

Recommendation #4:
We recommend that the District implement centrally managed timeout settings through tools

such as Group Policy or Mobile Device Management (MDM) systems to ensure consistent
enforcement across all user devices.

Plan of Action:
We have already begun a proactive implementation of new policies. We are using Group Policy
to deploy consistent, user-based timeout settings for all workstations. These settings have

already been configured and are being deployed on all newly purchased PCs as they are
installed, ensuring that our new devices are secure from day one.

Estimated Completion Date: January 1, 2026

Recommendation #5:

We recommend the District implement a structured disaster recovery testing schedule that
includes the following:

e Full-system recovery drills to validate the restoration process.

e Backup integrity testing to ensure data recovery procedures work correctly.

e Failover and redundancy tests to confirm secondary systems (e.q., cloud backups)
activate as intended.

Plan of Action:
We will be implementing a new testing plan that will ensure our systems work as intended.

Our plan includes annual backup integrity tests, full-system recovery drills, and regular
failover and redundancy tests to confirm that our backup systems activate as intended.



These tests will be conducted by the Technology Department along with Switch Technologies
and the results will be documented to ensure our systems are always ready to protect the
district from any potential disaster.

Estimated Completion Date: February 14, 2026

Recommendation #6:

We recommend the District continue to assess the accuracy of inventory listed in Incident IQ
tracking software and update as needed.

Plan of Action:

We are already utilizing Incident 1Q and will continue to monitor for accuracy.

Completion Date: September 30, 2025



