First Time Login and MFA (Multi-Factor Authentication) Setup
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This document serves as direction for new staff logging in for the first time. You will update your password and
configure Multi-Factor Authentication (MFA) for your @carrollk12.org account. If at any point during these steps you
are unable to complete setting up or resetting MFA, please contact our Helpdesk @ 410 751-3501.

First Time Login and Setting up MFA

e 48-72 hours after your initial in-person onboarding meeting with
HR please call 410 751-3070 to retrieve your CCPS Username and
Employee ID#. You may sign in for the first time via Office.com or
sign onto any CCPS Laptop/Desktop. You'll be immediately
prompted to change your password, your password must use the
following criteria:

o Minimum of 8 characters total
o Include at least 3 of the 4 character types:
=  Upper case letters (A-Z)
= Lower case letters (a-z)
=  Numbers (0-9)
=  Special characters (@,!,#,5)
o New passwords cannot be too similar to previous
credentials used (last 10 passwords)
o Cannot contain your Name or Username

@carrollk12.0org

Update your password
You need to update your password because this is
the first time you are signing in, or because your

password has expired.

Current password

New password

Confirm password

Please use your CCPS account to login. Please use
your AD username followed by "@carrollk12.0rg”
STUDENTS please use “@star.carrollk12.0org".

e Once your new password has been accepted, you'll now be prompted to setup MFA using the Microsoft
Authenticator app. This app can be installed on an iPhone via the “App Store” or the “Play Store” when using
an Android device. When downloading the app, its icon should match the blue lock icon below. Please review

all on-screen instructions before clicking “Next” at each step:
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Skip for now (14 days until this is required)
Use a different account

Learn more about verifying your identity

Install the app on your mobile device, then come

back here to continue.
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Set up a different authentication app

Please use your CCPS account to login. Please use
your AD username followed by "@carrollk12.0rg" -
STUDENTS please use “@star.carrollk12.org".

Set up a different way to sign in
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e From your phone launch the Microsoft Authenticator App, and tap the “+” symbol in the top right corner.
Select the “Work or School Account” option, and “Scan QR Code”. You’ll follow the instructions on screen to
complete the setup. Please be sure to follow the on-screen instructions as you walk through these steps:

@carrollk12.0rg

Scan the QR code
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Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code?

Set up a different way to sign in
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Let's try it out
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Enter the number shown in the app to approve the
sign-in request.

Set up a different way to sign in

@carrollk12.org

Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school.

Set up a different way to sign in
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@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

At this point you’ve successfully reset your password and configured MFA for your account. Below are some
important direct links for navigation. Next, you’ll want to navigate to the TS Portal as this will function as your central
“Hub” for all CCPS resources. Please note that Safe Schools training is mandatory for all employees.

TS Portal: https://portal.carrollkl12.org

MFA: https://aka.ms/mfasetup
Paystub/W2 Access: https://eac.carrollk12.org
Timecard: https://portal.carrollk12.org/timecardssystem

Email: https://outlook.com

Safe Schools: https://carroll-md.safeschools.com
M365 (Microsoft Office) Homepage: https://office.com
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