OAKDALE JT. UNIFIED SCHOOL DISTRICT 11.2

TO: Larry Mendonca, Superintendent Regular Meeting

SUBJECT:  Replacement of AR 6163.4 with Exhibit 6163.1-E(1) December 8, 2025
Student Use of Technology

BACKGROUND

CSBA recommends the replacement of Administrative Regulation 6163.4 Student Use of
Technology (in red), last updated in 2010, as technology use by students has changed significantly
in the past 15 years. The AR would be replaced by an updated Exhibit that is an Acceptable Use
Agreement and Release of District from Liability (Students). With the approval of Exhibit
6163.4-E(1), AR 6163.4 would cease to be included in district policy.

ANALYSIS

Exhibit 6163.4-E(1) Student Use of Technology (in blue) is updated to incorporate by reference
the accompanying Board policy, BP 6163.4 - Student Use of Technology, adopted by OJUSD in
June 2025 and covers many of the ideas currently there, including what students may post, not
disseminating personally identifiable information, and not intentionally harming district technology.
Additionally, the exhibit is updated to include that (1) the district makes no guarantee that the
functions or services provided by or through the district are without defect, (2) that the district is not
responsible for financial obligations arising from the unauthorized use, or misuse, of the system,
and (3) that students may not gain unauthorized access, as specified. In addition, exhibit updated to
add that students are prohibited from using district technology to create material that is
discriminatory, libelous, defamatory, obscene, sexually explicit, or disruptive; share confidential
information or personally identifiable information with an open Al system; adjust the privacy
settings on any technology tool or Al app unless directed to do so by a teacher or staff member; or
violate the direction by teachers or other staff members, age restrictions, or intended use of the
technology. In addition, exhibit updated to include internet searches, browsing history, and use of
artificial intelligence in the list of district technology that districts may monitor and record, and
expand the list of security problems a student may become aware of, and is then required to report,
to include a cyberattack or phishing.

FISCAL IMPACT

There is no fiscal impact to the District.

RECOMMENDATION

It is recommended that the OJUSD Board of Trustees review Exhibit 6163.4-E(1) Student Use of
Technology as replacement for the previous AR 6163.4, as presented, and to consider these
revisions for adoption after a second reading at the next regularly scheduled board meeting.

Recommended by: gardation
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Board Policy Manual
Oakdale Joint Unified School

District
Exhibit 6163.4-E(1): Student Use Of Technology Status: DRAFT
Original Adopted Date: Pending
ACCEPTABLE USE AGREEMENT AND RELEASE OF DISTRICT FROM LIABILITY (STUDENTS)
The School District authorizes students to use technology, as defined in Board

Policy 6163.4 - Student Use of Technology. The use of district technology is a privilege permitted at the district's
discretion and is subject to the conditions and restrictions set forth in applicable board policies, administrative

regulations, and this Agreement. The district reserves the right to suspend access at any time, without notice, for any
reason.

The district expects all students to use technology responsibly in order to avoid potential problems and liability. The
district may place reasonable restrictions on the sites, material, and/or information that students may access through
the system.

The district makes no guarantee that the functions or services provided by or through the district will be without
defect. In addition, the district is not responsible for financial obligations arising from unauthorized use, or misuse, of
the system.

Each student who is authorized to use district technology and the student's parent/guardian shall sign this
Agreement, which indicates that the student has read and understands the Agreement and Board Policy 6163.4 -
Student Use of Technology.

Student Obligations and Responsibilities

Students are expected to use district technology safely, responsibly, and for educational purposes only, and in
accordance with the accompanying board policy and applicable copyright laws. The student in whose name district
technology is issued is responsible for its proper use at all times. Students shall not share their assigned online
services account information, passwords, or other information used for identification and authorization purposes, and
shall use the system only under the account to which they have been assigned.

Students shall not gain unauthorized access to the files or equipment of others, access electronic resources by using
another person's name or electranic identification, or send anonymous electronic communications. Furthermore,
students shall not attempt to access any data, documents, emails, or programs in the district's system for which they
do not have authorization.

Students are prohibited from using district technology for improper purposes, including, but not limited to, use of
district technology to:

1. Access, post, display, create, or otherwise use material that is discriminatory, libelous, defamatory, obscene,
sexually explicit, or disruptive

2. Bully, harass, intimidate, or threaten other students, staff, or other individuals ("cyberbullying")
3. Disclose, use, or disseminate personal identification information (such as name, address, email, telephone
number, Social Security number, or other personal information) of another student, staff member, or other

person with the intent to threaten, intimidate, harass, or ridicule that person

4. Share confidential information or personally identifiable information with an open artificial intelligence (Al)
system of themselves, another student, staff member, or other person

5. Adjust the privacy settings on any technology tool or Al app unless directed to do so by a teacher or staff
member

6. Violate the direction of teachers or other staff members, age restrictions, or the intended use of the
technology

7. Infringe on copyright, license, trademark, patent, or other intellectual property rights



8. Intentionally disrupt or harm district technology or other district operations (such as destroying district
equipment, placing a virus on district computers, adding or removing a computer program without permission
from a teacher or other district personnel, changing settings on shared computers)

9. Install unauthorized software
10. "Hack" into the system to manipulate data of the district or other users

11. Engage in or promote any practice that is unethical or violates any law or board policy, administrative
regulation, or district practice

Privacy

Since the use of district technology is intended for educational purposes, students shall not have any expectation of
privacy in any use of district technology.

The district reserves the right to monitor and record all use of district technology, including, but not limited to, access
to the Internet or social media, Internet searches, browsing history, use of Al, communications sent or received from
district technology, or other uses. Such monitoring/recording may occur at any time without prior notice for any legal
purposes including, but not limited to, record retention and distribution and/or investigation of improper, illegal, or
prohibited activity. Students should be aware that, in most instances, their use of district technology (such as weh
searches and emails) cannot be erased or deleted.

All passwords created for or used on any district technology are the sole property of the district. The creation or use
of a password by a student on district technology does not create a reasonable expectation of privacy.

Personally Owned Devices

If a student uses a personally owned device to access district technology, the student shall abide by all applicable
board policies, administrative regulations, and this Agreement. Any such use of a personally owned device may
subject the contents of the device and any communications sent or received on the device to disclosure pursuant to
a lawful subpoena or public records request,

Reporting

If a student becomes aware of any security problem (including, but not limited to, a cyberattack, phishing, or any
compromise of the confidentiality of any login or account information), or misuse of district technology, the student
shall immediately report such information to the teacher or other district personnel,

Consequences for Violation

Violations of the law, board policy, or this Agreement may result in revocation of a student's access to district
technology and/or discipline, up to and including suspension or expulsion. In addition, violations of the law, board
policy, or this Agreement may be reported to law enforcement agencies as appropriate.

Student Acknowledgment

| have received, read, understand, and agree to abide by this Agreement and other applicable laws and district
policies and regulations governing the use of district technology. | understand that there is no expectation of privacy
when using district technology. | further understand that any violation may result in loss of user privileges,
disciplinary action, and/or appropriate legal action.

Name: Grade:
(Please print)

School:

Signature: Date:

Parent or Legal Guardian Acknowledgment
If the student is under 18 years of age, a parent/guardian must also read and sign the Agreement.

As the parent/guardian of the above-named student, | have read, understand, and agree that my child shall comply



with the terms of the Agreement. By signing this Agreement, | give permission for my child to use district technology
and/or to access the schoal's computer network and the Internet. | understand that, despite the district's best
efforts, it is impossible for the school to restrict access to all offensive and controversial materials, | agree to release
from liability, indemnify, and hold harmless the school, district, district personnel and the Board against all claims,
damages, and costs that may result from my child's use of district technology or the failure of any technology
protection measures used by the district. Further, | accept full responsibility for supervision of my child's use of my
child's access account if and when such access is not in the school setting.

Name: Date:
(Please print)
Signature:
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The principal or designee shall oversee the maintenance of each school's technological resources and may establish
guidelines and limits on their use. All instructional staff shall receive a copy of this administrative regulation, the
accompanying Board policy, and the district's Acceptable Use Agreement describing expectations for appropriate use
of the system and shall also be provided with information about the role of staff in supervising student use of
technological resources. All students using these resources shall receive instruction in their proper and appropriate
use.

Teachers, administrators, and/or library media specialists shall prescreen technological resources and online sites
that will be used for instructional purposes to ensure that they are appropriate for the intended purpose and the age
of the students.

Online/Internet Services: User Obligations and Responsibilities

Students are authorized to use district equipment to access the Internet or other online services in accordance with
Board policy, the user obligations and responsibilities specified below, and the district's Acceptable Use Agreement.

1. The student in whose name an online services account is issued is responsible for its proper use at all times.

Students shall keep personal account numbers and passwords private and shall only use the account to which
they have been assigned.

2. Students shall use the district's system safely, responsibly, and primarily for educational purposes.

ta

Students shall not access, post, submit, publish, or display harmful or inappropriate matter that is threatening,
abscene, disruptive, or sexually explicit, or that could be construed as harassment or disparagement of others
based on their race/ethnicity, national origin, sex, gender, sexual orientation, age, disability, religion, or political
beliefs,

Harmful matter includes matter, taken as a whole, which to the average person, applying contemporary
statewide standards, appeals to the prurient interest and is matter which depicts or describes, in a patently
offensive way, sexual conduct and which lacks sericus literary, artistic, political, or scientific value for minors.
(Penal Code 313)

4. Unless otherwise instructed by school personnel, students shall not disclose, use, or disseminate personal
identification information about themselves or others when using email, chat rooms, or other forms of direct
electronic communication. Students also shall be cautioned not to disclose such information by other means to
individuals contacted through the Internet without the permission of their parents/guardians.

Personal information includes the student’s name, address, telephone number, Social Security number, or other
personally identifiable information.

5, Students shall not use the system to encourage the use of drugs, alcohol, or tobacco, nor shall they promote
unethical practices or any activity prohibited by law, Board policy, or administrative regulations.

4. Students shall not use the system to engage in commercial or other for-profit activities.
7. Students shall not use the system to threaten, intimidate, harass, or ridicule other students or staff.
8. Copyrighted material shall be posted online only in accordance with applicable copyright laws.

Any materials utilized for research projects should be given proper credit as with any other printed source of
infarmation.

pos

Students shall not intentionally upload, download, or create computer viruses and/or maliciously attempt to
harm or destroy district equipment or materials or manipulate the data of any other user, including so-called
"hacking."

10. Students shall not attempt to interfere with other users' ability to send or receive email, nor shall they attempt



to read, delete, copy, modify, or use another individual's identity.

11. Students shall report any security problem or misuse of the services to the teacher or principal.

The district reserves the right to monitor use of the district's systems for improper use without advance notice or
consent. Students shall be informed that computer files and electronic communications, including email, are not
private and may be accessed by the district for the purpose of ensuring proper use.

Whenever a student is found to have violated Board policy, administrative regulation, or the district's Acceptable Use
Agreement, the principal or designee may cancel or limit a student's user privileges or increase supervision of the
student's use of the district's technological resources, as appropriate, Inappropriate use also may result in disciplinary
action and/or legal action in accordance with law and Board palicy.




