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ATM AND DEBIT
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Connecting with customers.

ATM & Debit
Card Safety

A Check Your Debit Account
Regularly

| st Place Winner
Olivia Bromander

) contact
- he incident.
£ Count Your Cash Later the incident.
Once you’ve completed

n, put your money away

E2A Protect Your Card and PIN

Do not reveal your PIN to anyone.
imbers that are easily
‘your personal identity.

A Take the Receipt With You
Discarded ATM receipts can lead to
identity theft and account hijacking.

EA Conduct Your Transactions
Privately
hes you key in your S
body and free hand ] ?_'l’lsnedfs“:u%ghﬂﬂg and
ad during Use on when using an
ATM at night. If the lights at the
eus . TM are not working, don’t use
EJ Be Watchful for “Skimmers ; Yo
Do not y i s that
ool has been tampered with. This
machine could be a “skimmer”” which is
used to copy id ¢ information.
EA Lock Your Car
If you leave your car and walk
to the ATM, turn off yoy
ignition and lock
your

EA Take a Friend at Night
1f you use the ATM at night, consider
taking

EASTCAMBRIDGE
SAVINGS BANK

Connecting with customers.

ATM & Debit Card

SAFETY

With the banking convenience East Cambridge Savings Bank

made possible with Automated
Teller Machines (ATMs) and other
Point of Sale terminals comes an
increased need for security and
personal caution. This includes
protecting your ATM card number,
Debit Card number, Personal
Identification Number (PIN) ,

and cash, and being aware of the
condition of the machine and your
surroundings. it's no longer enough
to take measures to protect your
physical safety and your cash after
a transaction at the ATM-now you
must be aware of cameras and
skimming devices that secretly
record (steal) your bank account
numbers and PIN numbers.

afety & Security Checklis

@EastCambSavBank

1.866.354.ECSB
(3272)

ECSB.com

ELECTRONIC &

S PERSONAL TIPS

Take the Receipt
With You

Observe Lighting

Protect Your Card and Pin and Landscape

3rd Place Winner
Jaryd Wallace

Take a Friend at Night

Conduct Your
Transactions Privately
: M, Check Your Debit Card
kly Account Frequently

Be Watchful of
Skimmers

Count Your Cash Later

Lock Your Car

v
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EASTCAMBRIDGE
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Connecting with customers.

With the banking convenience
made possible with Automated Teller
Machines (ATMs) and other Point of
Sale terminals comes an increased
need for security and personal caution.
This includes protecting your ATM card
number, Debit Card number, Personal
Identification Number (PIN), and cash,
and being aware of the condition of the
machine and your surroundings.
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FOLLOW US ON TWITTER
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N

It’s no longer enough to take measures
to protect your physical safety and your
cash after a transaction at the ATM
now you must be aware of cameras and
i ing devi that ly record
(steal) your bank account numbers and
PIN numbers. Here are some other
tips for safer transactions both Elec-
tronic and Personal:

MONDAY-FRIDAY 9AM-6PM

EASTCAMBRIDGE
SAVINGS BANK

Connecting with customers.

ELEGHRONIGC SAEERY |

Protect your ATM and debit cards
if it were cash. Report lost or stole

2nd Place Winner
Lauren Patrice

cards immediately. Dor’t write your
Personal Identification Number (PIN)
on your card or give the number out to
anyone, including friends and family.

Use common courtesy at the ATM. Give e s DD

statement, e.g. ch: for items
that you didn’t order, cash withdrawals.
that you didn’t make. Then contact your

efficiently, make sure no one watches
you key in your PIN number. Use yor
body and free hand to shield the ATM
keypad during the transaction.

bank immediately to report the incident.

OBSERVE LIGHTING AND LANDSCAPE

wtion when using an ATM at

BE WATCHFUL FOR "SKIMMERS™

Do not swipe your card in machines that
claim to clean, re-m: or renew
your card. If the machine looks like it has

been tampered with, re-manufactured or
has any loose parts don't use it. This

used to copy identifying information from out of the ordinary at an ATM

the magnetic strip on your card.

Never leave the receipt behind, even Once you've completed your ATM

after an incomplete transaction. Discard TAKE A FRIEND AT NIGHT transaction, put your money away

ed ATM receipts can lead to identity theft! immediately and leave the ATM premises.
later.

and account hijacking. If you use the ATM at night, consider 'S best to count your money
taking a friend along.

ELECTROMC SAFETY TIPS

3rd Place Winner
Tyrell Moore
|

® Protect Your Card and PIN
otect your ATM and debit cards 3s IF it were

epart Jost or stalen cards immediately

* Lock Your Car
1 you leave your car and walk 8o the ATM, tuen off
your igniion and leck your car. 1f you use a

e to voll up passenger wisdows and

Dt share your Peesonal Wdentification nursber
{PIN) 1o ammyone.

» Conduct Your Transactions Privatcly
Use commeoa courtesy at the ATM. Give people
ahead of you oe 10 € 1 their transactions.
Use your body o and free hand to shicld the
AT keypad during the transaction.

* e Watchlul for “Skimmens™

D et swipe your cand i machines that claien 1o

» Observe Lighting and Landscape
Use extra cantion whee wsing an ATM at night. i
the bights at the ATM a i
Its abways god 10 motify the basik about asything
aut of the ordinary

Yot var
at your bank ATM or other

akieg, dont e it

® Tuke a Fricnd st Night
18 you use the ATM at night, consider taking 4
dlean, te-magnetizc of senew your card friend.

 Take the Recelpt With You
Never Leave the receipt behind

 Count your cash later
Once you've completed yossr transaction, pt your

® Check Your Debit Card Acconnt Frequently money sway immsedistely and leave the ATM peem

Never Leave the reveipt behind




