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Course Overview

This course begins with an introduction to Google Applications, providing students with essential skills in using tools like Docs, Sheets, Slides, and
Forms to enhance digital literacy, communication, and productivity.

Computer Science is the study of the theory and methods of processing information using digital computers, including the design of computer
hardware and software, and the wide-ranging applications of technology. Students will explore core topics such as computational thinking, computer
programming, the design and development of interactive animations, games, and applications, as well as data gathering and analysis.

In the final units, students will investigate Cybersecurity, the Global Impact of computing innovations, and explore Problem Solving with Artificial
Intelligence (Al)—addressing ethical concerns, real-world applications, and the evolving role of Al in society.

The course content below follows the 21st Century Life and Careers.

Course Content and Outline:

Topics Timeline

e Google Applications
e The Problem Solving Process
e Computers and Problem Solving

Unit 1: Google Applications, Computers & Problem
Solving

Approximately 4 weeks

Unit 2: Interactive Animation & Games

Images and Animations Approximately 7 weeks
Building Games

Unit 3: The Design Process, Data & Society Identifying Real-World Problems Approximately 4-5 weeks
Designing User-Centered Solutions
Collecting and Analyzing Data

Prototyping, Testing, and Refining Apps



https://www.nj.gov/education/standards/clicks/Docs/2014_9.3_21LifeAndCareers.pdf

Unit 4: Cybersecurity & Global Impacts, Problem
Solving with Al

Cybersecurity and Personal Data Protection Approximately 4-5 weeks
Ethics and Global Effects of Technology
Introduction to Artificial Intelligence

Designing Al Solutions for Real-World Challenges

Course Expectations and Skills:

Google Applications
e Master productivity tools including Google Docs, Sheets, Slides, and Forms to support digital communication, organization, and collaboration.

Computers & Problem Solving
e Understand the function of computers as problem-solving machines.
e Learn how computers process and analyze information.
e Final Project: Propose an app to solve a real-world problem.

Interactive Animations & Games
e Create programmatic images, animations, and games.
e |earn fundamental programming concepts and apply them to build interactive projects.
e Final Project: Design a personalized interactive game or artwork.

The Design Process
e Apply computer science to solve social and user-centered problems.
e Collaborate on iterative team-based projects using App Lab.
e Prototype, test, and refine solutions based on user feedback.

Data & Society
e Understand data representation, collection, and analysis.
e Explore the role of data in solving problems and making decisions.
e Final Project: Collect and analyze data to create an automated solution.

Cybersecurity & Global Impacts
e Examine how computing innovations affect society positively and negatively.
e Explore cybersecurity threats and techniques to protect digital information.
e Participate in a mock “School of the Future” conference to propose tech-based school improvements.

Problem Solving with Al
e Learn to critically evaluate and refine Al-generated content.
e Experiment with Al tools while understanding their limitations and ethical implications.
e Develop responsible and effective Al problem-solving strategies through iterative testing and analysis.



Materials Needed
Chromebook

Resources
Code.org Website, Videos, and Activity Guides

Grading Scale

Students will earn their grades based on the following categories of assignments:
- Assessments: 40%
- Classwork Assignments: 60%

Late Work Submission Policy

Daily Work: A pupil who has been absent from school will be given an opportunity to make up assignments, provided the assignments are completed
during a period equal to the length of his/her absence. That period may be extended for the completion of long term assignments at the discretion of
the teacher (on an individual basis and specific to the reason for absence when clearly communicated with the teacher)

When Due Dates are Posted for Assignments: There will be a 10% reduction for every day late after the posted due date in Genesis, with a maximum
of five days late

Grade Level Eligibility: Grades 9 - 12
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Unit Title: Google Applications, Computers & Problem Solving

This introductory unit combines foundational digital skills with a hands-on exploration of computer science and the problem-solving process.
Students begin by developing proficiency in Google Applications, including Google Docs, Slides, Sheets, Forms, and Drive. These tools are
infroduced as essential resources for organization, collaboration, and communication, setting the stage for effective work throughout the course.
Students will learn how to create and manage documents, presentations, and spreadsheets, as well as how to collect and analyze data using
Google Forms. By integrating these applications into class activities and projects, students gain practical experience in producing professional,
shareable digital work.

Building on these skills, students transition into the Problem Solving portion of the unit, a highly interactive and collaborative infroduction to the field
of computer science. Through a series of puzzles, challenges, and real-world scenarios, students are introduced to a structured problem-solving
process that they will revisit throughout the course. They explore how computers input, output, store, and process information to assist humans in
solving problems efficiently.

The unit culminates with a capstone project, in which students design and prototype an application that addresses a real-world problem of their
choice. This project not only reinforces problem-solving strategies but also encourages creativity, critical thinking, and the practical application of
both computer science concepts and Google Applications.




Essential Questions

Enduring Understanding

1. How can digital tools like Google Applications help me organize,
communicate, and collaborate more effectively?

2. In what ways can | use Google Applications to create, share,
and present information for different audiences?

3. How can collecting, analyzing, and visualizing data with Google
Applications support problem-solving and decision-making?

4. What strategies and processes can | use to become a more
effective problem solver?

5. How do computers help people to solve problems?

6. How do people and computers approach problems differently?

7. What does a computer need from people in order to solve
problems effectively?

Students will learn how to:

e Use Google Applications to organize work, communicate, and
collaborate effectively.

e Create, share, and present information to different audiences
using Google Docs, Slides, and Sheets.

e Collect, analyze, and visualize data with Google Forms and
Sheets to support decision-making and problem-solving.

e Apply a structured problem-solving process to tackle challenges
and refine solutions.

e Explain how computers process and store information to help
humans solve problems.
Compare how humans and computers approach problems and
identify strengths of each.

e Provide clear input and instructions to computers to ensure
problems are solved effectively.

Tier 2 Vocabulary
High-frequency words used throughout the unit

Tier 3 Vocabulary
Discipline-specific words used throughout the unit

Analyze, apply, collaborate, communicate, compare, create, evaluate,
format, interpret, organize, present, process, refine, solve, visualize

Algorithm, cloud storage, data visualization, database, debugging, Drive
(Google Drive), Doc (Google Docs), Slide (Google Slides), Sheet (Google
Sheets), Form (Google Forms), file sharing, input, output, problem-solving
process, add-ons (Google Workspace tools/extensions)




Unit Learning Targets/Goals/Outcomes

Learning Target

Standards:

10.

11.

12.
13.

14.
15.

16.

17.

18.

19.

20.

21

Create and format digital documents, presentations, and
spreadsheets using Google Docs, Slides, and Sheets to
communicate ideas clearly.

Collaborate and share work in real time using Google Drive and
built-in commenting and feedback tools.

Collect, organize, and analyze data using Google Forms and
Sheets to support problem-solving and decision-making.
Integrate multiple Google Applications to complete tasks and
present information effectively to an audience.

Communicate and collaborate with classmates in order to solve a
problem

Interactively improve a solution to a problem

Identify different strategies used to solve a problem

Given a problem, identify individual actions that would fall within
each step of the problem solving process

Identify useful strategies within each step of the problem solving
process

Apply the problem solving process to approach a variety of
problems

Assess how well-defined a problem is and use strategies to
define the problem more precisely

Identify a computer as a machine that processes information
Provide a high level description of the different parts of the Input -
Output - Store - Process model of a computer

Identify the inputs and outputs of common computing devices
Select the inputs and outputs used to perform common
computing tasks

Define processing as the work done (possibly by a computer) to
turn an input into an output

Define an algorithm as the series of commands a computer uses
to process information

Develop and iteratively improve an algorithm for processing
information based on given constraints

Describe how information can be processed to solve a particular
problem.

Identify a possible source of a given input.

. Determine what information should be stored on a device for

later.
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22. Identify and define a problem that could be solved using
computing

23. Design an app that inputs, outputs, stores, and processes
information in order to solve a problem

24. Provide and incorporate targeted peer feedback to improve a
computing artifact

INSTRUCTIONAL STRATEGIES & RESOURCES

Activities/Assignments

Instructional and Supplemental Materials and Texts

e Code.org Website, Videos, and Activity Guides

e Think-Pair-Share - a three-part activity where students are
presented with a problem or task to work on.

e Peer feedback - the practice where students give each other
feedback on work they have done.

Google Application Activities

* Docs, Slides, Sheets & Forms

Chapter 1 - The Problem Solving Process
* Intro to Problem Solving
» The Problem Solving Process
* Exploring Problem Solving

Chapter 2 — Computers and Problem Solving
* What is a Computer
* Input and Output
* Processing
» Apps and Storage
* Project: Propose an App

Code.org website, videos, and activity guides

ACCOMMODATION/MODIFICATION OPTIONS: General Classes, Special Education, 504 Students, At Risk Students, Gifted & Talented



https://resources.finalsite.net/images/v1709150953/bhprsdorg/kjye4ekzjoi2fxxudzhz/general.pdf
https://resources.finalsite.net/images/v1709150954/bhprsdorg/eema4kevjzx2cpemchhb/specialeducation.pdf
https://resources.finalsite.net/images/v1709150955/bhprsdorg/jpe4s1ytyekqahnq5i2l/504.pdf
https://resources.finalsite.net/images/v1709150957/bhprsdorg/gi6gthzl3xmklm9mouhs/atrisk.pdf
https://resources.finalsite.net/images/v1751310324/bhprsdorg/sqeysf7vxyj6bne01b07/GiftedandTalented.pdf

Assessments:

Formative Summative
Questioning Strategies & Discussion e Google Application Test
Google Application Activity Assignments e Unit 1 Test
Chapter 1 Quiz e Unit 1 Project: Create & Propose an App

Chapter 2 Quiz
Classwork/Homework
Assignments

Interdisciplinary Connections:

English Language Arts (ELA) Standards (NJSLS-ELA)

e RI.11-12.7 — Integrate and evaluate multiple sources of information (ex: gathering data from Forms and Sheets to support problem analysis)

o W.11-12.2 — Write informative/explanatory texts to examine complex ideas (ex: documenting steps of the problem-solving process or
algorithm design)
W.11-12.6 — Use technology to produce and publish writing and collaborate with others (ex: co-editing project reports in Google Docs)
SL.11-12.1 — Initiate and participate effectively in collaborative discussions (ex: collaborating on shared Google Slides or Docs to refine
solutions)

e SL.11-12.4 — Present information clearly and persuasively (ex: presenting app prototypes or data findings using Google Slides)

Mathematics Standards (NJSLS-Math)

S-ID.A.1 — Represent data with plots and interpret results (ex: creating charts in Google Sheets to visualize survey results)

S-ID.B.6 — Use scatter plots and regression to analyze relationships (ex: analyzing trends in collected data from Google Forms)
S-ID.C.9 — Distinguish between correlation and causation (ex: interpreting results of a class survey and identifying influencing factors)
N-Q.A.1 — Use units to solve multi-step, real-world problems (ex: calculating averages or percentages from collected data)

Social Studies Standards (NJSLS-SS)
e 6.1.12.EconEM.9.a — Analyze how data influences decision-making and problem-solving (ex: using survey results to propose real-world
solutions)
e 6.1.12.HistoryCC.16.a — Use digital tools to collect and evaluate information about current issues (ex: gathering and organizing research in
Google Sheets and Docs)
e 6.3.12.CivicsPD.1 — Use technology and digital tools to communicate solutions to community problems (ex: presenting a Google Slides
project on a problem-solving app concept)
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Unit Title: Interactive Animation & Games

In this unit, students deepen their understanding of programming by creating interactive animations, digital art, and simple games using block-based
or text-based coding platforms. Building on foundational knowledge from Unit 1, they begin by using basic shapes and commands to design visual
outputs, then progressively advance to working with sprites, movement, user input, and conditionals to build increasingly complex, interactive
experiences.

As they learn to combine smaller programming elements info cohesive projects, students also explore core computer science concepts such as
variables, events, loops, functions, and abstraction. They are introduced to the design process used by professional developers: planning,
prototyping, testing, debugging, and iterating. Emphasis is placed on user experience and engagement, with students encouraged to consider
audience interaction when designing their programs.

Throughout the unit, students are challenged to think like designers and developers—embracing failure as a tool for growth, reflecting on their
process, and revising their work to improve functionality and creativity. This culminates in a capstone project: a personalized, interactive game or
animation that showcases their creativity, logic, and technical skills. Students will present and explain their projects, highlighting their design
decisions and how they overcame programming challenges through testing and iteration.

By the end of this unit, students will not only understand the building blocks of interactive programming but also gain confidence in their ability to
create functional, engaging digital experiences from the ground up.

Essential Questions Enduring Understanding
1. What is a computer program? Students will learn how to:
2. What are the core features of most programming languages? e Create an interactive animation or game that includes
3. How does programming enable creativity and individual basic programming concepts such as control structures,
expression? variables, user input, and randomness.
4. What practices and strategies will help me as | write e Work with others to break down tasks using objects
programs? (sprites) and functions.
5. How do software developers manage complexity and scale? e Give and respond constructively to peer feedback and




6. How can programs be organized so that common problems
only need to be solved once?

7. How can | build on previous solutions to create even more
complex behavior?

work with their teammates to complete a project.
e View themselves as computer programmers, and see
programming as a fun and creative form of expression.

Both of the major projects at the end of each chapter offer students an
opportunity to demonstrate what they’ve learned while leveraging
creativity and peer feedback.

Tier 2 Vocabulary
High-frequency words used throughout the unit

Tier 3 Vocabulary
Discipline-specific words used throughout the unit

Analyze, apply, compare, create, design, develop, evaluate, identify,
interpret, iterate, modify, organize, plan, reflect, test

Algorithm, animation, bug, conditional statement, debugging, event,
function (or procedure), input, loop (iteration), output, program (or script),
sprite, user interaction (or user input), variable, coordinate system

Unit Learning Targets/Goals/Outcomes

Learning Target

Standards:

1. Identify how computer science is used in a field of
entertainment.

2. Reason about locations on the Game Lab coordinate grid.

3. Communicate how to draw an image in Game Lab, accounting
for shape position, color, and order.

4. Use a coordinate system to place elements on the screen.

5. Sequence code correctly to overlay shapes.

6. Use and reason about drawing commands with multiple

parameters.

Generate and use random numbers in a program.

Identify a variable as a way to label and reference a value in a

program.

9. Use variables in a program to store a piece of information that
is used multiple times.

10. Create and use a sprite. Use dot notation to update a sprite's
properties.

11. Explain how the draw loop allows for the creation of
animations in Game Lab.

12. Use the draw loop in combination with the randomNumber()
command, shapes, and sprites to make simple animations.

© N
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13.
14.
15.
16.

17.

18.

19.
20.
. Respond to a variety of types of user input.
22.

21

23.
24.
25.
26.
27.
28.
29.
30.

31.
32.

33.

34.
35.

36.

Describe the connection between updating a sprite's location
properties and sprite movement on the screen.

Read and follow the steps of a short program written in
pseudocode that manipulates variable values.

Use the counter pattern to increment or decrement sprite
properties.

Identify which sprite properties need to be changed, and in
what way, to achieve a specific movement

Evaluate simple and compound Boolean statements. Use the
value of a Boolean statement to determine whether a
command should be executed.

Use conditionals to react to changes in variables and sprite
properties and to keyboard input.

Move sprites in response to keyboard input.

Use an if-else statement to control the flow of a program.

Use conditionals to react to keyboard input or changes in
variables / properties.

Sequence commands to draw in the proper order.

Apply an iterator pattern to variables or properties in a loop.
Use the velocity and rotationSpeed blocks to create and
change sprite movements.

Describe the advantages of simplifying code by using higher
level blocks.

Detect when sprites are touching or overlapping and change
the program in response.

Describe how abstractions help to manage the complexity of
code.

Use sprite velocity with the counter pattern to create different
types of sprite movement.

Explain how individual programming constructs can be
combined to create more complex behavior.

Model different types of interactions between sprites.
Describe how abstractions can be built upon to develop even
further abstractions.

Create and use functions for blocks of code that perform a
single high-level task within a program.

Explain the advantages of using functions in a program.
Explain how abstractions allow programmers to reason about
a program at a higher level.

Implement different features of a program by following a
structured project guide.

20.
.8.212.E.3
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

21
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37. Identify core programming constructs necessary to build
different components of a game.

38. Independently scope the features of a piece of software.

39. Create a plan for building a piece of software by describing its
major components.

40. Implement a plan for creating a piece of software.

INSTRUCTIONAL STRATEGIES & RESOURCES

Activities/Assignments Instructional and Supplemental Materials and Texts

Code.org Website, Videos, and Activity Guides Code.org website, videos, and activity guides

. Think-Pair-Share - a three-part activity where students are
presented with a problem or task to work on.

3. Peer feedback - the practice where students give each

other feedback on work they have done.

N —

Chapter 1 — Images and Animations
Programming for Entertainment
Plotting Shapes

Drawing in Game Lab

Shapes and Randomization
Variables

Sprites

The Draw Loop

Sprite Movement

Conditionals

Keyboard Input

Other Forms of Input

Mini Project - Robot Face

Mini Project - Create a Scene

Chapter 2 — Building Games
e Velocity
Collision Detection
Complex Sprite Movement
Collisions
Functions
Lesson 20: The Game Design Process
Lesson 21: Using the Game Design Process
e lesson 22: Project — Design a Game

ACCOMMODATION/MODIFICATION OPTIONS: General Classes, Special Education, 504 Students, At Risk Students, Gifted & Talented



https://resources.finalsite.net/images/v1709150953/bhprsdorg/kjye4ekzjoi2fxxudzhz/general.pdf
https://resources.finalsite.net/images/v1709150954/bhprsdorg/eema4kevjzx2cpemchhb/specialeducation.pdf
https://resources.finalsite.net/images/v1709150955/bhprsdorg/jpe4s1ytyekqahnq5i2l/504.pdf
https://resources.finalsite.net/images/v1709150957/bhprsdorg/gi6gthzl3xmklm9mouhs/atrisk.pdf
https://resources.finalsite.net/images/v1751310324/bhprsdorg/sqeysf7vxyj6bne01b07/GiftedandTalented.pdf

Assessments:

Formative Summative
e Questioning Strategies & Discussion e Unit 2 Test
e Robot Face Mini Project e Unit 2 Projects
e Create a Scene/Animated Scene Mini Projects o Hero/Villain
e Classwork/Homework o Creating a Video Game
e Assignments

Interdisciplinary Connections:

English Language Arts (ELA) Standards (NJSLS-ELA)

e W.11-12.2 — Write informative/explanatory texts to examine complex ideas
Ex: Writing a project plan that explains the game’s concept, audience, and functionality
e W.11-12.6 — Use technology to produce and publish writing and collaborate with others
Ex: Creating shared design documents and coding journals to track progress and iterations
e SL.11-12.1 — Initiate and participate effectively in collaborative discussions
Ex: Participating in team discussions to troubleshoot code and refine game mechanics
e SL.11-12.4 — Present information clearly and persuasively
Ex: Presenting an interactive game or animation and explaining design decisions to peers

Mathematics Standards (NJSLS-Math)

e G-GPE.B.5 — Use coordinate geometry to solve problems involving shapes and movement
Ex: Plotting sprite movement and object interactions using an (x, y) coordinate grid
e S-ID.A.1 — Represent data with plots and interpret results
Ex: Tracking player testing results or game performance metrics and representing them visually
e S-ID.C.9 - Distinguish between correlation and causation
Ex: Evaluating whether game design changes truly cause improved user engagement during testing
e N-Q.A.1 - Use units and quantitative reasoning to solve real-world problems
Ex: Calculating timing intervals, sprite speeds, or scoring systems in a game project




Career Readiness, Life Literacies, and Key Skills (NJSLS 9.4)

e 9.4.12.Cl.1 — Demonstrate the ability to reflect, analyze, and use creative thinking skills to solve problems
Ex: lterating game designs to improve user experience based on testing and feedback
e 9.4.12.DC.1 — Analyze the capabilities and limitations of current and emerging digital tools
Ex: Evaluating different coding platforms or engines for creating games and animations
e 9.4.12.IML.7 — Evaluate the validity and reliability of digital content
Ex: Reviewing tutorials, coding resources, or online forums to support development and troubleshooting
e 9.412.CT.2 — Explain and use critical thinking and problem-solving strategies during the creative process
Ex: Breaking down coding challenges into manageable steps to debug and optimize a program
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Unit Title: The Design Process, Data & Society

own data and use it to develop an automated solution to a problem.

The Design Process unit transitions students from thinking about computer science as a tool to solve their own problems towards considering the broader social
impacts of computing. Through a series of design challenges, students are asked to consider and understand the needs of others while developing a solution to a
problem. The second half of the unit consists of an iterative team project, during which students have the opportunity to identify a need that they care about,
prototype solutions both on paper and in App Lab, and test their solutions with real users to get feedback and drive further iteration.

The Data and Society unit is about the importance of using data to solve problems and it highlights how computers can help in this process. The first chapter
explores different systems used to represent information in a computer and the challenges and tradeoffs posed by using them. In the second chapter, students
learn how collections of data are used to solve problems, and how computers help to automate the steps of this process. In the final project, students gather their

Essential Questions

Enduring Understanding

The Design Process:

1. How do designers identify the needs of their user?

2. How can we ensure that a user's needs are met by our designs?
3. What processes will best allow us to efficiently create, test, and
iterate upon our designs?

4. How do teams effectively work together to develop software?

5. What roles beyond programming are necessary to design and
develop software?

6. How do designers incorporate feedback into multiple iterations

of a product?

Data & Society:
1. 1.Why is representation important in problem solving?
2. What features does a representation system need to be useful?
3. What is necessary to create usable binary representation
systems?

The Design Process:

Students will learn how to:

° Incorporate the design process
Determine the needs of the user in design
Create a user interface

Use feedback from testing

Design an app

Create a working prototype

Pitch an idea they developed

By the end of the unit, students should see the design process as
a form of problem solving that prioritizes the needs of a user. They
should be able to identify user needs and assess how well
different designs address them. In particular they know how to
develop a paper and digital prototype, gather and respond to
feedback about a prototype, and consider ways different user




4. How can we combine systems together to get more complex

information?

How does data help us to solve problems?

How do computers and humans use data differently?

What parts of the data problem solving process can be

automated?

8. What kinds of problems do computers use data to solve in the
real world?

No o

interfaces do or do not affect the usability of their apps. Students
should leave the unit with a basic understand of other roles in
software development, such as product management, marketing,
design, and testing, and to use what they have learned as a tool
for social impact.

Data & Society:

Students will learn how to:

Use data to solve problems

See patterns in data and understand what it means
Use binary programing

Keep data secure

Use data in problem solving

Interpret data

Automate data decisions

Make recommendations based on data

By the end of the unit, students should have a broad
understanding of the role of data and data representation in
solving information problems. They should be able to explain the
necessary components of any data representation scheme, as
well as the particulars of binary and common ways that various
types of simple and complex data are represented in binary code.
Students should also be able to design and implement a
data-based solution to a given problem and determine how the
different aspects of this problem solving process could be
automated.

Tier 2 Vocabulary
High-frequency words used throughout the unit

Tier 3 Vocabulary
Discipline-specific words used throughout the unit

Empathy - In design, paying attention to a user's feelings and needs when
designing a product.
User - Someone who uses an object, including software and hardware.

Usability - How easy, efficient, and satisfying it is to use a human-made object
or device (including software)
Prototype - A first or early model of a product that allows you to test

User Interface - The visual elements of a program through which a user controls
or communicates with the application. Often abbreviated Ul.

ASCII - a popular system for representing text in binary

Binary System - a way of representing information using only two options

Bit - a single piece of binary information

Pixel - a tiny square or dot which contains a single point of color of a larger




assumptions before developing a final version.

Bug - Part of a program that does not work correctly.

Feature - Part of a program that adds functionality for the user

Decode - to change how information is represented so that it can be read by a
person

Encode - to change how information is represented so that it can be read by a
computer

image.
Decrypt - to change information so that its hidden meaning is shown
Encrypt - to change information so that its meaning is hidden

Unit Learning Targets/Goals/Outcomes

Learning Target Standards:

The Design Process: The Design Process:
1 8.2.2.D.5

1. Critically evaluate an object for how well its design meets a given 2 8.2.12.C.23.8.2.12.C.34.8.2.12.C.2
set of needs 5. 8.2.12.C4
2. Identify empathy for the user as an important component of the 6. 8.2.12.D.6
design process 7 8.2.12.C.2
3. Critique a design through the perspective of a user profile. 8 8.2.12.C.7
4 Design improvements to a product based on a user profile. 9. 8.2.12.D.1
5. Generate multiple strategies for meeting user needs. 10. 8.2.12.D0.1 11.8.2.12.D0.1 12. 8.2.12.D.6 13. 8.2.12.D.6
6 Organize ideas and strategies into meaningful categories. 14. 8.2.12.D.6
7 Analyze and select the most appropriate strategies to meet user 15. 8.2.12.C.7 16. 8.2.12.C.7 17. 8.2.12.C.7
needs 18. 8.2.12.CA1
8. Use a paper prototype to test the design of an app. 19. 8.2.12.A.2
9. Collect and analyze feedback from user testing with a paper 20. 8.2.12.C.2
prototype. 21. 8.2.12.C.6
10. Use feedback to create a plan for further development of an app 22. 8.1.12.E1

11. Categorize and prioritize user feedback for an app

12. Improve a screen design based on user feedback.

13. Conduct an interview to collect information about user needs
14. Analyze interview notes to identify specific user needs

15. Design the functionality of an app to address the specific needs

of a user

23. 8.1.12.E.1
24. 8.1.12.E.1
25. 8.2.12.D.2
26. 8.1.12.A.3
27. 8.2.12.C.6
28. 8.2.12.E.329. 8.2.12.E.1 30. 8.2.12.E.1 31. 8.2.12.E.3




16. Identify improvements to an app based on user testing
17. Design the user interface of an app
18. Develop a plan for collaborating with others to design a

computational artifact

19. Describe the target users for a computational artifact

20. Evaluate a design based its ability to meet target user's needs
21. Evaluate the purpose and impact of a computational artifact 22.
Explain the role of paper prototypes in app development.

23. Create a paper prototype that incorporates the user flow for a
computational artifact.

24. Design and run test that use paper prototypes to gather
feedback on a design

25. Analyze user tests to identify features that should be removed,
added, or improved

26. Assign roles and responsibilities to each team member when
collaborating to create a digital artifact

27. Select the appropriate input element for a given type of
information

28. Create a digital prototype of an application screen

29. Create an event that detects and responds to user input

30. Integrate all components from collaborative work into a final
computational artifact.

31. Create a digital prototype that incorporates the user flow for a

computational artifact

32. Design and run tests that use digital prototypes to gather
feedback on a design

33. Analyze user feedback and test results on a computational
artifact

34. Categorize and prioritize the issues according to impact and
ease of implementation

35. Present technical information clearly to non-technical users
36. Reflect on the development of an ongoing project

Data & Society:

1. Provide examples of how representing data in different ways
can affect its ability to solve different problems.

2. Choose the best way to represent some information based on
how it will be used.

3. Describe the necessary features of a system for representing
information

4, Create and use a system for representing information

32. 8.2.12.E.4
33. 8.2.12.D.6
34. 8.2.12.E4
35. 8.2.12.D.6
36. 8.2.12.D.6

Data & Society:

8.2.12.C.2

8.2.12.CA1

8.2.12.B.1

8.2.12.A.2

. 8.212.E.16.8212E17.8.2.12.E4 8. 8.2.12.E.4 9.
8.2.12.E4

10. 8.2.12.E4

1. 8.1.12.D1

12. 8.1.12.D1

13. 8.1.12.CA1

14. 8.1.12.D.2

15. 8.1.12.F.116. 8.1.12.F.1 17. 8.1.12.F1

agrwN=

18. 8.1.12.F.1
19. 8.2.12.E.1 20. 8.2.12.E.1
21.8.212.E.2




5. Define a binary system as one that uses just two possible states
to represent information

6. Use the ASCII system to encode and decode text information in
binary

7. Create and manipulate binary patterns to represent black and
white images

8. Describe common features of systems used to represent
information in binary 9. Use a binary system to represent numbers.

10. Extend a representation system based on patterns.

1. Apply a method of encryption to ensure the secure transmission
of data.
12. Use both physical and digital security measures to secure data.

13. Use multiple binary systems to decode information.

14. Determine the most appropriate encoding system for a given
piece of information.

15. Choose and justify the use of different binary representation
systems depending on the information being represented

16. Encode and decode information represented in binary numbers
and ASCII text
17. Create a generalized representation system for many instances

of a complex type of information
18. Use the problem solving process to answer a question using
data.

19. Identify and collect relevant data to help solve a problem.
20. Use data to draw conclusions.
21. Give examples of how data is collected from sensors and

tracking user behavior.

INSTRUCTIONAL STRATEGIES & RESOURCES

Activities/Assignments

Instructional and Supplemental Materials and Texts

1. Code.org Website, Videos, and Activity Guides

presented with a problem or task to work on.

3. Peer feedback - the practice where students give each
other feedback on work they have done.

2. Think-Pair-Share - a three-part activity where students are

Khan Academy, CodeHS




4. Journaling - a tool for individual reflection in a form that
can be revisited as students develop their skills and
understandings.

Chapter 1 - User Centered Design

. Lesson 1: Designing with Empathy

. Lesson 2: Understanding Your User

. Lesson 3: User-Centered Design — Define & Prepare
. Lesson 4: User Centered Design — Try & Reflect

. Lesson 5: User Interfaces

. Lesson 6: Feedback & Testing

. Lesson 7: Identifying User Needs

. Lesson 8: Project - Paper Prototype

Chapter 2 - App Prototyping (Teams)

. Lesson 9: Designing Apps for Good

. Lesson 10: Market Research

. Lesson 11: Exploring Ul Elements

. Lesson 12: Build a Paper Prototype

. Lesson 13: Prototype Testing

. Lesson 14: Design Mode in App Lab

. Lesson 15: Build a Digital Prototype

. Lesson 16: Events in App Lab

. Lesson 17: Linking Prototype Screens
. Lesson 18: Testing the App

. Lesson 19: Bugs and Features

. Lesson 20: Updating Your Prototype

. Lesson 21: Project - App Presentation
. Post Project Test

ACCOMMODATION/MODIFICATION OPTIONS: General Classes, Special Education, 504 Students, At Risk Students, Gifted & Talented


https://resources.finalsite.net/images/v1709150953/bhprsdorg/kjye4ekzjoi2fxxudzhz/general.pdf
https://resources.finalsite.net/images/v1709150954/bhprsdorg/eema4kevjzx2cpemchhb/specialeducation.pdf
https://resources.finalsite.net/images/v1709150955/bhprsdorg/jpe4s1ytyekqahnq5i2l/504.pdf
https://resources.finalsite.net/images/v1709150957/bhprsdorg/gi6gthzl3xmklm9mouhs/atrisk.pdf
https://resources.finalsite.net/images/v1751310324/bhprsdorg/sqeysf7vxyj6bne01b07/GiftedandTalented.pdf

Assessments:

Formative Summative
° Questioning Strategies & Discussion ) Unit 3 Test
° Chapter 1 Quiz ° Unit 3 Projects:
° Chapter 2 Quiz Paper Prototype
. Classwork/Homework Assignments App Presentation

Interdisciplinary Connections:

The Design Process & Data and Society

1. Empathy, User-Centered Design & Critical Evaluation

Computer Science Standards: 8.2.12.C.2, C.3,C.4,D.6

ELA: Students practice writing interview questions, analyzing user responses, and composing design proposals with clarity and empathy.
Social Studies: Explore technology’s role in addressing community, civic, and global issues, incorporating ethics and cultural understanding.
Psychology/SEL: Discuss empathy in design, active listening, and developing solutions based on user personas.

2. Design Strategy, Problem Solving & Decision Making

Computer Science Standards: 8.2.12.C.2,D.2,C.4

Math: Organize and evaluate strategies using Venn diagrams, flowcharts, or matrices; compare and justify solutions using logical reasoning.
ELA: Use compare/contrast and argumentative writing structures to evaluate potential strategies for user needs.

Career Readiness (9.4.12.CT.3): Analyze challenges, generate and prioritize innovative solutions, and apply design thinking.

3. Prototyping, Testing & Feedback

Computer Science Standards: 8.1.12.E.1, 8.2.12.D.1, D.6, E.1-E .4

Visual & Media Arts: Create visual layouts and interface designs for paper and digital prototypes using principles of visual communication.
ELA: Conduct user testing, summarize feedback in written reports, and reflect on usability findings to inform revisions.

Math/Data Literacy: Collect and interpret feedback using surveys or rubrics, apply quantitative reasoning to justify design changes.

4. Data Literacy, Representation & Problem Solving
Computer Science Standards: 8.2.12.E.1-E .4, 8.1.12.D.1, D.2, F.1




Math: Use statistics and probability to identify patterns and make data-driven decisions. Apply binary systems and encryption for secure data
transfer.

Science: Analyze how sensors collect data, automate decisions using algorithms, and evaluate scientific models of representation.

Social Studies: Discuss how data is used in surveillance, social media, marketing, and policymaking. Explore privacy and ethical implications.

5. Automation, Algorithms & Ethical Impact

Computer Science Standards: 8.2.12.C .4, 8.2.12.C.6, 8.1.12.F.1

Math/Computer Science: Design and implement basic algorithms for sorting, classifying, or analyzing data.

ELA: Write research-based essays on ethical issues related to Al, data privacy, and automated decision-making.
Social Studies: Analyze how biased data affects real-world outcomes (e.g., predictive policing, loan approvals).
Career Readiness: Evaluate ethical considerations of technology use in workplace settings.

6. Communication, Collaboration & Reflection

Computer Science Standards: 8.2.12.C.1, 8.2.12.E.3, 8.1.12.A.3

ELA: Present technical and non-technical ideas clearly through oral presentations, visuals, and written documentation.

Career Readiness (9.4.12.IML, TL, CT): Collaborate using digital tools, assign roles in teams, and reflect on personal contributions and growth.
Visual Arts: Support communication through visual storytelling (e.g., storyboards, wireframes, infographics).

7. Visualizing & Representing Data

Computer Science Standards: 8.2.12.E.4, 8.1.12.F.1

Math: Build charts, graphs, and tables to visualize relationships and support conclusions. Use cross-tabulation to identify patterns.
ELA: Interpret and explain data visualizations in written form, creating infographics or data presentations.

Social Studies: Examine how data visualization can shape public opinion, influence media, or support civic action.
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Unit Title: Cybersecurity & Global Impacts, Problem Solving with Al

Cybersecurity & Global Impacts

In this unit, students learn how computing innovations have impacted the world in beneficial and harmful ways. Students explore how data can pose a threat to our
privacy and security and the ways that encryption and other techniques are used to protect it. Throughout the unit, they participate in a "school of the future”
conference in which they make a proposal for how best to improve school life with computing innovations.

Problem Solving with Al

As Al becomes increasingly integrated into daily life, students need to move beyond simply using Al tools—they must develop the skills to critically evaluate, refine,
and apply Al-generated content in responsible ways. This unit introduces students to Al as a collaborator in analytical and creative work, helping them explore
where Al succeeds, where it fails, and how human oversight improves Al-driven problem solving.

This unit blends hands-on Al experimentation with critical evaluation and refinement, guiding students through an iterative cycle of testing, analyzing, and
improving Al-generated outputs. Instead of passively accepting Al responses, students will actively investigate Al's reasoning, challenge its assumptions, and
refine its outputs through computational thinking and ethical frameworks.

Essential Questions Enduring Understanding
Cybersecurity & Global Impacts: Cybersecurity & Global Impacts:
How do computing innovations affect how we live, work, and Computing innovations have personal, cultural, economic, and ethical
communicate in a connected world? implications that shape how societies evolve.
In what ways can computing benefit society, and how might it cause Responsible computing involves evaluating the intended and unintended
harm? consequences of new technologies.
What ethical responsibilities do individuals and organizations have The privacy and security of data must be considered at all levels of




when collecting and using personal data?

Why is cybersecurity important, and how do we protect sensitive data in
a digital world?

What are the trade-offs between user privacy, convenience, and
security?

How can we design solutions that are both secure and user-friendly?

How can diverse perspectives improve technology and its impact
globally?

Problem Solving with Al:

How can artificial intelligence be used to solve real-world problems?

What are the benefits and risks of integrating Al into society and the
workplace?

How do bias and ethics affect the design and use of Al systems?
What is the role of data in training and evaluating Al models?

How does collaboration between people and Al change
problem-solving approaches?

In what ways does Al impact privacy, decision-making, and social
equity?

design—from users to global tech companies.

Cybersecurity threats are real and evolving; proactive knowledge and
security awareness are essential life skills.

Data privacy laws and regulations exist to balance user rights with
technological advancement, and students should understand their rights.

Collaboration and global connectivity can strengthen solutions to cyber
challenges through diverse perspectives.

Designing with security, accessibility, and usability in mind requires
thoughtful trade-offs and informed decision-making.

Problem Solving with Al:

Artificial intelligence is a tool that can be used to solve complex problems
and make data-driven decisions.

Al systems learn from data, and the quality and diversity of that data
directly affect their performance and fairness.

Designing Al responsibly requires an understanding of ethical
implications, bias, and potential societal consequences.

Human oversight and ethical design are critical to ensuring Al is used
safely and for the public good.

Problem-solving with Al involves creativity, logic, and collaboration across
multiple disciplines.

Al has the power to amplify or reduce inequities, depending on how it is
designed, implemented, and governed.

Tier 2 Vocabulary
High-frequency words used throughout the unit

Tier 3 Vocabulary
Discipline-specific words used throughout the unit

Cybersecurity:
Innovation — a new idea, method, or device; the act of introducing
something new

Cybersecurity:
Computing Innovation — a creation that includes a computer program as
an essential element of its function




Simulation — imitation of a real-world process for training or analysis

Privacy — the right to keep personal matters and relationships
confidential

Security — the state of being protected from danger or unauthorized
access

Risk — the possibility of loss, damage, or exposure to threat
Access — the ability or right to use or retrieve data or resources

Authentication — the process of verifying identity

Tradeoff — a balance achieved between two desirable but incompatible

features
Al:

Artifact — a product or result of human work, especially one with
purpose or design

Evaluate — to assess or judge the value, quality, or significance of
something

Refine — to improve something by making small changes

Accessible — easy to use or understand; available to a wide range of
people

Bias — a tendency or preference that interferes with objectivity
Troubleshooting — a process of diagnosing and resolving problems

Imagination — the ability to form ideas or images not present to the
senses

Originality — the ability to think independently and creatively

Personally Identifiable Information (Pll) — data that can be used to identify
an individual

Keylogging — tracking keystrokes to obtain sensitive information
Malware — malicious software designed to harm or exploit systems

Phishing — deceptive attempts to obtain personal information by posing as
a trustworthy entity

Rogue Access Point — an unauthorized wireless access device that can
compromise secure networks

Encryption — converting information into a coded format to prevent
unauthorized access

Decryption — the process of converting encrypted data back into its
original form

Public Key Encryption — cryptographic system using two keys: public for
encrypting, private for decrypting

Symmetric Key Encryption — encryption method using a single key for
both encryption and decryption

Computer Virus Scanning Software — tools that detect and eliminate
viruses from systems

Multi-factor Authentication — security process that requires multiple forms
of verification

Al:

Artificial Intelligence (Al) — a branch of computer science focused on
building systems that simulate human intelligence

Computational Artifact — anything created by a human using a computer,
such as software, a web page, or a simulation

Abstraction — the process of reducing complexity by focusing on essential
features and hiding implementation details




Algorithm — a finite set of instructions that accomplish a specific task

Procedures (in programming) — reusable sequences of instructions for
performing a task

Automated Processes — tasks carried out by a computer system with
minimal or no human input

Equity Deficits — gaps in fairness or access within systems or
technologies

Troubleshooting Strategies — step-by-step methods for diagnosing and
solving technical issues

Co-Creation — collaborative development of a product, especially between
humans and Al tools

Intellectual Property (IP) — creations of the mind, such as inventions or
artistic works, protected by law

Predictive Modeling — the use of statistics and algorithms to forecast
outcomes based on data

Data Privacy — the protection of personal data from unauthorized access
or disclosure

Unit Learning Targets/Goals/Outcomes

Learning Target

Standards:

Cybersecurity and Global Impacts:

1. Evaluate the personal, ethical, social, economic, and cultural
impacts of computing innovations.

2. Use collaborative digital tools to design solutions and connect
with people from diverse cultures and career fields.

3. Analyze and evaluate computational artifacts to maximize their

Cybersecurity and Global Impacts:

e 3A-IC-24: Evaluate the ways computing impacts personal, ethical,
social, economic, and cultural practices.

e 3A-IC-27: Use tools and methods for collaboration on a project to




10.

benefits and minimize harm to society.

Describe tradeoffs between making data public and maintaining
privacy and security.

Explain privacy concerns related to automated data collection
and user tracking.

Assess the social, legal, and ethical implications of privacy and
data sharing.

Debate laws, regulations, and ethics related to software
development and digital behavior.

Identify various cybersecurity threats such as malware,
phishing, and ransomware.

Recommend and compare security measures based on
usability, efficiency, feasibility, and ethical impact.

Understand how software developers protect systems and data
from unauthorized access.

Problem Solving with Al:

1.

Describe how artificial intelligence (Al) drives various software
and physical systems.

Explain how abstractions help hide implementation details in
computing systems and Al tools.

Use Al tools and programming procedures to create, test, and
refine digital artifacts.

Critically evaluate and improve Al-generated content for
usability and accessibility.

Identify ethical, cultural, and societal impacts of Al across
different contexts.

Examine how Al systems may collect and generate data in ways
that pose privacy concerns.

Apply systematic troubleshooting strategies to improve Al tool
outputs and performance.

Analyze and reduce bias in computational artifacts to promote
fairness and equity.

increase connectivity of people in different cultures and career
fields.

3B-IC-25: Evaluate computational artifacts to maximize their
beneficial effects and minimize harmful effects on society.

2-1C-23: Describe trade-offs between allowing information to be
public and keeping information private and secure.

3A-1C-29: Explain the privacy concerns related to the collection
and generation of data through automated processes that may not
be evident to users.

3A-IC-30: Evaluate the social and economic implications of privacy
in the context of safety, law, or ethics.

3B-IC-28: Debate laws and regulations that impact the
development and use of software.

3A-NI-05: Give examples to illustrate how sensitive data can be
affected by malware and other attacks.

3A-NI-06: Recommend security measures to address various
scenarios based on factors such as efficiency, feasibility, and
ethical impacts.

3A-NI-07: Compare various security measures, considering
trade-offs between usability and security.

3B-NI-04: Compare ways software developers protect devices and
information from unauthorized access.

(These CSTA standard codes are fully adopted in New Jersey’s 2020
NJSLS—Computer Science & Design Thinking curriculum, and meet the state
mandate to integrate cybersecurity instruction across grades 9-12 via the NJ
legislative framework (e.g. bill S-3222 / S-4039))

Problem Solving with Al:

3A-IC-24: Evaluate the ways computing impacts personal, ethical,
social, economic, and cultural practices.

3A-IC-27: Use tools and methods for collaboration on a project to




9. Demonstrate how Al can collaborate in creative and
problem-solving tasks.

10. Distinguish between remixing, originality, and ethical
Al-generated content creation.

11. Explain the impact of intellectual property laws on innovation in
the age of Al

12. Explore Al's broader role and responsibility in shaping future
society.

increase connectivity of people in different cultures and career
fields.

e 3B-IC-25: Evaluate computational artifacts to maximize their
beneficial effects and minimize harmful effects on society.

e 2-1C-23: Describe trade-offs between allowing information to be
public and keeping information private and secure.

e 3A-IC-29: Explain the privacy concerns related to the collection
and generation of data through automated processes that may not
be evident to users.

e 3A-IC-30: Evaluate the social and economic implications of
privacy in the context of safety, law, or ethics.

e 3B-IC-28: Debate laws and regulations that impact the
development and use of software.

e 3A-NI-05: Give examples to illustrate how sensitive data can be
affected by malware and other attacks.

e 3A-NI-06: Recommend security measures to address various
scenarios based on factors such as efficiency, feasibility, and
ethical impacts.

e 3A-NI-07: Compare various security measures, considering
trade-offs between usability and security.

e 3B-NI-04: Compare ways software developers protect devices and
information from unauthorized access.

(These CSTA standard codes are fully adopted in New Jersey’s 2020
NJSLS—Computer Science & Design Thinking curriculum and support the state
mandate requiring all public high schools to integrate artificial intelligence (Al) literacy
and responsible computing instruction across grades 9—12, as established by Senate
Bill No. 3222. This legislation ensures students gain critical skills in understanding,
evaluating, and ethically applying Al technologies, preparing them for the evolving
demands of the digital workforce and society.)




INSTRUCTIONAL STRATEGIES & RESOURCES

Activities/Assignments

Instructional and Supplemental Materials and Texts

Cybersecurity and Global Impacts:

Lesson 1: Project - Innovation Simulation Part 1
Lesson 2: Data Policies and Privacy

Lesson 3: The Value of Privacy

Lesson 4: Project - Innovation Simulation Part 2
Lesson 5: Security Risks Part 1

Lesson 6: Security Risks Part 2

Lesson 7: Project - Innovation Simulation Part 3
Lesson 8: Protecting Data Part 1

Lesson 9: Protecting Data Part 2

Lesson 10: Project - Innovation Simulation Part 4 (Group Innovation
Proposal)

Problem Solving with Al:

Lesson 1: Talking to Machines

Lesson 2: Beyond Words

Lesson 3: The Al's Brain

Lesson 4: Smart or Just Predictable?

Lesson 5: Uncovering Contradictions

Lesson 6: Understanding Bias

Lesson 7: Al's Wild Imagination

Lesson 8: Debugging and Refining Outputs
Lesson 9: Al as a Co-Creator

Lesson 10: Remixing, Creativity, and Originality
Lesson 11: Ownership, Ethics, and Creativity
Lesson 12: Al's Role in Society

Lesson 13: Al Time Capsule Project

Cybersecurity and Global Impacts:

Cisco Networking Academy: Introduction to Cybersecurity
Free online course with videos and hands-on labs covering core
cybersecurity concepts.

netacad.com/courses/cybersecurity

Cybersecurity Lab by NOVA/PBS

Interactive web simulation teaching encryption, malware, and
network defense.

pbs.org/wgbh/nova/labs/lab/cyber/

Wired - Security Section

Description: Wired’s Security section offers up-to-date news,
features, and analysis on cybersecurity, privacy, hacking, and
technology trends. Articles are written in an engaging and
accessible style suitable for high school readers interested in
real-world cybersecurity issues.

Website: wired.com/category/security

CrashCourse Cybersecurity YouTube Playlist
Engaging videos that explain key cybersecurity topics for
students.

youtube.com/playlist?list=PL8dPuual jXtNgK6MZucdYIdNkMybYIH

KR
Problem Solving with Al:

1. AI4ALL Open Learning

Free, project-based curriculum introducing students to Al
concepts, ethics, and real-world applications through inclusive and
accessible lessons.

Website: ai-4-all.org/open-learning



https://www.youtube.com/playlist?list=PL8dPuuaLjXtNgK6MZucdYldNkMybYIHKR
https://www.youtube.com/playlist?list=PL8dPuuaLjXtNgK6MZucdYldNkMybYIHKR
https://www.youtube.com/playlist?list=PL8dPuuaLjXtNgK6MZucdYldNkMybYIHKR

End of Unit Assessment

2. MIT RAISE — Day of Al

A suite of free lessons exploring the impact of Al in society,
including bias, data, and creativity, designed for grades 6—12.

Website: dayofai.org

3. Google Teachable Machine

A browser-based tool that lets students create machine learning
models with no coding required—qgreat for introducing core Al
concepts.

Website: teachablemachine.withgoogle.com

4. IBM SkillsBuild for Students

Provides interactive modules on Al, machine learning, and data
science, including ethics and career connections.

Website: skillsbuild.org/students

ACCOMMODATION/MODIFICATION OPTIONS: General Classes, Special Education, 504 Students, At Risk Students, Gifted & Talented

Assessments:

Formative

Summative

Cybersecurity and Global Impacts:

Activity Guides

Day 1 & 2: Role reflection, brainstorming, and research check-ins
Data policies analysis and privacy discussion

Privacy tradeoffs video reflections

Team proposal reviews and benefit/harm evaluations

Encryption widget activities and understanding checks

Multifactor authentication discussion and follow-up questions

Cybersecurity and Global Impacts:
Innovation Simulation Project (Lessons 1, 4, 7, 10):

Final Group Proposal & Presentation: Students collaborate on a
comprehensive innovation proposal for the Future School incorporating
research, evaluation of benefits/harms, and security/privacy
considerations.

Individual Proposal Submission: Each student submits a written proposal
reflecting their role and contribution.

Gallery Walk & Peer Feedback: Students participate in a gallery walk to
review and question peers’ proposals, followed by voting for the most
compelling innovation.



https://resources.finalsite.net/images/v1709150953/bhprsdorg/kjye4ekzjoi2fxxudzhz/general.pdf
https://resources.finalsite.net/images/v1709150954/bhprsdorg/eema4kevjzx2cpemchhb/specialeducation.pdf
https://resources.finalsite.net/images/v1709150955/bhprsdorg/jpe4s1ytyekqahnq5i2l/504.pdf
https://resources.finalsite.net/images/v1709150957/bhprsdorg/gi6gthzl3xmklm9mouhs/atrisk.pdf
https://resources.finalsite.net/images/v1751310324/bhprsdorg/sqeysf7vxyj6bne01b07/GiftedandTalented.pdf

Problem Solving with Al:
Activity Guides

Yes, and... Game: Simulate Al’s response process to understand pattern
recognition and prediction.

Prompting Practice: Hands-on activities crafting and refining Al prompts
(text and images).

Al's Image Observation & Scenario-Based Prompting: Exercises
comparing Al responses to different media inputs.

Unplugged Neural Network Activity: Simulate Al learning and prediction
with and without context.

Al vs Human Tasks: Compare Al and human responses to assess
strengths and limitations.

Two Truths and a Lie & Al Contradictions Activity Guide: Explore and
analyze Al contradictions.

Bias Analysis & Al Audit Challenge: Examine bias in Al outputs and
decision-making processes.

Hallucination Case Studies: Analyze real-world Al misinformation
impacts.

Prompt Refinement Framework: Practice debugging and refining Al
outputs using a structured prompt approach.

Creative Collaboration: Design and co-create projects with Al to enhance
creativity.

Ethics Discussions: Reflect on Al ownership, attribution, and ethical
considerations.

End of Unit Survey: Reflective feedback on learning and unit experience.
Problem Solving with Al:

End of Unit Test: Assess knowledge of Al concepts, bias, prompting,
ethics, and societal impacts.

Al Time Capsule Project:

Students collaborate with Al to generate a future prediction, evaluate Al
output for accuracy and bias, and present a multimodal project
demonstrating ethical, creative, and critical use of Al.




Interdisciplinary Connections:

Cybersecurity and Global Impacts:

1. English Language Arts (ELA)

Analyze and evaluate articles and case studies on cybersecurity issues, ethics, and privacy.

Develop technical writing skills through creating clear, informative cybersecurity awareness materials or policy documents.
Engage in debates and discussions on the ethical implications of hacking, privacy rights, and cyber laws.

2. Mathematics

Apply logical reasoning and problem-solving skills in cryptography and encryption algorithms.

Use statistics to analyze cyber attack data, trends, and security breach impacts.

Understand binary and hexadecimal number systems as foundational to digital security.

3. Social Studies / Civics

Explore the role of government policies and legislation on data privacy and cybersecurity (e.g., NJ's cybersecurity mandate, federal laws).
Examine the social, economic, and cultural impacts of cybercrime and digital surveillance.

Study global cybersecurity issues and international cooperation on cyber defense.

4. Science (Technology & Engineering)

Investigate the technological infrastructure behind network security and malware defense.

Explore computer hardware and software vulnerabilities and the design of secure systems.

Conduct experiments simulating cybersecurity defenses and attacks.

5. Career & Technical Education (CTE)

Introduce career pathways in cybersecurity, ethical hacking, and information assurance.

Develop teamwork and collaboration skills through group projects simulating real-world cybersecurity scenarios.




Learn industry-recognized cybersecurity certifications and standards.

Problem Solving with Al:

English Language Arts (ELA):

R1.9-10.7 / RI.11-12.7: Analyze various multimedia texts and technical documents (e.g., Al ethical debates, Al-generated content) to
evaluate the impact of Al on society.

SL.9-12.1 / SL.9-12.4: Engage effectively in collaborative discussions and present information clearly regarding Al technologies, ethical
considerations, and creative applications.

W.9-12.1 / W.9-12.7: Write research reports or argumentative essays on Al’s societal impact, ethical dilemmas, or future applications,
integrating multimedia sources.

Mathematics:

N.Q.1 (Number and Quantity): Use quantitative reasoning to interpret data related to Al performance metrics, bias measurement, or
algorithm efficiency.

F-IF (Functions): Understand functions and patterns as they relate to Al prediction models and neural networks.

S-IC (Statistics and Probability): Analyze probabilities and statistical data involved in Al decision-making and error rates.

Social Studies:

Civics (6.3.12.CivicsDP.3): Evaluate how Al technologies influence governance, privacy rights, and legal frameworks.
Economics (6.1.12.EconEM.1): Assess Al’'s impact on the economy, job markets, and ethical issues in automation and innovation.

Global Studies (6.4.12.CivicsDP.2): Examine Al’s role in global collaboration, cultural exchange, and ethical standards across societies.

Science (Technology & Engineering):

HS-ETS1-2 (Engineering Design): Design, test, and refine computational models or Al algorithms considering efficiency and ethical
impacts.

HS-LS1-1 (From Molecules to Organisms: Structures and Processes): Explore neural networks and biological inspirations behind Al
systems.




e HS-PS3-3 (Energy): Analyze energy consumption and sustainability considerations of Al systems and data centers.

Arts:

e Visual & Performing Arts (1.3.12.Cr1a): Use Al as a co-creator to develop artistic works, exploring creativity and originality in multimedia
projects.

e Media Literacy (9.4.12.IML.3): Critically analyze Al-generated media content for bias, accuracy, and ethical implications.




