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Addcndum (hereinaftcr "Addendum") to the Agreement b€t$'c.en rhc panies dated

(hereinafter "Ag:ccment") is entcrcd into bv and bct$ccn lhc

Calcasieu Parish Schrxl Board (hereinalier "School Board") and Uwodd. LLC (hcreinaffer

"Vendor"). This Addendum is efl'ective as ol'the 9th da) ol'flpril .20_2X .

Thc Statc of Louisiana r,-ccntly cnactcd nc'u laws govcming thc collcction. disclosurc and usc of studcnts'
pcrsonally idenlitiahtc inl'ormation. The ncrv laws rcquirc that lny contracts bet['ecn a school s]'stem and a

third-party who is cnlruslcd with pcrsr:mllf idcntifiablc information of an1' student contain thc starutorily
prescribed minimum elements rcguding lhc usc of sludcnt pcnonally identifiable intirrmation (hereinafter
"Pll"). Vcndor agrccs to comply u ith rhosc new laws \yhich are nou' designated Ls- R.S. l7:3914, as amended,

particularly subscction "F-'thcrcto, and to protect the prilacl'ofstudent data and PII.

Vcndor agrccs to protcst studcnt inlbrmation in a manner that allo\r's access to student intbrmalion. including
Pll, only b1'thosc individuals rvho arc authorizcd b) the Agreemcnt or Addcndum to acccss said information.
Personally idcntifiable information musl be protectd b1'appropriate securiq measures. including. but not
limited to, the use ofuser names. sccurc passwords, cncnption. security qucstions, and olher similar msasures.

vcndor's net$ ork must maittain a high leYel of electronic proteclion to ensure the integrity of sensitiYe

information and to prevent unauthorized acccss in thcse sYstcms. The Vendor agrces to pcrform re8ular rgt'iclvs
of its protection methods and pcrtbrm systcm auditing to maintain protection of its systcms. \'endor aprecs to
maintain systems secure from unauthorizcd acccss ihat are patched. up lo date. and have all appropriatc security
updates installed.

To cnsurc that thc only individuals and entiries who can access and or reccive student data are lhosc thar have

been specifically authorizcd undcr thc Agrccment to acc'ess and/or receive pcrsonally idcntifiable srudent data,

Vcndor shall implcmcnt various forms of authentication to idenrify the spccitic individual who is accessing or
has acccsscd thc information. Vcndor must individuall.r- rlclerminc thc lcrcl of securitv lhlt $ill pmvidc thc

statutorily rcquired lcvel olprotection lor the student data it maintains. Vendor shall not allow anv individual
or cntity unauthcnticoted acccss to conlidcntial pcrsonally idcntiliablc studcnt rc'cords or rlala at any timc. OEIy
those individuals \f,hosejob dutics dirc'ctlf involvc fulfillment ofthc tcrms of thr'Agrcement or this
Addendum, and 'nho arc in a "need to know" position, shall bc permitted to acccss Pll or studcut data. \'endor
shall providc School Board, upon rcqucst. $,ith identities and posilions ofthose persons rvho arc authorizcd to
access PII undcr thc Agreement or the Addendum.

Vcndor shall implement appropriate measures lo ensure thc confidentialitv and security of personally
identifiable information, protcct against any unauthorizc'd acccss or disclosure ofinformation, and prevent any
other action thal could result in substantial harm to thc School Board or anv individual identilied bv the data.
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vendor agrees that any and all unencr)?tcd personally identillable student data will be stored. processed, and
maintained in a securc location and solcll on designatcd sencrs. No School Board data. at any time. \rill be
processed on or transferred to any portable computing device or any portable storagc medium, unless that
sloBge medium is in use ari pafi of the vendor's designated back'up and recovery processes or the data is
encryptcd. All seners, slorage. backups, and network palhs utilized in thc dclivcry of thc ssn'icc shall bc
contained Nithin the United States unless specifically ap:eed to in rvriting b1'thc School Board.

Vendor agrees that an)'and all data obained tiom the School Board shall be used expressly and solely for the
purposes cnumerared in the Agreement. Data shall not be distributed. uscd. or shared for any other purpose.
As required by Federal and State law. \'endor fi.rnher agrecs thal no data of any kind shall be revealed,
transmitted, exchangcd, or otherwise passed to othcr I'cndr:rs or partics. Excspt as spccifically pcrmitted by the
terms ofthe Agc!.rncnt. Vcndor shall nol sell, transfcr. share. or process any sntdcnt data for any commercial,
advertising, or marketing purpose.

Vendor shall develop a policl for the protcction and storage ofaudit logs. The gnlicy shall require the storing
ofaudit logs and rccords on a sener separate from the system that generates the audit trail. Vendor must reslrict
access to audit logs to prcr cnt tampcring or altering ofaudit dala. Retention of audit traits shall be based on a
schedule determincd aftcr consultation l ith operalional, lechnical, risk managcment, and lcgal staff.

Vendor is pcrmincd to disclosc Ptr and student data to its employees. authorized subcontractors. agents,

consultants Bnd auditors on a need to knoN basis only. provided that all such subcontractors. agents. consultaots,
and audirors have rrincn confidenriality obligations to Vcndor and thc School Board consistent with the terms

ofthis Addendum. The confidentialig' obligations shall sunive termination ofanl'agrcemcnt uith Vendor for
so long as the information rcmains confidcnrial, whichcvcr is longer, and will inurc to the bcncfit ofthc School
Board.

Vendor acknorvledges and agrees that unauthorizcd disclosure or use ofprotected information may irreparably
damage the School Board in such a \mY that adequatc compensation could not be obtained solely in mooetarl'
da.mages. Accordingly. the School Board shall havc the right to scek injuactivc rr,'licfrcstraining the actual or
thrcatencd unauthorizcd disclosurc or usc ofany protccted information. in addition to any other remedy
othenvise availablc (including reasonable atlome)'fces). Vendor furthcr grants the School Board the right. but
not the obligation. to enforce these prrrvisions b1' suit in Calcasieu Parish. [.ouisiana.Vendor hereby s'aives
thc posting ofa bond by School Board r.rith respect lo !n! action tbr injuncrive relief.

Yendor shall establish, implement. and provide to School Board s'idcncc thercof, a clcar data hrcach rcsponsc

plan outlining organizational policies and procedures for addressing a potcntial brcach. Vcndor's response plan

shall require prornpt rcsponsr"'for minimizing thc nsk ofanl' furthcr data loss and ofanl'ncgativc cons!'quences

olthe breach, including potentirrl harm to lt'lcctcd indir iduals. A data breach is anv instancc in which there is

an unauthorized or unla*frl rclease or access of personalli' identifiable information or othct information not
suiuble for public release. This dcfinition applies regardless of whether Vendor stores and manages the data

directly or through a contractor, such as a cloud sen'ice prorider.
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!'endor agrees to complv rvith the requirements of La. R.S. 5l:l0l t et seq. (Louisiana DaBhase Breach
Notificatiou Lau') as,r,rell as an1'otber applicable lan's rcgarding notificatior ofdata brcaches. and to providc
notification to thc school board in the erent ofunauthorized access to or release ofpesonalll identifiahle
information or other similar event. ln lhe event ofa data hreach ofany ofthe Vendor's securit)' obligations
hercunder. or other evcnt requiring notification under applicable larv, \'endor agrees to notily the School
Board immcdiatcll- and to indemnili. hold harmless und detlnd the School Board and its cmplolccs from and
against any and all claims. damages. or causes ofaction related to lhe unauthorizcd acccss and, or rclcase.

Ir accordance with applicable state and ttdcral la*'. Vendor agrees that audilors from an]- state. fcdcral, or other
agencv, as rvcll as auditors so dcsignatcd b;- thc Schotrl Board, shall have the option to audit Vcndor's sen'ice
undcr thc Addcndum and the Agreement, including but not limitcd to privac)'and sccurity audils. Records
pertlining to the sen'ice shall be made a'r'ailable to auditors and the School Board when requested.

Vcndor agrecs that ifthe original Contmct is tcrminated or ifthe original Contract cxpircs, Vcndor shall, aftcr
receiving a request in uriting from the School Board, retum all data obtaincd in thc pcrtbrmance ofits rvork
under the Agrcemert or the Addendum to the School Board in a useable electronic format. Vcndor further
agrces to thereafter crase, dcstrol, and rcndsr unrcadablc all data. in its possession or in thc posscssion of
persons and cntitir's rvith $,hom it has contractcd tbr thc pcrformancc ofobligati()ns undcr the Agrccmcnt or
Addendum, in its entirety in a manner that preycnts its ph,,-sical rccorlstruclion through the usc ofsvailable
file restoration utilities. Vendor shall certiS' in writing that these actions ha\ e been completed \\'ithin thin)"
(30) days liom receipt ofthe ryritlen request b)' the School Board.

The terms of this Addcndum shall supplcmcnt end supcrscdc any conflicting lerms nr conditions of the

Agreement bet$een the Parties. Subject to the foregoing. the temls ofthe original Agreement shall remain in
full force and cffcct.
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