
PRIVACY ADDENDUM

This Privacy Addendum

Soplomb€r 20,2024

(hcrcinafler "Addendum"l le lhe Agreemcnl bctween th. panics dalad

(hereinaner "Agreemcnl"l is entered into by and berween the

Calcesicu Parish School Board (hereinaftcr "school Board'| and ABC Am€ticen Book Compsny(hereinafter

'Yendor"). This Addendum is elfcctive as ofthe 20 day of SeptsmbE20 2l .

I hc Slate ol' Lruisiana reccntly enacted ncw la*s govcrning rbc collc€tion. drsclosurc ard usc of srudents'

personally idertifiable informetion. The new laws require rhar any contracts betq een a school system and a

rhir&,puty who is entrusted with personally idcnlifiablc information of any studcnt contain thc stltutorily
pl€scrib€d minimum elcrnents rcgarding the use of student personally ideotifiable inlbrmation (hereinafler
"PIl"). Vcndor agrcca to comply wlth thosc new lau's which are now designated La. R.S. I I 1914, ls amended
particularly subscclion "F' lhcrcto. and to prorcct thc pnvacy of student dau and Plt.

Vcndor agrccs ro prorect studcnt inlbrmation in a mlnner that allows acccss to sludcnt information. including
PIl. only by thos. individuals who are authorizcd by the Agrecmcnt or Addendum to acc€s3 s8id tnlbrmation.
Pcrsonally idcntifrablc information musl bc prolccted hy afrpropnatc secunr)- measutcs. rrrluding, bul not
limitcd !o. the ure of user names. sccurc pssswords. cucryption" sccurity questrons, and othcr similar measutes.
Vcndor's network musl mrinuin a high level of electronic protection to ensure the rntegnty of s€nsihve
informetion rnd to prcvcnt unouthorized ircccgs ln thcsc systcms. I-hc Vendor agrccs to perlorm rctular reviews
of its proteario[ mahods and pcrform system euditing to maintain proteltion of is sl,stems. Vendor agrecs ]o
mainl.ain sysrcms sccure from unsulhorized access that arc patched. up to dalc. and hale all appropnate secuflty
updatca iDsallcd.

'l-o ensurc lhat th€ only individuals and entnics who can acccss andror rcccivc student data are those that halc
bccn specifically authorized udcr the Agreernent to access and/or receive personally idendfiable su&nt data.
Vcndor shall implanc t'anous forms ol authentication to idcntify rhe sperilic individual l{,ho is accessing or
has rcccssed thc itformstion. vendor mus( individually dcterminc thc lcvel of sccu'tty thar will pmvide thc
statutorily rcquitcd level of protection for the studcnt dala rt marnuins. Vendor shall not allow any indivrdual
orentity unauthcntlcatcd access to confidcnrial pcrsonally idcntillablc studcnr rccords ordata atany rime. Only
thosc individuals whose job duties directly inrolvc fulfillment ot rhe rerms ol'the Agreemenr or thts
Addendurl and vho are in I -nccd lo know position. shall bc pcrmrrted to acccss Pll or srudcnr data. Vendor
shall providc School Board. upon rcqucst. u'ith rdcntities and poslrions ofthose persons tho are authorizcd to
acccrs PII undcr rhe Agreement or rhe Addcndum

Vcndor shall implcmcnt appropriatc rncasurcs to cnsure thc confi&nrrality and sccurrl_v ot pcrsonally
i&ntitiablc information. protccl against any unouthonz€d acccss or drsclosurc of rnfbrmation. and pi"u"nt uny
othcr action thst could resull in $ubstantEl harm to thc School Board or any individual idcntificd by tbc data.
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Vendor agrces that any and all unencr,?ted personally idcntiliable studcnt data will bc stored. proccsscd' and

marntainad in a socure lcation and sotlty un Ocsigrured scn'crs No School Board dan. d ary time. will bc

procescd on or ransferred to an) porta'blc computing dcvicc or any ponablc storage maiium, unlcss thal

storage mcdium is in use as p"rt oitta vcndor's dcsigoatcd backup and rccovery processcs or the dala is

*".fr,.6. All scrvss. storag;, backups. aod network poths utilized in lhe delilery of the 3era'ice shrll b.

co t;ncd wi6in thc Unitcd Statcs urless specificaliy agrced lo in writing by the School Board.

Vcndor 8grccs thar any and all dota obtaincd from thc School Board shall bc uscd crprcssly and solcly for thc

purlrcses;umersted in the Agreement. Dau shall not b€ distributcd, used, or shared lbr any other purposc.

is'rcquircd by Fcderal and State law, Vendor furthcr agrccs that no d.ta of any kind shall be revcalcd

ransmirted. ex;hangcd, or othcrwise passcd to othcr vqrdors or partics. Exccpt as spccrfrcally Pcrmittcd by lhe

terms ofthc Agreoient, Vendot shali not sell.6gnsfer. share. or proccss any student dsta tbr any commcrcial.

advcnising or marketint purPose.

Vcndor shall derelop a policy for the proreclron md srorage of audtl lo8s. Thc policy shall reqrrirc the storinS

ofaud lo$ and rccords on a sener scparlrc l-rom thc s!stem that gencrares thc audil tr8il. Vendor must rcstrict

aCcess to audit logS to prevent tampering or ahering ol audit data. Rctention ol audit trarls shatl bc based on a

schcdulc &tcrmincd aflcr consultation wilh operational' technical, nsk manatctDent' and lcgal stalll

Vendor is pcrmitlcd to disclosc Pll and student d a to its cmployces. authonzed subconttectors' ag€nls'

consultsnts and audiroB on a ne3d lo know bssis only. ProYided that lll such subcontrdctors. agenls. consultants.

and auditors hrve !+Tincn confrdentistit, obliSations to Vendor and hc Scbool BoaId consistent \ryilh thc temrs

ofthis Addcndum. Thc confidcntiality obhgaiions shall survive ten:tlinatron ()[any agreement with Vendor for

so long as the inftrrmtion re mains conl-rdcnticl. whichevcr is lon8cr, and will inure lo the bcrrfil of thc School

Board.

Vcndor acklowlcdgcs ard agrccs thar ulauthonzcd drsclosur!- or usc of protcctcd informatlon ma1' rrrcparably

damagc thc School-Board iniuch a way rhat ldcquate compensation could not be obtatned solcly in monclary

demaies. Accordingly. thc School Board shall havc rhc right to scek injurcttvc rclicf rcstraining thc actual or

rhrertincd unaurhorii.d ditclorur" or use ofany prorcctcd inlbrmation, in addition lo any othcr rcmcdy

othenyise rvailable (irluding rcasooablc anonrcy fccs t. Vcndor t'unhcr Sranls thc School Board lhc right' but

not thc obligstion. to cnforccihcr provisions by surt rn Clalcasicu Parish, Loursiana.Vendor hcreby wrives

the portinS;fa bond by School Board with respecl tt) any sction lbr injunctive relief'

VCndor shall esUblish, lmplerncnr. and pror Idc to School Board cvidCncc thcrcot. a clcar daU brcach rcsponsc

plan outlining organizational policies and procedures for addrcssing a potential bresch. Vendor's response plan

shall rcquirc pompt rcsponse for minimizrng thc risk ofany funhcr data loss and ofany ncgattve conscqucnccs

ofthc bicacb. including potcmial harm to afleclcd iudivrduals. A data brcach rs any instancc in which thcrc is

an unarthorizcd or unliwfirl releasc or access of perrcnalll identifiablc informatton or other lnformation not

suitable for public relcose. This dcfinrtion applics 
',-gardlcss 

of whcthcr Vendor slorcs and managcs thc dala

directly or tbrough a contractor. su,ch as a cloud sen'icc provider
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Vendor agrccs to comply with th€ requirements of La. R.S. 5l ,30? I et seq. ( Loutstana l)atrbase Brcach

Notification Law) ss wcll as any other applicablc laws rcgarding notification ol data brcach€s, and to providc

notificrtion to thc schoolboard in thc cvent of unauthonzcd acccs! to or rcleasc ofpcrsonally idcntiftable
information or other similar cvent. tn the evcnt ofa data breach ofany ofthe Vendor's securily obligations
lErrundcr, or othcr cYcnt requiring notificotio[ under applisablc law, Vendor a{rscs to notiry thc School
Bosrd immcdistcly.nd to indemniry, hold harmless and &fend the School Board and its employees &om and

agsinst any snd all claims, damages, or causcs ofactron rclatcd to thc unauthonzcd acccss andror rclcase.

ln ccordancc with applicablc statc and fcdcral law. Vendor agrccs that auditors from any statc, federal, or othcr

agcncy, as wctl as euditors so desi$latcd by thc School Board. shall havc thc option to audit Vcndor's scrvice

under th€ Addendum and the Agreement, including bur not limited to privacy and security audits. Rccords

pcnaining to thc ser! ice shall be made availablc to auditoni and thc School Boatd when requ$tcd.

Vendor agrces that if the original Contract is terminatcd or rf thc original Contract cxpircs. Vcndor shall, after

rcccir,ing a requesr in *Titing from the School Board. return all data obtarned rn thc pcrtbrmance of its work

undcr ttrc Agrecrncnr or the Addcndum to rhc School Board in a us!'ablc clccronic format. Vcndor funher
rgrccs to tErceffcr ansc, dcstfoy, and rendcr unreodable all d8tr. in its possession or tn lhe poss€ssion of
pcrsonr and cntitics with whom rt has contractcd for lhc pcrformancc ofobligations under the Agrscment or

Addendum, in its cntirety in r manncr thot prevcnls ils physical reconstructron thmugh lhe use ofsvsilable
file rrstorrrlon utilitica. Vcndor Bhsll cc.rtily in wntmg thrt thcs!' lctrons havc bcen complctcd within thiny
(301days from rcccipt oflhc writtcn requcst by the School Board.
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Thc tcms of rhis Addcndum shall supplemenr and supcrscdr' any conllicting lerms or condrtiorx; o[ th€

Agrccrncrrt b€twccn thc Parlies. Subjecr to thc foregoing. thc tcrms ofUe original Agrcemcnt shall remain in

firll force md cffect.
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