








It is important to prepare a threat assessment strategy so that when a threat occurs, everyone will know
there is a policy and understand what actions to take. Threats are alarming statements or behaviors that
give rise to concern about subsequent violence. Among the possible components of threat assessment
strategies are:

1 Identifying imminent warning signs for the potential of violent behavior (as found in
Appendix A)

2. Establishing a response for mental health assessment for self-harm (as found in Appendix B)

3 Establishing a response to situations of potential violence in the schools (as found in
Appendix C)

To identify threats, school officials are advised to:

* Focus on individuals’® thinking and behavior as indicators of their progress on a pathway
to violent actions. Avoid “profiling” or basing assumptions on socio-psychological
characteristics. In reality, accurate “profiles” for those likely to commit acts of targeted
violence do not exist. School shootings are infrequent and the great majority of
individuals who happen to match a particular profile do not commit violent acts. In
addition, many individuals who commit violent acts do not match pre-established
profiles.

e Focus on individuals who pose a threat, not only on those who explicitly communicate a
threat. Many individuals who make direct threats do not pose an actual risk, while many
people who ultimately commit acts of targeted violence never communicate threats to
their targets. Prior to making an attack, potential aggressors may provide evidence they
have engaged in thinking, planning, and logistical preparations. They may communicate
their intentions to family, friends, or colleagues, or write about their plans in a diary or
journal. They may have engaged in “attack-related” behaviors: deciding on a victim or
set of victims, determining a time and approach to attack, and/or selecting a means of
attack. They may have collected information about their intended target(s) and the
setting of the attack, as well as information about similar attacks that have previously
occurred.

Once individuals who may pose a threat have been identified, ten key questions should guide the
assessment of the threat:

e What motivated the individual to make the statement or take the action that caused
him/her to come to attention?

e  What has the individual communicated to anyone concerning his/her intentions?

e Has the individual shown an interest in targeted violence, perpetrators of targeted
violence, weapons, extremist groups, murder or suicide?

e Has the individual engaged in attack-related behavior, including any menacing,
harassing, and/or stalking-type behavior?
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Establish standards for how people should treat each other through in-school programs and
classroom reinforcement.

Utilization of the New York State Police Safe Schools Programs (See Appendix D) for staff
training.

Establish channels of communication between students and adults for students who feel
alienated, isolated, or have low esteem. In addition, an anonymous reporting system is available.

Mold our schools around and incorporate into them the “Eleven Principles of Effective Character
Education” (See Appendix E).

Use of video cameras in our school buildings.
Safety film installed in all buildings on first floor windows.

Flementary Intervention Programs:

Too Good for Drugs

Great Body Shop

DARE

Caught You Being Good

Fire prevention week

Positive Behavior Intervention Support (PBIS)

High School and Middle School Intervention Programs:
e Positive Behavior Intervention Support (PBIS)

School Health Awareness Committee/Students Against Destructive Decisions

The District employs a Licensed Clinical Social Worker who provides drug prevention and
intervention services to students in grades 7-12, as well as one who assists in grades K-6 with
students and family outreach.

Restorative Circles at the High School

The elementary schools are staffed with Intervention Specialists and Social Workers at each
building whose duties include but are not limited to conflict resolution and mentoring of students
who are bullied or harassed.

The Middle School is staffed with a Dean of Students, and 2 Guidance Counselors whose job
responsibilities include but are not limited to conflict resolution and mentoring of students who
are bullied or harassed.

The District contracts to have SRO’s at the middle and high school and SPO’s at the elementary
schools.

Provide informative materials regarding the early detection of potentially violent behaviors to
staff, parents and students,














































































» Teaching assistants and teacher aides will follow his/her normal schedule for the day
and/or follow a schedule assigned by the building principal.

¥ Office staff will perform their daily duties and/or perform duties assigned by the
building principal.

Please review this information carefully. It is imperative that we communicate to our students
where they will be able to access live instruction if a pivot to remote instruction is necessary.
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3. After Incident Response

a.
b.
g

Complete the Districts incident report form.

Contact the parent or guardian to follow up regarding the athlete’s condition.
Schedule a debriefing meeting with all involved. This purpose of the meeting is to
discuss and process the experience, confirm the facts of the situation, assist with
coping skills and emotional response, and evaluate the emergency procedures for
strengths and weaknesses.

The Athletic Trainer and Medical Director will document the incident in either school
tool or an EMR.
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Cardiac Arrest Procedures

All coaches and any individuals identified as CPR/AED certified will be provided with a
copy of cardiac emergency procedures as well as the map of AED locations

Warning signs or signs of a Sudden Cardiac Arrest (SCA) or similar life-threatening
emergency:

o Racing heart, palpitations, or irregular heartbeat, dizziness, lightheadedness, or
extreme fatigue with exercise, chest pain or discomfort with exercise, excessive
shortness of breath during exercise, excessive unexpected fatigue during or after
exercise, history of recurrent fainting or unusual seizures, sudden collapse or
“passes out,” not responsive, abnormal breathing and/or no pulse

Upon arrival, if cardiac event is suspected, and the responding person IS CPR certified
o Ifyou are alone

#  Contact 911 immediately

= Secure the scene

» Retrieve AED.

* [f patient is unconscious, begin CPR - continue until medical staff and/or
EMS are assisting

e EMS assumes lead upon arrival — share all relevant documentation

* Either notify main office/ medical staff yourself, or assign closest person
to notify main office and medical staff when able — shout for help

* The School Medical Director and District Office will be notified
immediately by the main office or adult who is not involved in life saving
measures.

=  Building Administrator will activate medical hold in place if necessary

* Complete accident report after the event has completed

o If other individuals are on the scene

* Secure the scene

* Designate a person to call 911

* Designate a person to retrieve AED from the closest location

» Designate an individual to get medical staff on site and building
administrator.

* [f patient is unconscious, begin CPR - continue until medical staff and/or
EMS are assisting

e EMS assumes lead upon arrival — share all relevant documentation

* The School Medical Director and District Office will be notified
immediately by the main office or adult who is not involved in life saving
measures.

*  Building Administrator will activate medical hold in place if necessary

*  Complete accident report after the event has completed
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ASSESS

Overview

Once anomalous activity has been reported, it is incumbent upon the IRT to determine the level
of intervention required. If it is determined there is an active security threat or evidence of an
earlier intrusion, the IRT will respond to the situation as expeditiously as possible.

Considerations

+  What are the symptoms?

«  What may be the cause?

* What systems have been / are being / will be impacted?
+  How wide-spread is it?

«  Which stakeholders are affected?

Documentation

Regardless of whether it is determined there is a security threat, the IRT will accurately
document the scenario in a Cyber Security Incident Log. All Cyber Security Incident Logs will
be stored in a single location so incident information may be reviewed in the future. This report
should contain information such as:

«  Who reported the incident
+  Characteristics of the activity
+  Date and time the potential incident was detected

+  Nature of the incident (Unauthorized access, DDoS, Malicious Code, No Incident
Occurred, etc.)

+  Potential scope of impact

+  Whether the IRT is required to perform incident remediation?
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REPORT

Overview

Once the threat has been mitigated and normal operation is restored, the IRM will compile all
available information to produce an accurate and in-depth summary of the incident in an Incident
Summary Report (ISR). A copy of the ISR is located in Appendix L. Throughout the incident,
the IRT will have kept Incident Logs that contain detailed records wherever possible, and these
shall serve as the basis of the report. Interviews will also be conducted with appropriate members
of the IRT to obtain any additional information that may be available to augment the logs and
records kept throughout the process. Additionally, as required by Part 121 of the
Commissioner’s Regulations the district will maintain a record of all complaints of breaches or
unauthorized releases of student data and their disposition in accordance with applicable data
retention policies using the log in Appendix R.

Report Contents

The Incident Summary Report (ISR) will include all pertinent information to the incident, but at
minimum:

+  Dates and times of milestones throughout the process (e.g. incident detection,
verification, notifications, remediation steps, completion, etc.)

+  List of symptoms or events leading to discovery of the incident

«  Scope of impact

«  Mitigation and preventative measures

«  Restoration logs

«  Stakeholder communications (including copies of memos, emails, etc. where possible)

Timeframe

The ISR should be prepared as expeditiously as possible following the incident so future
preventative measures may be taken as quickly as possible. Information to prepare the ISR and
interviews with the IRT should be conducted immediately to ensure the greatest possible
accuracy of information.
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