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Enhancing Learning Through
Technology

An overview of our robust network, multi-layered security, and the innovative

10
Gbps

Upgraded

Internet

Lightning-fast internet
speeds for all
students and staff
across every school.

¢

Traffic Scrubber

Harmful internet
traffic is blocked
before it ever reaches
our network.

tools empowering our students and staff.

A Secure & High-Speed Foundation

2X

Filter Layers

GoGuardian monitors

Chromebooks while
Beacon alerts staff to

at-risk students.

Redundancy

Plan

We are actively
exploring a backup
internet provider to

ensure constant

uptime.




Protecting Our Users & Data

Our security strategy is built in layers, creating a
comprehensive shield that protects user accounts,
devices, and sensitive information from modern cyber

threats.

Cisco Duo MFA: A second layer of login
4~ security to verify user identities.

Q Geo-Restrictions: Google accounts are
restricted to U.S.-based logins only.

Endpoint Security: ESET provides real-time
! malware and ransomware protection on all
teacher laptops.

Top sources of threats

! Blocked country
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Strategic Partnerships & Threat Intelligence

NJCCIC Partnership

We collaborate with the New Jersey
Cybersecurity and Communications
Integration Cell, a state-level organization
that provides us with critical, up-to-the-
minute threat intelligence. This
partnership allows our IT team to stay
ahead of emerging risks.

Daily Threat Briefings

We receive daily alerts about application
breaches and potential exposure of our
accounts on the dark web, enabling
proactive security measures and swift
Incident response.



Empowering Learning: Devices & Tools

1:1 Chromebooks

Every student receives a
district-managed
Chromebook, ensuring
equitable access to digital
learning resources, updated
browsers, and testing
applications.

w

Promethean Boards

Interactive display panels are
installed in most classrooms,
transforming traditional
lessons into dynamic and
engaging learning
experiences.

&

Staff Devices

Teachers and staff are
equipped with centrally
managed HP laptops that use
Duo Multi-factor
Authentication (MFA) and are
protected by ESET Antivirus.



Gemini for Students: Your

Learning Stoplight

Gemini is your personal study partner, providing the right support at the right time.

Green Light

Green Light: Go!

Feeling confident? Use
Gemini to go deeper.
Conduct in-depth
research, generate
creative ideas for projects,
and draft essays or code.

Yellow Light

Yellow Light:
Slow Down

Need some clarification?
Ask Gemini to rephrase a
complex topic, simplify a
textbook chapter, or create
a practice quiz for you to
prepare for exams.

Red Light

Red Light: Stop

Feeling stuck? Gemini can
break down a difficult
problem step-by-step or
act as a private tutor,
providing a safe space to
ask any question.



Future-Ready Infrastructure

APC Battery Backup Expanded Data Closets

Protects critical systems against power New closets in the HS and Pre-K wings
outages, ensuring our network remains iImprove network scalability and support
operational when it matters most. our district's continued growth.
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