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1. PROJECT OVERVIEW

Clarksdale Municipal School District (CMSD) invites qualified vendors to submit proposals for
the design, deployment, and support of a cybersecurity infrastructure solution. This project is
supported by CMSD’s recent award from the FCC Cybersecurity Pilot Program and is designed
to strengthen identity protection, patching processes, endpoint visibility, and security event
detection capabilities across the district.

The awarded solution must include secure identity services, patch management, endpoint
protection, privilege misuse monitoring, and centralized detection and response capabilities.

2. TECHNICAL REQUIREMENTS

Proposed solutions must:

e Support secure domain controller services, including role-based access and Active
Directory hardening

e Deliver centralized patching, compliance reporting, and vulnerability closure within 14
days

e Provide DNS-layer protection, identity authentication, and integration with existing
firewall rules

e Offer endpoint protection that includes behavioral analytics and privilege misuse

detection

e Include 24/7 security operations center (SOC) services or integrations with third-party
SIEM

o Leverage the MOHS Attack Surface Assessment to mitigate known exploited
vulnerabilities

All proposed equipment/services must comply with FCC Cybersecurity Pilot Program eligibility
rules and be described as generic or followed by "or equivalent."

3. PROJECT SCOPE

The awarded vendor will deliver the following components:
A. Domain Controller Upgrade

e Decommissioning of Windows Server 2012 DC
o Installation and configuration of Windows Server 2022 (or equivalent)



e Active Directory restructuring and security hardening
e Role-based access control enforcement

B. Patch Management

e Deployment of centralized patch management tools
e Automation of OS and third-party software updates
o Integration with vulnerability management system

C. Identity Protection & Authentication

e Multi-Factor Authentication (MFA) for all administrative access
o DNS-layer filtering and threat prevention

e Secure password management tools

e Group policy management for user controls and permissions

D. Endpoint Protection & Privilege Misuse

e Endpoint Detection and Response (EDR/XDR)
o Insider threat and privilege misuse detection
e Reporting and analytics for endpoint health

E. Monitoring, Detection, and Response

e SOC-as-a-Service (24/7 monitoring)

e Vulnerability management and scanning

e Data Loss Prevention (DLP) controls

o Integration with existing or new SIEM tools

F. Threat Mitigation

e Use of the MOHS Attack Surface Summary to prioritize known risks
o Implementation of remediation plans based on CISA's Known Exploited Vulnerabilities
(KEV)

4. DELIVERABLES

o Functional cybersecurity infrastructure meeting outlined specifications
e Network diagrams and system documentation

e Administrative and technical training for district staff

e Ongoing support and patching schedule for a minimum of 12 months



5. DISQUALIFICATION FACTORS

Bids will be disqualified without consideration if:

They fail to separate eligible and ineligible service pricing

The proposal includes manufacturer-specific products without the term "or equivalent"
The bid 1s submitted after the deadline

Bids fail to meet technical criteria described in Section 2

6. LOCATION AND SITE INFORMATION

The proposed solution must support the following sites:

| School Name H Address |
Clarksdale High School [1101 Wildcat Dr, Clarksdale, MS 38614 |
Higgins Middle School 11749 Chestnut Ave, Clarksdale, MS 38614 |
Carl Keen CTE Center 11050 Walnut Ave, Clarksdale, MS 38614 |
|Kirkpatrick Elementary Hl 101 Smith Street, Clarksdale, MS 38614 |
|Oliver Elementary H671 Ritchie Ave, Clarksdale, MS 38614 |
|J .W. Stampley 9th Grade Academy H301 Washington Ave., Clarksdale, MS 38614 |
Washington Elementary 1806 Sunflower Avenue Extended, Clarksdale,
MS 38614
|Oakhurst Middle School H120 West Second Street, Clarksdale, MS 38614 |

|Thomas E. Shaw Jr. School of Excellence H135 Washington Ave, Clarksdale, MS 38614

7.VENDOR NEUTRALITY STATEMENT

This RFP complies with the FCC's vendor neutrality requirement. No brand, manufacturer, or
specific product will be required unless accompanied by the phrase "or equivalent."




8. BID ACCEPTANCE PERIOD

The bid acceptance period begins on the certification date of the FCC Form 470 and will remain
open for at least 28 days. No award decisions will be made before the Allowable Contract Date

(ACD) established by USAC.

9. EVALUATION CRITERIA

All proposals will be evaluated based on the following weighted criteria:

| Criteria | Weight (%) |
|Cost of eligible services ||35% |
|Vend0r qualifications and experience ||20% |
|Technica1 solution and alignment ||25% |
|Implementation timeline || 10% |
|References and past performance ||10% |

Price of eligible goods and services will be weighted more heavily than any other single factor in

accordance with FCC guidelines.

10. PROPOSAL REQUIREMENTS

Vendors must include:

Executive summary

Detailed technical proposal

Itemized pricing (separating eligible and ineligible costs)
Project timeline

Staff bios and certifications

At least 3 K-12 references with similar projects

11. TIMELINE

|Milestone HDate




|RFP Release HAugust 12, 2025 ‘
|Questions Due HAugust 16,2025 ‘
|Resp0nses to Questions Posted HAugust 19, 2025 ‘
|Proposa1 Submission Deadline HSeptember 9,2025 ‘
|Vendor Selection & Notification HSeptember 16,2025 ‘
|Anticipated Project Start HOctober 1,2025 ‘

12. SUBMISSION INSTRUCTIONS

Submit proposals electronically via email to:

Amanda Bell

Technology Coordinator

abell@cmsd.k12.ms.us

Subject: "Cybersecurity RFP Response - [ Your Company Name]"

13. ADDITIONAL INFORMATION

This project is funded through the FCC Cybersecurity Pilot Program and must comply with all
applicable federal, state, and local procurement guidelines. CMSD reserves the right to reject any
or all proposals and to waive any informalities or irregularities.

All details provided in this RFP must match the services/equipment listed in CMSD's Pilot
Program FCC Form 470. Any inconsistencies may result in disqualification.
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