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Collier County Public Schools

Technology Training
for New Hires

Agenda:
1. System Log-In
Desktop Overview

File Management
Our Website

District E-mail (Outlook)
Security Awareness

Contacts

General Questions or Problems ...
Help Desk

(239) 377-0445

helgdesk@collierschools.com

Training Inquiries ...
Sheryl Priester, Technology Trainer
(239) 377-0417

Qriess@collierschools.com

Need Tutorials ...

Checkout our website at
httgs:[[www.collierschools.com[training
or visit the collierschools.com, click on the
staff icon. and select Training Resources

eference Page To


mailto:helpdesk@collierschools.com
mailto:priess@collierschools.com
https://www.collierschools.com/training
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Publ
/' Technology Services

Password Management — Your Network Account

Our systems require the use of a username and password to access the various applications within the
District (i.e. FOCUS, Data Warehouse, Web Access, AS-400 TERMS, CANVAS, CCPS Portal, etc.). You
would use your network username and password for everything except for EZ-Stub. Your password is
unique to you and should be kept secret. DO NOT share your username and password or login for others.
All student and staff have their own login to access the network.

Changing Your Password:
You will need to access the Self-Service Password Reset application to change your password.

Notification sent 10, 3,
and 1 day(s) prior to
expiration date.

Change password prior
to or upon receipt of
expiration notification.

Password expires
every 60 days.

Reminders:
e Immediately change your password anytime it has been reset.
e You cannot reuse passwords (at least not the last 10).

e Your password is case-sensitive.

Accessing UserApp (Self-Service Password Reset):
While logged onto a CCPS Computer:
s

1. Double-click the Change Password icon (the yellow set of keys) on the desktop.

Change
OR Password

From a personal computer:

1. Access the District website. www.collierschools.com

2. Click Staff tab (purple tab in the upper right corner).
3. Click the Change Password icon.
4. The Self-Service Password Reset login page will display.
5. Enter your current network username and password.
This would be the username and password you use to log-on to a CCPS computer.

6. Click Login.

v‘ Self Service Password Reset

STUDENTS PARENTS STAFF COMMUNITY

Please Sign in

User Name

Bk paavers™ — o
Webex e O 4
“w* Password

%7, Outlook Web = soies Sl
Resources v Access 3 iBriefings
- If you have forgotten your password or have any other cancems, please call The CCPS Help Desk @ 377-0445
B I o b BT . . il i G P o - it ™
Password Management: Your Network Account Page 1 of 2
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Password Management — Your Network Account

Changing your Password?
While logged into Self-Service Password Reset:
1. The change password screen will appear.
2. Enter your New Password in the ‘New Password’ field.

3. Confirm your password by retyping it in the ‘Confirm Password’
field.

4. Click Change Password.

Password Criteria:

Minimum: 8 characters

Maximum: 12 characters

Required: ¢ One number (cannot be the first character of your
password).

e One special character (! @#$ % *&* () +-/_~));
cannot be the first character of your password.

History: New password may not have been used previously.
Must Not: o Repeat any character sequentially more than 4
times.

¢ Include any of the following values: password test
e Include part of your name or user name.

e Include a common word or commonly used
sequence of characters.

Forgot your Password?

@ Self Service Password Reset priess

Change Password

Please change your password. Keep your new password secure. After you type your new password,
click the Change Password button. If you must write it down, be sure to keep it in a safe place. Your new
password must meet the following requirements:

+ Password is case sensitive

« Must be at least 8 characters long

« Wust be no more than 12 characters long

- Must include at least 1 number.

« Liust have at least 1 symbol (non letter or number) character
- The first character can not be a symbol (non letter or number),
« Liust not repeat any character sequentially more than 4 fimes.
= Must not include any of the following values: password test

« Liust not include part of your name or User name.

= Must not include a common word or commonly used sequence of characters.
« New password may not have been used previously

Password REQUIRES at LEAST 1 number and 1 special character. Issues?
Please contact the help desk at (239) 377-0445

Waiting for typing to complete....

New Password =

[

Confirm Password

Change Password Cancel

Currently you are unable to reset your own password. Email helpdesk@collierschools.com to request a password

reset. For verification purposes, please be prepared to provide your network username, employee ID number, and

DOB.

Password Management: Your Network Account
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Outlook Web Access (accessing your email offsite)

v
i

Outlook Web App is a way of accessing your email using a browser connection from offsite not logged onto
one of our computer systems. Everything you do in Outlook Web App will be transferred to the native
Outlook connection from your desktop in the office.

Logging in to Outlook Web Access

1. Launch Browser (e.g. Chrome or Internet Explorer).
Type https://webmail.collierschools.com/owa
Username: enter your current network username.
Password: enter your current password.
Click Sign In.

ok~ wbd

Note: You will receive a prompt to select a language and time zone (Eastern US Canada) the first time you
log onto your webmail account. Once selections have been made, Click Save. You will not receive this
prompt again.

View Messages
1. Select the email
2. The message content will display in the preview pane on the right.

Reply or Forward a Message

1. Select the message (email).

2. Click Reply, Reply to All, or Forward in the header of the preview pane.
Reply = Replies to the sender.
Reply to All = Sends the reply to all people that the email was sent to (To and CC fields only). Reply to
All is not a place for a “personal” conversation or inquiry.
Forward = Does not include any of the original recipients or sender. You will select who you would like
to send it to.

3. Click Send.

Create a new message
1. Click + New mail.
2. Enter the e-mail addresses in the To field, or click the To button to use the address book.
3. Click the Cc button and select the email addresses for recipients to whom you want to send a copy of
the message. (if applicable)
4. Enter the subject of the message in the Subject field.
5. Enter the text of your message in the text field.

6. Click Send.
Attach a File
1. Create a New Message.
2. Click Insert.
3. Select Attachments.
4. Locate and select the file in which you would like to attach.
5. Click Open.
6. The fileis attached.

Microsoft Office: Outlook Web Access Page 10of 3
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Outlook Web Access (accessing your email offsite)

= Open an Attachment

1. Click the attachment at the top of the message window.

2. The file download will appear at the bottom left of the screen.
3. Select the file to open.

Create a Signature
#4 1. Click Settings in the upper right corner of the screen.

2. Select Options.

3. Click Mail tab.

4. Click Signatures.

5. Click New and add your signature.
6. Click OK.

¢1.  Out of Office Assistant
Click Settings icon in the upper right corner of the screen.
Select Set Automatic Replies.
Click Send Out of Office auto-replies.
On the Inside My Organization tab, type the response that you want to send while you are out of the
office.
5. On the Outside My Organization tab, type the response that you want to send while you are out of the
office.
6. Click OK.

Ll A

'13 Create a Distribution List
e 1. Click People.

Select + New button.

Select Create Contact or Create Group.

Enter Group name.

Search the Address book by entering the users name in the members field.
Select a name in the list.

Repeat for each name to be added.

Click Save.

0NV kA WN

4| View the Calendar
1. Click Calendar in the upper right corner.
2. Select the desired view in the upper right corner (day, work week, week, month).

)

Schedule an Appointment
1. Click Calendar.
Select + New Event.
Enter the Event name, Location, Start Time, Duration.
Select the Calendar in which you want to place the appointment on.
Select whether the appointment is a recurring or not. If so, select the repeat frequency (daily, weekly,
monthly, yearly). If not a recurring appointment, select Never.
6. Add Notes/Comments if applicable in the text box at the bottom.
7. Click Save.

Microsoft Office: Outlook Web Access Page 2 of 3
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Outlook Web Access (accessing your email offsite)

o8 Schedule a Meeting Request

. 1. Click Calendar.

Select + New Event.

Enter the Event name, Location, Start Time, Duration.

Place your cursor in the Attendees field. Search and select attendees you want to invite to the
meeting.

Select the Calendar in which you want to place the appointment on.

Select whether the appointment is a recurring or not.

Add Notes/Comments if applicable in the text box at the bottom.

Click Send.

HownN

0 N WU

Create a Folder
1. Right-click where you would like to create a folder.
2. Select New Folder.
3. Enter a Folder name.
4. Click OK.

Move an Item to a Folder
1. Click and drag the item to the desired folder in the navigation pane.

2 OR

1. Right-click on the email.

2. Select Move.

3. Select the folder you would like to move the email to.
4. Click Move.

Move a Folder to another Location
1. Click the folder you want to move.
2. Drag the folder to the new location in the Navigation Pane.

Microsoft Office: Outlook Web Access Page 3 0of 3
Collier County Public Schools Reference Page 17 of 55 Revised 6/20/2020



O CCPS|;

Outlook Web Access — Automatically Forward Message to Another Account

v
il

Forward or redirect your email messages by setting up Inbox rules in Outlook Web App.

You can use inbox rules to automatically forward or redirect messages sent to your mailbox to another
account. This is useful if you won’t be checking your primary mailbox and want to be able to read and
respond to messages from another account.

In the upper top right corner of the page, Select Settings.

Select Options.

Under the Automatic Processing section, Select Inbox and Sweep Rules.
Click the plus sign (+) to add a new rule.

PwnNPE

(IR
-}n Al : |.i.fll 1 E
(© Options Refresh
Shartcuts Automatic replies
» General )
+ Mail Inbox rules Display settings
HU:;H;E:(-[ ::‘s:: ? Choose how email will be handled. Rules will be applied in the order shown. If you don't want a rule to run, you can turn it off or delete it. Manage add-ins
Undo send i il
e Inbox and sweep rules +/71 Offine setings
Junk email reporting On Name Rule: focussupport Change theme
Mark as read > focussupport After the message arrives and...
Message options the message was sent to 'focussupport’ Options 9
Read receipts Do the following...
Reply settings forward the message to 'Helpdesk’
This rule is: On
or allow
IP and IMAP
4 Attachment options
— #Etolvag gocounts e , e e /— P PRy X f o i A P e e aamt Poamitds .

5. Enter a Name for your rule in the name field.

6. Under When the Message Arrives, Select Apply to all Messages.

7. Under “Do all of the Following”, Select Forward, redirect, or send > Redirect the message to
Note: Difference between redirecting and forwarding .. When you redirect an email, the “From”
field doesn’t change, so the original sender remains the same. If you forward, the sender now
becomes you.

8. In the Redirect the message to ... field, enter the email address you would like your messages sent
to or select the individual from your contacts.

9. Click Save.

10. Click OK.

Hok X Cancel

New inbox rule

vV Save X Cancel

Name
e | Redirect the message to ‘_Q
When the message arrives, and it matches all of these cond = o 2012 _Student Pass
Search People 48 =
——— Your contacts sy first name ~ | y
#
Do all of the following | . Members Notes
Select one. e {_I ) 2012 Stuident Pass +
Add action Pra
3rd floor staff listing
Except if it matches any of these conditions u
Add exception | maman g S———— A
/| Stop processing more rules (What does this mean?)
Microsoft Office: Outlook Web Access Page 1of1
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iBriefings

iBriefings is how the Administrative Center communicates with everyone at the outlying sites. iBriefings
are not in email format, they post in the iBriefings portal every Thursday at 12pm. All iBriefings go through
an approval process before being published. You will receive a weekly email notification from the
Superintendant once iBriefings have posted.

The iBriefings which display in your portal is dependent upon the selected audience. For example, when
creating the iBriefing if the selected audience was instructional, and you have a job title of “Data Entry”,
you would not see this particular iBreifing when you log in.

Logging In
1. Visit the District website. www.collierschools.com
2. Click the Staff tab (purple tab) in the upper right corner.
3. Click the iBreifings icon.
4. If you are logged onto one of our computer systems, you will automatically be logged in via single-

sign-on. If you accessing from a computer system not on the network, you will receive a prompt to
enter your current network username and password.

SHERYL PRIESTER

E] iBriefi ngs June 29, 2020

Audience: Briefing ID #: Keyword | search Clear

Employee Show/Hide Advanced Search

‘ iBriefings (5665)

ID Info Audience Posted Date Meeting Date Due Date
ALL ADMINISTRATORS
12222 \-\'\ BOOKKEEPERS Internal Funds Start-Up and Roll Forward Procedures for FY 21 06/25/2020
OFFICE MANAGERS
12233 ‘-\-L ALL BENEFIT ELIGIBLE EMPLOYEES Mid-year Benefit Changes Allowed Due to COVID-19 - UPDATE 06/25/2020
12234 L )\ ALL EMPLOYEES Mobile Mammo at Ad Center on July 9th 06/25/2020
[ T - . . - _—— = -
Viewing
There are several ways to view an |Br|ef|ng. #J 12234 Q\ ALL EMPLOVEES
1. Click the yellow envelope to view the iBriefing.
OR
1. Click the iBriefing ID number. ‘
2. The iBriefing will display in a pop-up window. v
J 12234 |4 ALL EMPLOYEES
Sorting
1. Click the column title on the header row to sort the list by the selected column title.
‘ iBriefings (5665)
ID |Info Audience Subject Posted Date Meeting Date Due Date
ALL ADMINISTRATORS
| 12000 \l BOOKKEEPERS Internal Funds Start-Up and Roll Forward Procedures for FY 21 06/25/2020
PN 20 U S SIS P S
iApps: iBriefings Quick Reference Guide Page 1 of 2
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iBriefings

Searching

You can search by entering an iBriefing ID number OR by entering a keyword.

Note: Pay attention to the Posted Date to make sure you are viewing the most recent iBriefing.

1. Enter the iBriefing ID number in the
iBriefing ID# field.
2. Click Search.

OR 1. Enter a keyword in the keyword field.
2. Click Search.

Briefing ID # |

Keyword: |

Search || Clear |

Show/Hide Advanced Search

Advanced Search

1. Click Show/Hide Advanced Search button to access additional search features.

Audience: 3 Administrator Briefing ID #: : Keyword: I:I | Search H Clear ‘
B Employee ﬁ Show/Hide Advanced Search
Category: Contact Name: : Subject: :
Cabinet: Body: : Priority: ALL ~
Audiences: 504 CONTACTS (EMPLOYEE)
& ACADEMIC COACHES
(EMPLOYEE)
B ALL ADMINISTRATORS
(ADMINISTRATOR) v
e . e (5 Save to Email ‘ ‘,_-g Openin Emall| "!!npen Calendar
Save an iBriefing Externally :
BRIEFING ID# 12217
2. Click the yellow envelope to view the iBriefing. ‘;L’;’J'z:fe ‘:;::t':;‘:l"‘fvifkshop s
3. The iBriefing will display in a pop-up window. Category: District Information
. . Priority: Normal
4. Click the “Save to Email” button to send a copy of the selected
iBriefing to your current CCPS email address. — o L

All  Unread ByDate = Newest + = Man 6/29/2020
4 Today

39 P

no-reply-ag ollierschools.com

no-reply-apps@collierschools.com
iBriefing # 12217: FREE Virtual Workshop - Stud... 1:39PM
BRIEFING D% 12217

riester, Shery

© i there are problems with how this message is displayed, dick here to view it in a web browser

Bing Maps

iBriefing # 12217: FREE Virtual Workshop - Student Loan Forgiveness - BACK BY POPULAR DEMAND!

BRIEFING ID#:

Audience:

Subject:

Category:

Logging Out

1. Click the Log Off button in the upper right portion of the screen.

12217

ALL EMPLOYEES

FREE Virtual Workshop - Student Loan Forgiveness - BACK BY
DEMAND!

District Information

SHERYL PRIESTER

June 29, 2020

| LogOff || Help |

Searrh I Clear | ‘

iApps: iBriefings Quick Reference Guide
Collier County Public Schools
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(Used to register for any Staff
Development Oor Technhology
Training courses.

Professional Development & Learning

To login to iLearnU, please click on the
CCPS Fortal icon that is located on your
desktop. If you do not have the icon,

please visit: portal.collierschools.com
using Google Chrome.

Verify that you have successfully logged into
the portal. To do this you will simply check
to see that your name and picture

D

CCPS Portal

Y portal.collierschools.com

Clarissa J Langston ~ Sign Out

(as it appears on your hame badge) is in the |

upper right corner.
Under the ‘Employee’ section, click on
the iLearnU icon.

« Once you have clicked on the

statement, make changes, or

iLearnU icon, you will be directed anetings
i : iLearn U 3
to the registration system and | U —U‘ el

will not need to login again.
Search for the training that you have been
directed to register for. You can do this by
entering ANY of the following criteria in the

‘Search’ text box: i *
s Search titles and locations
. Name of Training seaches and ocatons

« Coordinator or Instructor’'s
FIRST or LAST name

« Curriculum category
(example: “Math”)

Forgot your network username and password? Flease call the HelpDesk @ 7-0445
Having issues locating the training once you are logged into iLearnU? Please call the

curriculum coordinator that is responsible for the training.

Can't get into iLearnU after following the steps above? Please call Clarissa Langston

@ 7-0021

Reference Page 41 of 55
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Collier County Public Schools

2FA (Two-Factor Authentication)

Two-factor authentication (2FA) is an extra layer of security to protect your CCPS account from
unauthorized access. This is accomplished by verifying two items when logging into your
account:

1. Your CCPS Username/Password

2. Second factor of authentication (Can be any of the following):
0 Duo Mobile App installed on your smartphone
0 SMS passcode sent to your telephone number
0 Call placed to your telephone number

&% Outlook Is that

User Name:
Password:
Firs factr

Success!

This is very similar to the process for accessing your personal bank account online. You are
typically required to enter your username and password, and then receive an SMS passcode
(second factor) or telephone call to your smartphone before logging in.

Reference Page 49 of 55



CCPS Setup Instructions for 2FA

1. Open your web browser and visit the following URL: https://originl.collierschools.com/
2. Type in your username (or CCPS e-mail address) and click Next to login.

4 - CCPS Portal

[ Welcowe |
«s\) Sign up with the
N

District

CCPS Click here to create your CCPS account

District Website
Sign in:

Please enter an Email or mobile phone or student ID or

username:

usernamé

Create account

© 2020 Collier County Public Schools + Problems? (239) 377-0445

3. Afterlogging in, click on the “myCCPS” navigation link. You should see a screen similar
to what is shown in the image below where you can begin your Duo (2FA) Enroliment
process.

yCCPS

CCPSUID: 100000
Employee

Community

Staff

Volunteers Collier County Public Schools is adopting 2-factor
authentication for select applications. The Duo Mobile
application can be downloaded from the Apple App
CCPS Portal Store or Google Play Store.

District Website

Protect Your Account

4&2’8} Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.

This process will help you set up your account with this added layer of

What is this? C¢
Need heip?

security.
el

4> CCPS|

Copyright ® 2020 Collier County Public Schools.

Al rights reserved.
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CCPS 2FA Device Enrollment

Follow the steps below to complete your 2FA device enrollment:

e Welcome Screen
Click “Start setup” to begin enrolling your device.

s Protect Your Account

% Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.,
This process will help you set up your account with this added layer of

What is this? O3 security.
Need help?

Powered by Duo Security Start setup

e Choose Your Authentication Device Type
Select the type of device you want to enroll and click Continue. CCPS recommends using
a smartphone for the best experience, but you can also enroll a landline (such as your
239-377-XXXX Cisco desk phone)

s What type of device are you adding?

@ Mobile phone RECOMMENDED

Tablet (iPad, Nexus 7, atc.)
C( I I S Landline

What is this?
MNeed halp?

T m
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e Enter your phone number
Type in your phone number — Use the number of your smartphone, landline, or cell
phone that you will use when logging into a service that requires 2FA. (note: if enrolling

a tablet you will not be prompted to enter a phone number).

Q{ Enter your phone number

United States ’

CCPS +1 | 7345557081 |V

Example: (201) 234-5678
What is this? O

Meed help?

inue

[ You entered (734) 555-7081. |5 this the comrect number?

e Choose Your Device Platform

Choose your device’s operating system and click “Continue”

s What type of phone is 734-555-7081?
4

@ iPhone

CcCPS

Other (and cell phones)

o J o

What is this? [0
Need help?

Powered by Duo Security
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Install Duo Mobile

If you have a smartphone or tablet, Duo Mobile is an app that runs on your device which
helps you to authenticate quickly using a single button. Without Duo Mobile you can still
login using a phone call or text message, but for the best experience CCPS recommends

using Duo Mobile for the following reasons:

0 Fast and Easy (one button to approve login requests)
0 Works from anywhere that you have a Wi-Fi connection (no cell service required)

Duo Mobile can be downloaded from the App Store for your device type:

0 iPhone/iPad: Download “Duo Mobile” from the Apple Store
0 Android: Download “Duo Mobile” from the Google Play Store

After installing the Duo Mobile app on your device, click “I have Duo Mobile installed”

on the enrollment screen.

Install Duo Mobile for iOS

1. Launch the App Store app and
search for “Ouo Mobile®.

2. Tap "Get" and then "Install” to
download the app.

Y
CCPS

What is this? O
Need help?

m Duo Mobile
Dy Scamity
I have Duo Mobile installed

Powered by Duo Security
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e Activate Duo Mobile

Activating Duo Mobile will link your smartphone to your CCPS account. When using
iPhone, iPad, and Android devices you can activate Duo Mobile by scanning the barcode

with the app’s build-in barcode scanner (example shown below).

X\

7 EISE] e
‘ "‘ 'PS - 3. Scan this barcode.

Email me an activation link instead.
What is this? CF
Need help? a

Powered by Duo Security

Activate Duo Mobile for i0OS

1. Open Duo Mobile.

After scanning the barcode, click “Continue” to complete your device enrollment.
You should see an “Enroliment Successful” confirmation screen, indicating that you
have completed the enrollment process:

Enrollmeﬁt Successful! P

Way to gol You can now authenticate to any Duo-
. protected service. "

L]
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Configure Device options (optional)

You can use Device Options to give your phone a more descriptive name, or you can
click “Add another device” to add a second phone or another device. CCPS recommends
adding a second device such as your CCPS provided telephone number (239-377-XXXX),
so that you are not locked out of your account if your primary device is unavailable or

damaged.

My Settings & Devices

eSS =/

What is this? Cf

Default Device:  Android 734-555-7081

MNeed halp?

Powered by Duo Security When | log in: [ Ask me to choose an authentication method :]
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