CYBERSECURITY 1

Course title: CCNA: CyberOps Associate
Course Code/ Section#

Units of credit: 10 Meeting Dates: 08/12/25-06/02/26
Instructor: Mr. H. Albizo Location-Room: 72
Contact: halbizo@fusdk12.net or halbizo@mvrop.org 510-656-5711x46372

UC-g Credit Mission Valley ROP Certificate of completion is awarded with a grade of C or
better

Course Overview

In this UC “g” elective CyberOps Associate course, students learn how to defend against
cybercrime, detect threats, and protect critical networks from attacks. As one of the fastest-
growing industries, cybersecurity offers exciting opportunities to develop high-demand skills and
prepare for real-world roles in Security Operations Centers (SOC), gaining the hands-on
knowledge needed to pursue entry-level SOC Analyst positions in a variety of industries.

You’ll explore how SOC teams monitor, analyze, and respond to security incidents. Topics
include threat detection, host and network intrusion analysis, security protocols, and policy
development. This course is aligned with the NICE Cybersecurity Workforce Framework,
ensuring your learning supports nationally recognized cybersecurity education and career
pathways.

At the conclusion of this course, passing with a grade B or better, students will be able to take
the industry certification exam, CyberOps Associate (CCCA).

Course Objectives

Students will:
e Analyze cyber threats and defend against intrusions using monitoring tools
o Install and operate virtual machines in a secure lab environment

e Learn key cybersecurity laws, including COPPA, the Cyber Patriot Act, and data privacy
regulations

e Conduct incident response and apply forensics techniques to compromised networks
o Write a research paper analyzing the role of law and ethics in cybersecurity policy
e C(Collaborate in group investigations and engage in critical discussions on real-world cases

e Practice ethical and legal behavior consistent with cybersecurity standards
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Core Topics

Cybersecurity Fundamentals & SOC Roles
Windows and Linux OS Analysis

Network Protocols, Attacks & Defenses
Cryptography & Public Key Infrastructure
Security Monitoring & Intrusion Analysis
Endpoint Protection & Incident Response

Cyber Law, Digital Ethics, and Intellectual Property

Certifications

Students will take at least one Precision Exam

Eligible students are encouraged to take the Cisco CCNA CyberOps exam

Grading Breakdown

20% — Participation & Conduct
20% — Exams & Quizzes
30% — Assignments & Homework

30% — Hands-on Labs & Projects

Late Work Policy:
1 day late = —10% | 2—7 days late = —25% | After 1 week = not accepted unless excused

Class Expectations

Be Prompt: Arrive on time, ready to work

Be Prepared: When the bell rings. No loud side-bar discussions, be in your seat, and
absolutely no food in class

Be Respectful: Practice professional communication

Be Engaged: Contribute actively and respectfully

Be Ethical: Al use is allowed for brainstorming or script support, but not for completing

assignments or exams



Class Rules

o No smartphones or laptops allowed. Desktops will be used and are configured with all
the required software.

e No eating in class at any time. Bottled water only in the classroom

o No disruptions, sidebar conversations, profanity, or rowdy behavior

Required Materials & Tools
e Online Curriculum: Cisco NetAcad CyberOpsAssoc 1.1
e Software & Resources:
o Packet Tracer, VirtualBox, Wireshark
o NDG Linux Essentials
o Cisco Cybersecurity Essentials
o Other tools provided as needed
Student Portfolio & Career Readiness
At the beginning of the school year, students will build a portfolio consisting of:
o Cover letter, Resume with references

o LinkedIn profile and job application (this does not apply to students under 16 years of
age)

e CACareerZone for career research
« Sample project documentation (2" semester)

Homework: Class assignments and homework (approx. 20 minutes nightly, Mon—Thurs) are
posted on Google Classroom. Students in danger of failing may be assigned additional work.

o The online curriculum is available at cisco.netacad.net 24/7.
o By week two, each student will receive a Cisco Academy login. Instructors do not have
access to passwords

Events & Industry Exposure

Students are encouraged to participate in industry events such as:
e Fremont Engineering Expo (April/May)
o Fremont National Manufacturing Day (October)

e Cisco Systems Shadow Day (by Invitation)



e Program Advisory Committee (ICT student engagement-November by invitation)



Note to Parents/Guardians

I am teaching both ICT (Information and Communication Technology) including Cybersecurity
and Entrepreneurship courses and am credentialed for both. Both sectors are integral components
for success, as is cybersecurity to all industry sectors. As such I’'m looking forward to expanding
my Program Advisory Committee and will always welcome diverse viewpoints.

Parents working in (ICT) and the field of business are invited to join the Mission Valley ROP /
Irvington High School Program Advisory Committee to help guide and improve our
technology and business programs. The committee meets once a year for 1.5 hours. If interested,
please contact Mr. Albizo at halbizo@fusdk12.net. .

Student — Al Use & Code of Ethics
Al Policy

Al may be used to support idea generation or script writing for class discussion but may not be
used to complete or generate graded assignments; generate answers to questions on assessments,
and reports that do not reflect original thinking. Misuse of Al tools is considered academic
dishonesty, and as such is subject to parental and admin notification and Saturday detention.

As artificial intelligence (AI) becomes part of everyday learning, it is important to use it
responsibly and ethically. Using Al tools prepares students for the future workplace, where Al
literacy and ethical awareness will be critical skills in every industry sector.

Students — I agree with the following principles for Al use in school:

1. Integrity
I will not use Al to cheat, plagiarize, or misrepresent someone else’s work as my own.

2. Accountability
I am responsible for how I use Al and for verifying the accuracy and appropriateness of its
outputs.

3. Transparency
I will clearly indicate when I use Al tools in assignments, projects, or presentations.

4. Respect for Privacy
I will not use Al to share, collect, or misuse private or sensitive information.

5. Avoiding Bias
[ will think critically about Al-generated content and be alert to any unfair or biased information.

6. Purposeful Use
I will use Al to enhance my learning, not to avoid thinking or doing my own work.



7. Digital Citizenship
I will follow school rules and classroom policies related to Al use and report any misuse I
observe.

8. Human-Centered Values
I will ensure that my use of Al supports fairness, empathy, and the well-being of others.

Mission Valley ROP is dedicated to preparing students with technical and ethical workplace
skills. Cheating or plagiarism by any means will result in a failing grade on the assignment,
notification to administration and to the parent/guardian

Acknowledgment

By signing below, I understand and agree to use Al tools ethically, responsibly, and in
accordance with classroom and school expectations. I further understand, violations of this
guidance will have administrative consequences.

A Media Release Form students may have occasion to have their picture taken in the classroom
or during special events like field trips. Some students or their parents may not want to have their
child’s picture taken. The media release form allows for opting in or out. Opting out will not
affect the student’s grade. However, we must have a signed copy on file.

Please sign and return this page and the Media Release Contract. No student will be given
access to equipment or curriculum until the Computer Use Agreement is signed by both student
and parent/guardian.

Acknowledgment & Agreement

To gain access to curriculum and equipment, students and parents must sign this syllabus along
with the Media Release Form and return by the second week of class.

Signatures

Student Name (Print): Date: Class Period:
Student Signature: Date:

Parent/Guardian Name (Print): Date:

Parent/Guardian Signature: Date:

Parent Contact Info
Phone: Email:




