Enrolling your device in Duo Security

Two-Factor Authentication (2FA) adds an additional layer of security to your account. In addition
to your password, you will need a secondary means to verify your identity, like your mobile
phone, when logging into your account. Using just a username and password are no longer
considered a secure mechanism for authentication. A password can be stolen or guessed. 2FA
protects against password theft or guessing by requiring access to a physical device to
successfully log in.

NOTE: PLEASE Open the email from Duo on a computer. NOT the device you
intend to use for Two-Factor Authentication (your phone).

1. You will receive an email similar to the one below. Click on the long url link to begin
enrollment.
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Hello,

Irving 150 is now rodling out Duo Security, a friendly and secure way for you to 10g into your organization's applications. Your manager
has invited you to set up your account for Duo 50 you can start logging in.

** Note - Please do not use your mobile device to perform the below actions. It works much better from a PC or Mac. **
To begin, click this link to enroll a phone, tablet, or other device:

hitps ifapi-4c¥eebct duosecurily com/poral?eode=cledt2da0 7844568 akey =DAIT XS4 THNFOL TMMYEVP

Duo Eer_'unl':,' I3 & two-factor authentication senvice that strives to be easy to use and secure. To leam more about Duo authentication,
visit the guide here:

Hhgui mennoil

2. Click Start setup
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Independent School District

What is this? [4

Meed help?

Protect Your Irving Independent

School District Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.

3. Please select Mobile phone or Tablet. (There are additional costs to the district
associated with the other methods.)

4.

¢
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What type of device are you adding?

@ Moblle phone RECONMMENDED
Tablet (iPad, Mexus 7, etc.)

Landline

UZF

If you selected Mobile phone (recommended), enter your phone number and select

continue.




Enter your phone number

¢
IRVING .. :

Indepersdent School Distract

T +1 9725551212 | ¢

MNeed help? ex: (201) 234-3678
@ You entered (972) 555-1212. |5 this the correct number?

5. Select your type of phone.

What type of phone is 972-746-00327

¢
JRVING @ rrone

Indeperidenit School Distract Andreld
Windows Phene

What is this? CF Other (and cell phones)

m

MNeed help?

6. Install Duo Mobile according the instructions on the below image.
Only when the app is installed do you select, “| have Duo Mobile installed”



Install Duo Mobile for iOS

(
IRVING

Indepenadent School Drstrict

1. Launch the App Store app and
search for "Duo Mabile",

2 Tap "Get” and then "Install” to
download the app.

What is this? O3

Meed help?

| have Duo Mobile installed

7. Once again, follow the instructions to open the Duo Mobile app on your phone and add
Irving ISD by scanning the QR code.

Activate Duo Mobile for iOS
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Independent School District

1. Open Duao Mobile.
2 Tap the "+" button,
3. Scan this barcode,

Or, have an activation link emailed to

What is this? [f vou insteacd

Need help?

8. On the below screen, we highly recommend selecting, “Automatically send this device a
Duo Push”



My Settings & Devices

¢
IRVING ‘ Ci I0S 972-746-0032 JusT ADDED

Indeperiderst School District

Default Device: j0OS 972-746-0032
What is this? [

Need help?

Whenllogin: | Ask me to choose an authentication method v

Ask me to choose an authentication method
Automnatically send this device a Duo Push

saved Automatically call this device

9. Click Finish Enrollment

My Settings & Devices

(
IRVING ‘ (3 105 972-746-0032 jusT ADDED

Independerst School District

Default Device:  j0S 972-746-0032
What is this? [§

MNeed help?

When llogin: | Automatically send this device a Duo Push v

Finish Enrollment

10. You're done setting up Duo Authentication!!



Enrollment Successful!

Way to go! You can now authenticate to any
Duo-protected service.
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