MULTI-FACTOR AUTHENTICATION

Below are the instructions for setting up Multi-Factor Authentication (MFA) for Northwest network accounts. MFA will
be enabled for all Microsoft-related platforms such as Microsoft Outlook, Word, Excel, PowerPoint, OneDrive,

SharePoint, etc.

You will be prompted upon the first launch of any one of these programs and MFA setup will apply to all other Microsoft
programs after the process is completed the first time.

This will appear when you launch and/or log in to a Microsoft program the first time:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/) 2

App App password

Microsoft Authenticator

Start by getting the app

- On your phene, install the Microsoft Authenticator app. Download now

After you install the Microseft Authenticator app on your device, choose "Next".

want to use a different authenticator app

| want to set up a different method

IF YOU WISH TO USE THE MICROSOFT AUTHENTICATOR APP, BE SURE THE APP IS DOWNLOADED FIRST, THEN SKIP
AHEAD TO PAGE 3 FOR FURTHER INSTRUCTIONS.

If you wish to set up MFA via phone text, click “I Want to Set Up a Different Method.” The following procedure defines
the Phone Method of authentication.



PHONE/TEXT Method

You will be prompted with the following. Choose Phone and Click Next.

Choose a different method X

Which method would you like to use?

Choose a method

Authenticator app

Phone

Enter your phone number including area code. Choose Receive a Code. Click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 1 of 2: Phone

@ 2

Phone App password

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use?

| United States (+1) V| I knter phone number

@ Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

| want to set up a different method



Enter the code you received via text in the box. Click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 1 of 2: Phone

7, :
Phone App password
Phone

We just sent a 6 digit code to +1(000) 000-0000. Enter the code below.
| 782264

e -

| want to set up a different method

The process is finished. You will see this screen. Click Done.

Keep your account secure

Method 2 of 2: Done

App App password

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

App password
NWCC Login

A
‘3 Microsoft Authenticator

AUTHENTICATOR APP Method

The following procedure defines the Authenticator App Method of authentication. Be sure the Microsoft Authenticator
App has been downloaded on your device before proceeding.




On this screen, click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

o 2

App App password

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

L want to set up a different method

Click Next.

Keep your account secure

Method 1 of 2: App

o :

App App password

Microsoft Authenticator

o Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

= -

| want to set up a different method



Once on this screen you will need to open the Microsoft Authenticator App on your device. You cannot use your native
phone camera application for this process.

Keep your account secure

Method 1 of 2: App

(/) 2

App App password

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

oo | NN

| want to set up a different method

Once the Microsoft Authenticator App is opened, click on the Plus (+) sign at the top right.



= Authenticator

Select Work or School Account

£ Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

=. Personal account >
=. Work or school account >
Other (Google, Facebook, etc.) >

Click Scan QR Code.



4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

mm S

Personal account
| [

Other (Google, Facebook, etc.) >

Add work or school account
Sign in
Scan QR code

Cancel

Use the Microsoft Authenticator App camera to scan the QR code on the screen.

Scan QR code

Your account provider will display a QR code

e ol

After scanning the code with the Microsoft Authenticator App, the browser will display a code. This number will need to
be entered in the Authenticator App.



Keep your account secure
Method 1 of 2: App

(/] 2

App App password

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

47

‘ Back

| want to set up a different method

Enter the code in the Authenticator App. Click Yes.

Northwest Mississippi

Community College
@northwestms.edu

@ ] Are you trying to sign in? A
Y‘ Northwest Mississippi iy
U Community College
C Brian.Hale@northwestms.edu
@ ( Enter the number shown to sign in.
47
BYN: >
No, it's not me Yes
Ne >
&, Update seF >
@ Review recent activity >
1 2 3
ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS Tuv wXYz

After entering the code in the app on your device, this will display on your browser screen. Click Next.



Keep your account secure
Method 1 of 2: App

o :

App App password

Microsoft Authenticator

Notification approved

v

| want to set up a different method

The process is finished. Click Done.

Keep your account secure

Method 2 of 2: Done

App App password

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

App password
NWCC Login

()
Microsoft Authenticator



