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EXHIBIT D
DATA SHARING AND CONFIDENTIALITY AGREEMENT

INCLUDING
PARENTS BILL OF RIGHTS FOR DATA SEGURITY AND PRIVACY
‘ AND
SUPPLEMENTAL INFORMATION ABOUT THE MLSA

1. Purpose

(a) This Exhibit supplements the Master License and Service Agreement ("MLSA") to which
it is attached, to ensure that the MLSA conforms to the requirements of New York State
Education Law Section 2-d and any implementing Regulations of the Commissioner of
Education (collectively referred to as “Section 2-d”). This Exhibit consists of the terms of
this Data Sharing and Confidentiality Agreement, a copy of Erie 1 BOCES' Parents Bill of
Rights for Data Security and Privacy signed by the Vendor, and the Suppiemental
Information about the MLSA that is required to be posted on Erie 1 BOCES' website.

(b} To the extent that any terms contained within the MLSA, or any terms contained within
any other Exhibits attached to and made a part of the MLSA, confiict with the terms of this
Exhibit, the terms of this Exhibit will apply and be given effect. In the event that Vendor
has online or written Terms of Service (“TOS") that would otherwise be applicable to its
customers or users of its Product that is the subject of the MLSA, to the extent that any
term of the TOS conflicts with the terms of this Exhibit, the terms of this EXthIt will apply
and be given effect.

2. Definitions _

- - Any-capitalized term: used within this Exhibit that is also found i in the MLSA will have the
same definition as contained within the MLSA. .

In addition, as used in this Exhibit:

(a) "Student Data" means personally identifiable information, as deﬂned in Sectlon 2-d, from
‘student records that Vendor receives from a Parhmpatmg Educatlona| Agency pursuant o
the MLSA.

{b). “Teacher or Principal Data” means personally identifiable information relating to the annual
professmnal performance reviews of classroom teachers or principals that is confidential
-and’ not subject to release under the provisions of New York Education Law Sections
:3012-¢ or 3012-d, that Vendor receives from a Participating Educational Agency pursuant
to the MLSA.

(c) "Protected Data” means Student Data and/or Teacher or Principal Data to the extent
applicable to Vendor’s Product.
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EXHIBIT C

Technical Recommendations

A successful Renaissance software implementation requires compliance with the recommendations in this document.

Supported Web Browsers

Windows - Internet Explorer 10.x=11.x", Firefox - five most recent versions?, Chrome — five most recent versions®
Macintosh — Safari 7 and later, Firefox - five most recent versions?, Chrome — five most recent versions®

Screen Resolution

1024 x 768 or higher

We recommend enabling "full screen” mode in the browser and setting the zoom to 100% when students take Star
tests to help ensure no scroliing is needed. Note browsers with additional customizations {bookmark tabs, plugins) and

lower screen resolutions result in a smaller available space, and may require students to scroll down to view the Next
button.

internet Connection
Broadband Internet connection (DSL, satellite, or cable). Verify you have adequate bandwidth to support task usage

estimates. See Knowledge Base article #3943285 http://support.renaissance.com/iechkb/techkb/3943785e 85D for
more information.

Mobile Devices

+  Tablets — Accelerated Math, Accelerated Math 2.0, Accelerated Math Instructional Practice, Accelerated Reader,
MathFacts in a Flash, and Star student applications are supported using a web browser on tablets 7 inches or
larger. Personnel users may use mobile devices for most tasks but we recormmend using a computer tc generate
reports. Supported browsers on'maobile devices include Internet Explorer 11, the five most recent versions of
Firefox and Chrome, Safari 7 and later, and Silk on Kindle Fire HD. Note: Students shouid use Firefox when testing
in Star Early Literacy on Android devices. Firsi-generation iPads are not supported and devices running versions of
Android older than 4.1 (pre-Jelly Bean) are not supported. Tablets with resolutions below 2,048 x 1,536 may require
students to scroll to see-the entire interface. Performance may be degraded on single-core processer devices.

+  Chromebooks — Renaissance web-based products are compatible with Chromebooks and other Chrome 05
devices, with the exception of the AccelScan Scanning Software.

T Internet Explarer 10.x and 11.x are supported when {aunched in Desktop mode on Windows 8.xand 10. Internet Explorer in the Windows 8.x Ul and
the Microsoft Edge browser on Windows 10 are not supported.

2 As of May 20, 20189, the five most recent versions of Firefox are 62 — 66.

% As of May 20, 2019, the five most recent versions of Chrome are 70 - 74,

®Copyright 2019 Renaissance Learning, Inc. All rights reserved. | (800) 338-4204 | www.rengissance.com 1
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 Additional Client Requirements and Recommendations

«  Ifusing a firewall, proxy, and/or content fiiter, some changes may need to be made for Renaissance applicationé'to

function properly.

—  Allow access to Renaissance resources to be sure the software functions as designed. Add an exception
within your firewall, proxy, or content filtering software 1o allow inbound and outbound HTTP and HTTPS
communication with the *.renlearn.com domain as well as access to and from *.renlearnrp.com,

* renaissance.com, and *.renaissance-go.com.

_  Allow inbound and outbound HTTP and HTTPS communication access to ajax.googleapis.com {hosted by
Google) and ajax.aspnetcdn.com (hosted by Microscft). Certain Renaissance features access JavaScript
libraries from these content delivery networks; you must allow access to the sites to be sure the software
functions as designed.

- Users may experience errors in the software if the proxy server caches Renaissance web pages. You may
want to configure your network so that users bypass the proxy server entirely when accessing Renaissance.

—  Star Farly Literacy and Star Math with Audio support require students to download MP3 from Renaissance.
Star Early Literacy also accesses MP4 files. If you use content filtering be sure to allow this type of activity.

«  Browser cookies must be enabled in order to log in fo Renaissance as a student or personnel user. Refer to our
Application and Hosting Privacy Policy at hitn://doc.renlearn.com/KMNet/R60990.pdf for complete details.

s ActiveX controls and plug-ins need to be enabled if using internet Explorer on Microsoft Windows operating '
systems.

+ Depending on which Renaissance applications/features will be used, there are a number of client
applications/plugins that are required, including Adobe Reader and Adobe Flash Player. The AcceiScan Scanning
Software is required if scoring Accelerated Math or Accelerated Math 2.0 paper assignments using a scanner. All
client applications/plugins should be installed as a local administrator to the workstation. Access
it/ supportrenaissance com/techikh/techkb/11065865e.a50 10 view a chart showing the client
applications/plugins and where they are used in the software. Scanner warranty information can be viewed online
in the AccelScan User's Guide, available at http//doc.reniearn.com/KMNet/B003244]1 C4GE2920.pdf.

. Microsoft Word 2007 or above is required to author content, including Accelerated Reader quizzes and articles and
Star Custom assessment items. Note Microsoft Word Online is not compatible.

+  Accelerated Reader Recorded Voice Quizzes, Englishin & Flash, Star Early Literacy, and Star Math with Audio ‘
support: Sound card and headphones or speakers. -

+  Accelerated Math or Accelerated Math 2.0 (paper assignrﬁents only): A 6ppm or higher laser printef is required. .
Paper assignments may be scored in a browser or with an AccelScan mark reader. ‘

- As technology advances it becomes necessary for software companies to drop support for older operating systems -
and browsers. Although Renaissance will not discontinue support for older products immediately, we will centinue to -
~evaluate system reguirements and do our best 1o provide advance notice when it becomes necessary to.raise.our -
requirements. It is the responsibility of customers to keep their computers, networks, operating systems, and third-
--party software up-to-date and functional. We will do our best to support new technologies as they become available but
- cannot recommend them until they are properly vetted and proven compatible.

_ f-you have any technical questions about Renaissance, call: (800) 338-4204.

- @Copyright 2019 Renaissance Learning, Inc. Albrights reserved. | -(800) 338-4204 | www renaissance.com - .

Accelerated Reader, Acceleraied Reader 360, AccelSean, English in a Flash, MathFacts ina Flash, Renaissance, Renalssance Flow 360,
Renaissance Growth Platform, Renaissance Growth Alliance, Renaissance Learning, Renaissance-U, Renaissance Smart Start, Star,
Star 360, Star Custom, Star Carly Literacy, Star Early Literacy Spanish, Star Math, Star Math Spanish, Star Reading, Star Reading
Spanish and Star Spanish, are trademarks of Renaissance..

gl
All logos; designs, and brand names for Renaissance's products and safvices, including, but notlimited to, Accelerated Math, o . 'R{LSE ANL (v ) I
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myON

Recommended System Requirements

Recommended System Requirements for myON

« Broadband / High Speed Internet connection, 25 mbps download speed or higher
is recommended.
« On PC or Mac, a modern web browser with JavaScript enabled:
o Chrome (Preferred. Current, or last two versions)
o Safari (Current, or last two versions)
o Firefox (Current, or last two versions)
o Internet Explorer 11 (or higher)
For iPads: the current i0S version, or last two versions.
For Android Tablets: the current OS version, or last two versions.
1024 x 768 minimum resolution.
For Chrome Books: Running the current Chrome QS, or last two versions and the
current version of Chrome or the last two versions.

Bandwidth Estimates

myON has 1000's of digital books from 2 pages to 100s of pages with recorded audio
and layouts with graphics, illustrations, and photos exactly like the printed page. Some
books are less than 10 MBs. Some books have more than 300 MBs of content. Book
pages are downloaded as needed before a page is turned. Page contents are cached
locally — subject to browser settings and School District T policies.

Firewall, Network Settings, and IP Addresses
“ These addresses must be allowed by your firewall for myON to work properly:

o https://*.myon.com (The "' characier denotes awildcard.) -
» - Access to Port 443 must be allowed (for HTTPS access'to myON).

Last Revised: March 1, 2018
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(d) "Participating Educational Agency” means a school district within New York State that
purchases certain shared instructional technology services and software through a
Cooperative Educational Services Agreement with a BOCES, and as a result is licensed
to use Vendor's Product pursuant to the terms of the MLSA. For purposes of this Exhibit,
the term also inciudes Erie 1 BOCES or another BOCES that is licensed to use Vendor's
Product pursuant to the MLSA to support its own educational programs or operations.

3. Confidentiality of Protected Data

(a) Vendor acknowledges that the Protected Data it receives pursuant to the MLSA may
originate from several Participating Educational Agencies located across New York State,
_and that this Protected Data belongs t0 and is owned by the Participating Educational
Agency from which it originates.

(b): Vendor will maintain the confidentiality of the Protected Data it receives in accordance
with federal and state law (including but not limited to Section 2-d) and Erie 1 BOCES's
policy on data security and privacy. Vendor acknowledges that Erie 1 BOCES is obligated
under Section 2-d to adopt a policy on data security and privacy, but that adoption may
not accur until a date subsequent to the effective date of the MLSA. Erie 1 BOCES will
provide Vendor with a copy of its policy as soon as practicable following adoption., and
Vendor and Erie 1 BOCES agree to engage in good faith negotiations to modify this Data
Sharing Agreement to the extent necessary to ensure Vendor's continued compliance with
Section 2-d.

4, Data Security and Privacy Plan

... -Nendor agrees that it will protect the confidentiality, privacy and security of the Protected
Data received from Participating Educational Agencies in accordance with Erie 1 BOCES’ Parents
Bill of Rights for Data Privacy and Security, a copy of which has been signed by the Vendor and
is set forth below.

Additional elements of Vendor's Data Security and Privacy Plan are as follows:

. {a) In order to.implement all state, federal, and local data security and privacy requirements,

including those contained within this Data Sharing and Confidentiality Agreement,

~ consistent with Erie 1 BOCES' data security and. privacy policy, Vendor will: Review its

- data security and privacy policy and practices to-ensure that they are in conformance with

“all applicable federal; state, and local laws and the terms of this Data Sharing and

-~ Confidentiality Agreement. In the event Vendor's policy and practices are not in

. conformance, the Vendor will implement commercially reasonable efforts to ensure such
compliance. - : : - o . o :

(b) \n order to.protect the security, confidentiality and -integrity of the Protected Data that it

- receives - under:-the MLSA, Vendor will have the following reasonable administrative,

-+ technical, operational and physical safeguards and practices in place throughout the term
of the MLSA: Please refer to the following documents. .- S _

Page 17 of 25



4224-1892

(c) Vendor will comply with all obligations set forth in Erie 1 BOCES' “Supplemental
Information about the MLSA” below. :

(d) For any of its officers or employees (or officers or employees of any of its subcontractors
or assignees) who have access to Protected Data, Vendor has provided or will provide
training on the federal and state laws governing confidentiality of such data prior to their
receiving access, as follows: Annually, Vendor will require that all of its employees (or
officers or employees of any of its subcontractors or assignees) undergo data security and
privacy fraining to ensure that these individuals are aware of and familiar with all applicable
data security and privacy laws.

(e) Vendor X will will not utilize sub-contractors for the purpose of fulfilling one or more
of its obligations under the MLSA. In the event that Vendor engages any subcontactors,
assignees, or other authorized agents to perform its obligations under the MLSA, it will
require such subcontactors, assignees, or other authorized agents to execute written
agreements as more fully described in Erie 1 BOCES' “Supplemental Information about
the MLSA,” below.

(f) Vendor will manage data security and privacy incidents that implicate Protected Data,
including identifying breaches and unauthorized disclosures, and Vendor will provide
prompt notification of any breaches or unauthorized disclosures of Protected Data in
accordance with Section 6 of this Data Sharing and Confidentiality Agreement.

(g) Vendor will implement procedures for the return, transition, deletion and/or destruction of
Protected Data at such time that the MLSA is terminated or expires, as more fully
described in Erie 1 BOCES' “Supplemental Information about the MLSA,” below.

5.  Additional Statutory and Requlatory Obligations .. . -

Vendor acknowledges that it has the following additional obiigations with respect to any

Protected Data received from Participating Educational Agencies, and that any failure to fulfill one

- or more of these statutory or regulatory obligations shall be a breach of the MLSA and the terms
of this Data Sharing and Confidentiality Agreement: ' :

-(8) Limitinternal access to education records to those individuals that are determined to have.. . -

~ legitimate educational interests within the meaning - of -Section 2-d and the Family -

Educational Rights and Privacy Act (FERPA)..

-{b) Limit internal acceészto Protecfe'd Data fo.only thoée: employees or subcontraétors fhat AR
- need access in-order-to assist Vendor in fulfilling one or. maore of its obligations under the: . :

v (c) Not use:educatién-‘records for any purposes other than thdse explicitly authorized in thié
Data Sharing and Confidentiality Agreement...... el S e I

o(d) Not .disoldée";tany-bersohéily;z‘iden'tifia'blre‘ infdrﬁma't-i.onjto any other party, ‘.exc'epf:-Vfcln'r.--‘..::f-ﬁ. 

o ~authorized: representatives- of Vendor using ‘the “information to camy out Vendor's:- - .-
obligations under the MLSA, unless: . e
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(i) the parent or eligible student has provided prior written consent; or :

(i) the disclosure is required by statute or court order and notice of the disclosure is
provided to Participating Educational Agency no later than the time of disclosure,
unless such notice is expressly prohibited by the statute or court order.

Maintain reasonable administrative, technical, and physical safeguards to protect the
security, confidentiality, and integrity of personally identifiable student information in its
custody;

Use encryption technology that complies with Section 2-d, as more fully set forth in Erie 1
BOCES' “Supplemental information about the MLSA,” below.

Provide notification to Erie 1 BOCES (and Participating Educational Agencies, to the
extent required by, and in accordance with, Section 6 of this Data Sharing and
Confidentiality Agreement) of any breach of security resulting in an unauthorized release
of Protected Data by Vendor or its assignees or subcontractors in violation of state or
federal law or other obligations relating to data privacy and security contained herein.

Promptly reimburse Erie 1 BOCES, another BOCES, or a Participating School District for
the full cost of notification, in the event they are required under Section 2-d to notify
affected parents, students, teachers or principals of a breach or unauthorized release of
Protected Data attributed to Vendor or its subcontractors or assignees.

Notification of Breach and Unauthorized Release

Vendor shall promptly notify Erie 1 BOCES of any breach or unauthorized release of

. Protected Data in the most expedient.way. possible-and without unreasonable delay, but - -

-no more than seven (7) calendar days after Vendor has discovered or been informed of
the breach or unauthorized release.

Vendor will provide such notiflcatlon to Erie 1 BOCES by contacting Michelle Okal- Frmk
directly by email at mokal@e1b.org, or by calling (716) 821-7200 (office) or (716) 374-
5460 (cell).

Vendor W||| cooperate W|th Erle 1 BOCES and prov:de as much mformatlon as possnbie‘ A

directly to Michelle Okal-Frink or her designee about the incident, including but not limited - .

.« towa description of the incident, the date of the incident, the date Vendor discovered or

- was.:informed of -the .incident, a description of the types of personally identifiable -
- information involved, an estimate. of the .number of records. affected,. the Participating -
" .Educational Agencies affected, what the Vendor:has done or pians. to do to investigate -

the incident, stop the breach and mitigate -any further unauthorized access or release of

- :Protected  Data; and:contact -information:-for: Vendor: representatlves who.can, assmta.-.-::

_ affected individuals that may have; addltional questmns

(d) Vendor acknowledges that upon |n|t|al nottﬁcatlon from Vendor Ene 1 BOCES, as-the . oo
-seducational agency with:which Vendor contracts, tias an obligation-under Section 2-d-to -.u= "oo ot
- in-furn notify the Chief Privacy. Officer in:the New: York State Education Departmient.~.. = .70+
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("CPO”). Vendor shall not provide this notification to the CPO directly. In the event the ’
CPO contacts Vendor directly or requests more information from Vendor regarding the
incident after having been initially informed of the incident by Erie 1 BOCES, Vendor will
promptly inform Michelle Okal-Frink or her designees.

(e) Vendor will consult directly with Michelle Okal-Frink or her designees prior to providing
any further notice of the incident (written or otherwise) directly to any other BOCES or
Regional Information Center, or any affected Participating Educational Agency.

Page 20 of 25
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EXHIBIT D {CONTINUED)
ERIE 1 BOCES

PARENTS' BILL OF RIGHTS FOR DATA SECURITY AND PRIVACY

Erie 1 BOCES is committed to protecting the privacy and security of personally identifiable
information about students who attend Erie 1 BOCES instructional programs in accordance with
applicable law, including New York State Education Law Section 2-d.

To further these goals, Erie 1 BOCES wished fo inform parents of the following:

1) A student's personally identifiable information cannot be sold or released for any
commercial purposes,

2) Parents have the right to inspect and review the complete contents of their child's
education record.

3) State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited
to, encryption, firewalls, and password protection, must be in place when data is stored or
transferred. ‘

4) A complete list of all student data elements collected by the State is available for public
review at http:!lwww.p12.nysed.govlirslsirsldocumentationINYSEDstudentData.xlsx, or
by writing to the Office of Information & Reporting Services, New York State Education

- Departinent, Room 863 EBA, 8% Washington Avenue, Albany, New York 12234~

5) Parents have the right to have complaints about possible breaches of student data
addressed. Complaints may be directed to the NYS Chief Privacy Officer by writing to the
New York State Education Department, 89 Washington Avenue, Albany, New York 12234.
Complaints may also be directed to the Chief Privacy Officer via email at:
CPO@mail.nysed.gov.

' BY THE VENDOR:
o DessaC sbebsmed

Signature

Debra C. Scheenick
Printed Name .

- VP Proposal Solutions
Title |

- 7/7/2020
‘Date
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EXHIBIT D (CONTINUED)
SUPPLEMENTAL INFORMATION

ABOUT THE MASTER LICENSE AND SERVICE AGREEMENT
BETWEEN
ERIE 1 BOCES AND RENAISSANCE LEARNING, INC.

Erie 1 BOCES has entered into a Master License and Service Agreement ("MLSA”) with
Renaissance Learning, Inc. which governs the availability to Participating Educational Agencies
of the following Product(s):

Star Assessments, mylGDls, Accelerated Reader, myON Reader, myON News, myON Books,
myON Publishers, Literacy Growth Bundle, Star 360 with Freckle Math, Renaissance Flow 360
with Freckle Math, Freckle, Renaissance Flow 360 and Renaissance Flow Math (renewals only),
Renaissance web platform service, Renaissance data integration (renewals only), custom data
integration, Renaissance professional development.

Pursuant to the MLSA, Participating Educational Agencies may provide to Vendor, and Vendor
will receive, personally identifiable information about students, or teachers and principals, that is -
protected by Section 2-d of the New York State Education Law ("Protected Data”).

Exclusive Purpose for which Protected Data will be Used: The exclusive purpose for which

-Vendor is being provided access to Protected Data is to provide Participating Educational

received by Vendor, orany of Vendor's subcontactors, assignees, or-other authorized agents, will - o i

Agencies with the functionality of the Product(s) listed above. Vendor agrees that it will not use
the Protected Data for any other purposes not explicitly authorized in the MLSA. Protected Data’

not be sold, or released or used for any commercial or marketing purposes.

Oversight of Subcontractors: In the event that Vendor engages subcontactors, assignees, or
other authorized agents to perform one or more of its obligations under the MLSA (including any

- hosting service provider), it will require those to whom it discloses Protected Data fo execute
* legally binding agreements acknowledging the obligation under Section 2-d of the New York
State: Education Law to comply with the same data security and privacy standards required of

Vendor under the MLSA and applicable state and federal law. Vendor will ensure that such

- . subcontactors, assignees, or other authorized agents abide by the provisions of these

- - agreements-by: Renaissance maintains a vendor compliance program. Renaissance has.

.. invested in privacy.compliance management software whereby vendor data is inventoried,
-assessed and'mapped. Vendors’ security and privacy practices are reviewed and evaluated
~Renaissarice vendors are contractually bound to comply with the security and pnvacy

reqmrements of both Renaissance and our customers.
Duration of MLSA and Protected Data Upon Expiration:
» -~ The MLSA commences on July 1, 2020 and expires on June 30, 2023.

+ -~ Upon expiration of the MLSA without renewal, or upon termination of the MLSA 'prib’_'ﬁ"to- _
- expiration; Venddr will securely delete or otherwise destroy any and all Protected Data
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" remaining in the possession of Vendor or its assignees or subcontractors or other
authorized persons or entities to whom it has disclosed Protected Data. If requested by
Erie 1 BOCES andfor any Participating Educational Agency, Vendor will assist a
Participating Educational Agency in exporting all Protected Data previously received back
to the Participating Educational Agency for its own use, prior to deletion, in such formats
as may be requested by the Participating Educational Agency.

« in the event the Master Agreement is assigned to a successor Vendor (to the extent
authorized by the Master Agreement), the Vendor will cooperate with Erie 1 BOCES as
necessary to transition Protected Data to the successor Vendor prior to deletion.

» Neither Vendor nor any of its subcontractors or other authorized persons or entities to
whom it has disclosed Protected Data will retain any Protected Data, copies, summaries
or extracts of the Protected Data, or any de-identified Protected Data, on any storage
medium whatsoever. Upon request, Vendor and/or ifs subcontractors or other authorized
persons or entities to whom it has disclosed Protected Data, as applicable, will provide
Erie 1 BOCES with a certification from an appropriate officer that these requirements
have been satisfied in full.

Challengmg Accuracy of Protected Data: Parents or eligible students can challenge the
accuracy of any Protected Data provided by a Participating Educational Agency to Vendor, by
contacting the student's district of residence regarding procedures for requesting amendment of
education records under.the Family Educational Rights and Privacy Act (FERPA). Teachers or
principals may be able to challenge the accuracy of APPR data provided to Vendor by foliowing
the appeal process in their employing school district’s applicable APPR Plan.

Data Storage and Security Protections: Any Protected Data Vendor receives will be stored
on systems maintained by Vendor, or by a subcontractor under the direct control of Vendor, in a
secure data. center facility located within the United States. The measures that Vendor will take

+ to-protect Protected-Data include adoption of technolegies, safeguards and practices that align .- -
with the NIST Cybersecurity Framework and industry best practices including, but not necessarily
limited to, disk encryption, file encryption, firewalls, and password protection.

Encryption of Protected Data: Vendor (or, if applicable, its subcontractors) will protect
Protected Data in its custody from unauthorized disclosure while in motion or at rest, using a
technology or methodology specified by the secretary of the U.S. Department of HHS in gwdance
issued under Section 13402(H)(2) of P.L. 111-5.. - . e
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Information Security Overview

welcome educators! As a leading provider of technology products to K-12 schools worldwide, security is a critical
aspect of Renaissance's business. Renaissance is subject to giobal data privacy & security regulations including
FERPA, COPPA, HIPAA, GDPR, PIPEDA, the Australian Privacy Act, and United States state-specific educational
privacy laws. We abide by our regulatory obligations and we strive to exceed the security expectations of the
educatars we serve. Every day, millions of users depend upon our commitment to protect their data. We take this
commitment seriously.

This Information Security Overview describes the ways in which we protect and secure your data. If you are
interested in learning more about how we handle the privacy of your data (data use, collection, disciosure, deletion)
please visit our Privacy Hub for more information.

Technical Controls

Data Storage & Hosting

Renaissance Growth Platform. The Renaissance Growth Platform is a hosted service—powered by Amazon Web
Services (AWS)—that has redundant server farms in multiple locations. The AWS cloud is dispersed throughout 61
zones worldwide, including 716 zones in the U.S. in California, Ohio, Oregon, and Virginia. AWS provides Renaissance
with Infrastructure as a service {laaS) through servers, networking, siorage, and gatabases.

The Renaissance Growth Platform is a secure, durable technology platform that aligns to an array of industry-
recognized standards—including HIPAA and 1SO 27001 ~1to ensure the confidentiality, integrity, and availability of
the data it is entrusted to protect. Its services and data centers have multiple layers of operational and physical
security. For more information about AWS, please visit https://aws amazon.com/about-aws/global-infrastructure/.

Renaissance Data Center & Legacy Products. The Renaissance Data Center is ourself-hosting data center
iocated in our headquarters in Wisconsin Rapids, WI. The Renaissance hosted data management platform is a
closed system. This means that the secure web-based servers, storage, and databases that support the '
Renaissance hosted platform are dedicated hardware that is used only for that purpose. Each customer's data is
stored in a separate directory and database that operates independently of ail other customers' directories and
databases. Each school or district that uses our products has its own unique Renaissance hosted site URL, and
each user is assigned unigue login credentlals whlch must be authenticated before the user can access the '
corresponding Renaissance hosted site.

| Data Location

" f you'have specific information Your data is-stored on servers in the United States.
security questions, please contact:

infosecurity@renaissance.com Encryption _ |
' cen e Customer data hosted within our Renaissance products is
encrypted in transit and at rest.

‘ All server-to-client access of the Renaissance nosted
- platform appllcatlons and data requ1res HTTP over Transport Layer Security (TLS), also known as HTTPS (Port
. 443).TL-S provides:privacy, integrity, and protection for data that is transmitied between different nodes on the

PO Box 8036, Wisconsin Rapids, W| 54495-8036 | P (715) 424-3636 | F: (716) 424-4242 | www renaissance,com 1



" “nternét, and it prevents data from being ¢avesdropped or tampéred with i transit. We use 2565t AES encryption
with 2048-bit keys to further ensure the Internet traffic between Renaissance and our customers cannot be
intercepted.

: L
A copy of the TLS certificate is both saved on the web server it supports and archived in hosted management
storage. Both locations are accessible only to Renaissance staff responsible for operation of the hosting
environment. Users acquire certificates directly from the certificate provider through a secure portal.

Our optional Renaissance data integration service automatically refreshes the district's Renaissance applications
daily with new data from the student information system. It transfers data over a secure FTP connection (Port 22)
for autormated extracts and uses a Secure Sockets Layer (SSL)/HTTPS (Port 443) connection when data is
uploaded or entered through the software.

Passwords and Role-Based Access

Each school or district has a unigue URL te access its Renaissance products. Each user is assigned unique login
credentials, which must be authenticated before the user can access the school or district site. Users are assigned
to distinct roles, such as student, teacher, or administrator, which limits what information users can access or edit.

Network Security Features

Vigorous network security procedures protect customers’ data from electronic intrusion. These include antivirus
software; firewalls; reguiar patching, updating, and hardening processes; and application security to ensure
connectivity protection. Renaissance performs full-system scans on a regular schedule and updates antivirus
signatures as they are released. Renaissance tracks an array of metrics, including log files, access logs, system
usage, and network bandwidth consumption. We monjtor all hosted servers 24 hours a cay, 7 days a week, using
various methods. Any suspicious activity is promptly investigated and addressed. A protective monitoring regime
tracks how our information and communications technology systems are used. We aiso protect these systems
from malicious and mobile code. Network security boundar\es also known as segmentanon are defined and
enforced to limit access to customer data.

Business Continuity & Disaster Recovery
We follow stringent data backup and recovery protocols to protect our customer data. Renaissance uses a
combination of both full and incremental backups to assist with recovery scenarios. Backups are encrypted and
sent off site to redundant storage. Services are deployed via Docker containers and load balanced across hosts
running in multiple availability zones to provide high availability and mitigate the risk of service outage. .
Renaissance also manages much of its cloud:infrasiructure as code, which facilitates quick recovery or rollback in
‘case of outage, and better transparency into changes in infrastructure over time.

" In the event of complete outage, our recovery chjectives are o have full funcﬂonahty within 24 hours, with no more
than 1 hour ofuser data lost.

Physm al Controls
- Renaissance Growth Platform: The Renaissance Growth Platform is powered by AWS, a secure, durable

-technology piatform that aligns to an array of industry-recognized standards.Its services and data centers have
multiple layers of operational and physical security. For more information about AWS, please visit

httgs /faws.amazon. go_m[aboui aws/global- mfrastructure[
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Renaissance Data Center & Legacy Products The primary location of Renaissance's key systems—including the
primary data center—is within the Wisconsin Rapids, Wisconsin, corporate headquarters. Entry into Renaissance’s
corporate headguarters, which houses the primary data center, is controlled via emplcyee magnetic key entry.

Only hosting services department and information system employees who are responsible for the entire corporate
infrastructure are allowed unescorted access to the Renaissance data center. Admittance to the data center itself
is controlled through a proximity card access system-and a motion-based detection sysiem. All visitors to the data
center, as well as their internal employee escorts, must sign an access log. We alsc monitor log files, review access
logs, track system usage, and monitoring network bandwidth consumption.

A second environmentally controlled systems room located within Renaissance’s Wisconsin Rapids headquarters .
houses corporate technology and redundant systems for the corporate data center. This area also is restricted to
Renaissance network services employees, and entrance also is monitored by a proximity key.

The environmental conditions within the data center are maintained at a consistent temperature and humidity
range, and a third-party security firm monitors conditions within the data center. Should any changes in power or
temperature ocour, key Renaissance personnel are notified. Electrical poweris filtered and controlled by dual
uninterruptible power systems. If a power outage occurs, an automatic genergtor provides uninterrupted power to
our servers and heating, ventilation, and air conditioning units. A backup generator sustains longer-term
operations. A waterless fire protection system and an early-warning water detection system help to prevent
damage 1o the servers that store our customers' data.

Administrative Controls

Risk Management Approach

Our security processes and controls substantially follow the National Institute of Standards and Technology’s
Federal information Processing Standards (FIPS) 200 standard and related NIST Special Publication 800-53.

Governance

Information Security & Privacy Committee: Our risk management plan allows our company to remain up to date
- on infermation including security best practices, government policy and legislation, threats and vulnerabilities, and
new technologies. Our risk management plan is informed by the Information Security & Privacy Committee which
is charged with evaluating our Renaissance information security and privacy policies, procedures, and operations
along with Renaissance’s products, product development, and product deployment systems to identify potential
areas of vulnerablhty and risk. These evaluations are used to develop policy, practices, and processes aimed at
mitigating or removing vulnerability and risk. Evaluations also inform strateglc direction for information security

and privacy programs.

The information Secunty & anacy Commlttee reports to the Executive Leadership Tearn through the General
Counsel.

Inc1dent Response Team

. Renalssance maintains an-Incident Response Plan, Rena ssance 's employees and agents are obhgated to protect
-, all customer-data and ensure its security. This includes immedlate!y reporting any sUspected or known secunty
-+ breaches;, theft, unauthorized release, or unauthonzed mterceptlon ofcustornerdata

Our:proact'\ve risk management plan allows our company to stay up to date on information including security best
- practices, government policy and legislation, threats and vulnerabilities, and new technologies. However, should
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evidence of intrusion or unaiithorized access arlse, our Incident Response team will execute the following
countermeasures:

1 Sever the connection of the intruder to the compromised system{s), including but not imited to restricting
IP addresses, disabling services, and powering off the Renaissance virtual server.

Activate the Incident Response Plan.

Assess the damage from the intrusion.

Assess the intrusion and correcting security vulnerabilities.
Report assessment, damage, and remedies to the data owner.

S I

Upon confirmation of a data breach, Renaissance’s Data Protection Officer would notify the district's designated
contact within the applicable requlatory or contractually agreed upon timelines. This e-mail will inciude the date
and time of the breach, the names of the student(s) whose data was released, disclosed, or acquired (to the extent
known); the nature and extent of the breach, and Renaissance’s proposed plan to investigate and remediate the
breach.

Renaissance will investigate and restore the integrity of its data systems. Within 30 days after discovering a
breach, Renaissance will provide the district’s designated contact with a more detailed notice of the breach,
including but not limited to the date and time of the breach; name(s) of the siudent(s) whose student data was
released, disclosed or acquired; nature of and extent of the breach; and measures taken to prevent a future
occurrence.

We encourage district representatives with any questions or concerns regarding privacy, security, or related issues
to contact our Data Protection Officer via e-mail at privacy(@renaissance.com.

Security Education, Training & Awareness

All Renaissance employees are required to complete 1.5 hours of both Global Privacy and Information Security
training on annual basis.

Renalssance conducts a regular anti-phishing awareness program. The Information Security team sends batches |
of simulated phishing email “tests” to all employees on a monthly basis. The Information Security team reports on’
these metrics as a Key Performance Indicator.

Renaissance regularly communicates cybersecurity information relevant to the current threat environment to all
employees.

| Compliance

- Employees: All Renaissance employees and contractors must sign a legally enforceabie nondisclosure agreement
prior. to the:start of their employment or contract. They are additionally requiredto read, sign and agree to abide by .

- Renaissance's technology policies. Employees and contractors must clear a background check before starting
their employment or coniract.

_-Vendors: Renaissance maintains a vendor cohnp_\ianc"e program. Renaigsance has invested in privacy complianqe'
mianagement software whereby vendor data is inventoried, assessed and mapped. Vendors' security and privacy
practices are reviewed and evaluated. Renaissance vendors are contractually bound to comply with the security

" and privacy requirements of both Renaissance anc our customers. ' o S
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RENAISSANCE

US Privacy Notice: Renaissance Products

Welcome, Educators! Renaissance Learning, Inc. and its subsidiaries ("Renaissance,” “We,” “Us,” “Our”} are
committed to the privacy and security of Your Data. We have created this Privacy Notice to inform You about Your

data rights and the measures We take to protect Your Data and keep it private when You are using our Products in
the United States.

If You are using Renaissance Products outside of the United States, please find Your applicable
Privacy Notice HERE.

Definitions
Capitalized words have special meaning and are defined below.

. “Educators,” “You,” *Your” means the district, school or institution contracting with Renaissance for use of the
Renaissance Products. If You are an individual serving California students, additional information regarding Your
California Consumer Privacy Act rights can be found HERE.

“Authorized User(s)” means Your faculty, staff (including administrators and teachers), students accounted for in
Your quote, and the parents of such students.

“Products” means the commercial educational online software products being provided to You under Your Terms of
Service & License Agreement. Qur products include: Accelerated Reader, Accelerated Math, Star Assessments, Star
360, Star Reading, Star Early Literacy, Star Math, Star Custom, Star CBM, Freckle, myON, mylGDls and Schoolzilla.

“Data Protection Legislation” means the Family Educational Rights and Privacy Act (*FERPA"), the Children’s
Online Privacy Protection Act (“COPPA”) and any other applicable state education privacy laws and regulations
specific to Your Data,

“Your Data” includes: (i) Authorized User rostering information; (ii) Authorized User information or content generated
within the Products {ex-scores, assessments, assignments, essays, notes); (iii) Authorized User sign-on information;
(iv} student information that You send to Us in connection with a research study request; (v) feedback Your teachers
share with Us. Your Data includes both “personally identifiable information” and “personal information” as defined in
the applicable Data Protection Legislation. Renaissance considers Your Data to include any information that can be
used on its own or with other information to identify Your Authorized Users as individuals.

“De-identified Data” is data that has had any personally identifiable information removed to such a degree that
there is no reasonable basis fo believe that the remaining data can be used to identify an individuat.

Information We Collect

‘ We gather the various types.of information below: ‘ ' e
‘oo e Usage Information: We keep track of activity in relatlon to. how YouandforYour Authonzed Users use:
. ... the Products including traffic, location, logs and other communication data.
“-» . Device Information: We log-information.about You andfor Your Authorized User's computlng device when .
" they use the Products including the device's unique device identifier, IP address, browser, operating system
and mobile network. _
< .» _Information collected- by Cookies and other simitar technolog!es We use various technologles to’ collect _
- aggregated user-information which may include saving cookies to Authorized User's computers.
». Stored Information and Files: The Products may access files, mcludlng metadata stored on Authonzed
.Users' computing devices if You choose to send or provide to Us.
.« Information:Input by. You or Authorized Users: We receive and.store information You or Your Authorlzed
Usersinput into the Products. The specific input information that is stored by each Appllcahon can be
found HERE.

Effective Date: 4/17/2020
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» Information Generated from using the Producits: We store information generated by Authorized User's
use of the Producis. The spemﬂc user generated mformatlon that is stored by each Appllcatron can be
found HERE.

How We Use Iinformation

We take Your privacy seriously. Truly. We are proud signatories to the Student Privacy Pledge which is a voluntary
standard that is legally enforceable by the Federal Trade Commission. We won't use Your Data to do anything other
than what We describe below. We use Your Data as follows:

Provide You and Your Authorized Users with access to the Producis

Communicate with Authorized Users as necessary to meet Our obligations to You

Provide marketing communications to Educators

Provide You notices about Your account, including expiration and renewal notices

Carry out Our obligations and enforce Our rights arising from Our Terms of Service and License Agresment
Notify You of changes to any Products

Estimate Your size and usage patterns

Store information about Your preferences, allowing Us to customize Your services

Maintain and improve performance or functionality of the Products

Demaonstrate the effectiveness of the Products

To De-identify Your Data so that De-identified Data can be used as follows:

aggregate reporting and analytics purposes

general research and the development of new technologies

improving educational products

developing and improving educational sites, services and products

where applicable, to support any of the uses above or any other legitimate business purpose

C O G O C

Mow We Share Information

The security and privacy of Your Data is Cur number one priority. We are in the business of making sure You can
leverage Your Data fo help students. We are not in the business of selling data. We may share and disclose Your
Data in the following limited circumstances:
s Vendors: We may share Your Data with third party vendors, consultants and other service providers who We
employ to perform tasks on Our behalf. These vendors are bound by contractual cbligations to keep Your
Data safe and honor Qur privacy commitments to You. A list of Qur hosting and data center vendors can he
found HERE.
» Change of Control: We are committed to protecting Your Data and honoring Our privacy commitments to
- You, even in the case We join forces with another crganization. If a third-party purchases most of Our
“ownership interests or assets, or We 'merge with antther organization, it is possible We wolld needto ~
disclose Your Data to the other organization following the transaction in order to continue providing services
10 You. The new controlling crganizaticn will be subject to the same commitments as set forth in this
Privacy Notice.
- » National Security or Law Enforcement: Under certain circumstances, We may be required to
‘ disclose Your Data in response to valid requests by public authormes mcludrng to meet national security or
law enforcement requirements.
" - Protection: We may disclose Your Data if We believe a disclosure is hecessary to protect Us You and/or
" Your Authorized Users including to protect the safety of a child and/or Qur Products.
. =« Research: We may share De-ldentified Data with educational institutions; applicable governmental ,
.+« departments or entities working under their autherity, to support alignment studies and educational research.
. Thll‘d Parties You Authorize: We may share Your Data with thrrd part:es that You have authorrzed

‘ Secu rlty

.. Your Data'is.stored on servers.in the United States. The securlty of Your Data is of the utmost importance to
_ Us Please review Our Information Securstv Querview for more mformatlon about how We protect Your Data

Date Retentlon and Destructlon

. We would hate to lose You as a customer but |f You demde not to renew or You termlnate Your Terms of Serwce and

“ - License Agreement with Us, We erI remove Your Data from the: Products R

s

Effective Date: 4/17/2020
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RENAISSANCE'

Contractual Customers: When Your Terms of Service and License Agreement is up for renewal, We provide You
with a 60 day grace period prior to scheduling Your Data for removal. If You are using our Freckle Product, You have
the option to transfer to our Freckle Product Free-Version prior to having Your Data removed. We provide these
options to ensure We will be able to restore access to Your Data should there be a lapse in time between Your
contractual end date and Your renewal processing. Following the 60 day grace period, Your Data will be removed
from Our primary data storage within 30 days and Our backups within 90 days.

Freckle Product Free-Version: If You are using the Free-Version of Our Freckle product, We will remove accounts
that have been consistently inactive for a period of 13 months. Prior to scheduling Your Data for removal, We will
send an email to notify You. If You do not wish for Your account to be removed, please respond within 15 days. If We
do not hear back from You within that time period, Your Data will be scheduled for deletion and will be removed from
Our primary data storage within 30 days and Our backups within 90 days.

If any applicable laws or regulaticns require Us to keep any of Your Data, We will only keep it for the period and
purpose such law or regulation requires.

We do keep, combine and continue to use De-identified Data or anonymized data across all of Our Products.

Privacy Rights

Your Data is, and always will remain, Your property and under Your control. We won't delete, change or divuige any
of Your Data except as described in this Privacy Notice.

You are responsible for the content of Your Data. You can retrieve an Authorized User’s information using

the Products’' dashboard(s). If You receive a request from a student or a parent/guardian to change or delete

any Authorized User data, You can make the changes to the source data within Your systems.

The Products refresh data on a regular basis. If We are contacted by students, parents or guardians to request data
changes or deletions, We will direct their inquiries to You and abide by Your direction.

Data Protection Legistatibn

Renaissance complies with all applicable Data Protection Legislation. Applicable Data Protection Legislation will
control if there is a conflict with this Privacy Notice.

" As a condition of using the Products, You are responsible for informing Your Authorized Users about this _
Privacy Notice and obtaining any applicable parental consents as required by applicable Data Protection Legislation. .

Your Nevada Privacy Rights

Senate Bill No. 220 (May 29, 2019) amends Chapter 603A of the Nevada Revised Statutes to permit a Nevada
consumer to direct an operator of an Intemnet website or online service to refrain from making any sale of any covered
.. information the operator has collected or-will collect about that consumer. You may submit a request pursuant to this -
directive by emailing Us at gnvacy@renalssance com. We will provide further information about how We verify the
authenticity of the request and Your identity. Once again, We aré not in the business of selling data. We are '
-:reqwred by law to mform our Nevada customers of their |mportant Nevada specnﬂc prwacy rlghts

Third Parties

. The Products may operate with third-party software and/or services obtained separately by You and authorized

. by You and/or You may.be able to access third-party websites and applications (collectively and individually, “Third
+: Party Services”). While We configure:Our Products to work with Third Party Services, We do.not endorse and are not- -
-, responsible for the privacy policies, functionality, or operation of Third Party Services.

Updates .

e becomes necessary for Us to change thls Prwacy Notlce We WI|| post the changes on Qur websrte and do Our
best to bring it to Your attention. if that happens, please:make sure You review those changes. However, if any laws

Effective Date: 4/17/2020
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or regulations change, We will update this Privacy Notice so that We comply with such changes without prior
notice. We won't make any material changes to how We use Your Data without notifying You.

-

Contact Us

If You have any questions or concerns regarding this Privacy Notice, please send a detailed message
to privacy@renaissance.com or by mail to Renaissance Learning, Inc., Attn; ‘Privacy: Data Protection Officer”, 6625
W 78 St Suite 220, Bloomington, MN 55439.

Effective Date: 4/17/2020
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