STUDENT INTERNET SAFETY & ACCEPTABLE USE POLICY

The Santa Fe Indian School (SFIS) network, owned and operated on behalf of the 19 Pueblos, is intended to serve the
educational interests of students and this use shall take precedence over all others. Access to the Internet is a privilege
to students who agree to act in a considerate and responsible manner. In the interest of protecting all users, SFIS
requires that students comply with the following rules in the use of the SFIS network, e-mail, mobile devices, cell phones
and the Internet:

1. Students are responsible for good behavior on the computer network and Internet just as they are in school. SFIS
Student Rights and Responsibility policies for conduct and behavior apply.

2. The following computer activities are NOT permitted:

Recreational use of social networking sites during the academic day;

Intentional efforts to bypass the SFIS Internet content filter;

Use of images, such as wallpapers (computer backgrounds), that are inconsistent with the SR&R handbook;
Use of another's account, giving your password for others to use;

Sharing personal information or arranging to meet any person met on-line;

Cyber-bullying, harassing or threatening others, falsely representing another person;

Plagiarism, taking the ideas or writings of others and presenting them as one’s own;

Copyright infringement through download, storage, or reproduction of pirated digital content;
Unauthorized access to wireless networks.

TSm0 o0 T o

3. Student behavior that undermines or compromises network security is strictly prohibited. This includes, excessive
use of bandwidth, unauthorized access to network locations, hacking activities, etc.;

4. Federal law mandates that SFIS comply with law enforcement regarding school safety. As part of due process, SFIS
reserves the right to view, collect, and report student data and computer use logs to law enforcement when the
safety of the school, student, or staff are in question.

5. To comply with the Child Internet Protection Act (CIPA), SFIS will:

a. Use content-filtering software to restrict access to material deemed obscene, pornographic, violent/gang
related, or otherwise harmful to minors;

b. Student data stored on computers or transmitted over the network will be monitored by and accessible to all
SFIS staff. The SFIS IT department, in consultation with the SFIS administration, will provide tools for screening
and reporting of Internet use. This includes information publicly posted on the Internet.

c. Provide Internet safety training for all students.

6. SFIS reserves the right to change the student Internet rules at any time. (Changes will be posted in the SFIS Bulletin).

Internet Contract

l, , accept and agree to abide by the rules above. | understand that if | violate the
rules my Internet privileges may be suspended, my account may be deactivated, and | may face other disciplinary
measures. | shall assume full responsibility, legal, financial, or otherwise, for my actions.

Student Signature: Grade: Date:

The following section need only be signed if the applicant is under eighteen years of age.

l, , the parent/guardian of the above, agree to accept all financial and legal liabilities which
may result from my son/daughter’s use of the Santa Fe Indian School network and Internet services. | will emphasize to
my child the importance of following all of the above rules.

Parent Signature: Date:
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