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National Day of 
Unplugging is March 7-8
The National Day of Unplugging is March 7-8 from 

sundown to sundown. Take the 24-hour challenge to 
disconnect from your digital screens and reconnect to 

the real world through your body’s true screens--your eyes!

Find more information on the National Day of Unplugging at: 
Why Unplugging Matters

In today’s digital age, parenting poses 
new challenges, particularly when it 
comes to the use of smartphones. A 

recent study conducted by Robin Nabi, 
a communication professor at UC Santa 
Barbara, sheds light on how parents’ 
smartphone habits can negatively affect 
their children’s emotional intelligence.

Emotional intelligence encompasses 
the ability to recognize, understand 
and manage one’s emotions effectively. 
While individuals possess varying levels 
of emotional intelligence from birth, 
it’s also a skill that can be nurtured and 
developed over time. Nabi’s research 
emphasizes that parents’ excessive 
smartphone use can have an adverse 
impact on their children’s emotional 
intelligence, especially when it hampers 
the attention and interaction they 
receive.

The study surveyed 400 parents with children ages 5 to 12 and found a significant 
link between parental smartphone use and lower emotional intelligence in children. 
Nabi explains that children respond to their parents’ behavior, and regardless of the 
content parents engage with on their phones, the lack of responsiveness sends a 

Did You Know?

Parents, put down your phones!
Deborah Camacho, M.S., SIA Prevention Services

“...parents’ excessive  
smartphone use can have 
an adverse impact on their 

children’s emotional intelligence...”

• 	The “still face” effect caused by distracted parenting can make children 
feel ignored or unimportant.

• 	Emotional intelligence is largely developed in childhood through 
meaningful interactions with caregivers.

https://www.globaldayofunplugging.org/why-unplugging-matters
https://www.globaldayofunplugging.org/why-unplugging-matters
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• Cyber Safety Corner explains 
	 the social engineering threat2
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negative message to their children. The study 
also highlights the concept of “still face,” where 
parents’ absorption in their phones can give the 
impression of depression to children, further 
hindering their emotional development.

Nabi urges parents to be mindful of their 
smartphone usage around their children. She 
emphasizes the importance of prioritizing 
real-time engagement and interaction with 
children over excessive screen time. The way 
parents allocate their attention sends a powerful 
message to their children about what truly 
matters.

On a positive note, the study reiterates timeless 
advice for parents to stay actively involved with 
their children. In the digital era, this means 
monitoring and guiding children’s social media 
usage and discussing the emotions displayed by 
characters encountered in various media forms. 
By doing so, parents can enhance their children’s 
emotional skills, particularly empathy.

Nabi’s research also highlights the need for 
establishing healthy boundaries for smartphone 
use within families. While smartphones offer 
numerous benefits, their inappropriate usage can 
lead to negative consequences. Striking a balance 
between technology use and genuine human 
interaction is vital for both children and adults in 
navigating the digital landscape.

Cyber Safety Corner
The risks of social engineering: Understanding the threat
Gustavo Mastroianni, SIA Chief Information Security Officer

Technology has opened countless opportunities for businesses and 
individuals alike in today’s interconnected world. However, it has 
also given rise to a range of cyber threats, one of the most insidious 

being social engineering. Unlike traditional hacking methods that rely on 
technical vulnerabilities, social engineering exploits human psychology to 
gain unauthorized access to systems, sensitive information and even financial 
assets. Let’s explore the risks of social engineering and why it’s so dangerous.

What is social engineering?

Social engineering is the art of manipulating people into divulging confidential 
information or performing actions that compromise security. The attacker 
often leverages trust, fear, curiosity or urgency to convince the target to fall 
for a scam. It’s not about breaking into systems with brute force. It’s about 
exploiting the most vulnerable link in any organization or individual: the 
human element.

Common types of social engineering attacks

Phishing - Phishing is one of the most common forms of social engineering. 
Attackers craft fake emails or messages that appear legitimate, often 
impersonating trusted institutions like banks or social media platforms. The 
goal is to trick the recipient into clicking a malicious link or downloading an 
infected attachment.

Spear Phishing - This is a more targeted form of phishing. The attacker 
customizes a message to a specific individual or organization, often using 
details gathered from social media or other public sources. This personalization 
makes spear phishing more convincing and harder to detect.

Pretexting - In pretexting, the attacker fabricates a story or pretext to 
manipulate the target into providing confidential information. For example, 
they may pose as an IT technician asking for a password or security details 
under the guise of routine maintenance.

Looking for ideas to unplug and reconnect  
with your kids, click here:  
Unplugging with Kids: Creating Meaningful 
Connections in a Digital World — National Day of 
Unplugging
Original Article by Keith Hamm, June 2023. Source: Greater Good 
Magazine

https://www.globaldayofunplugging.org/unplug-blog/unplugging-with-kids-creating-meaningful-connections-in-a-digital-world
https://www.globaldayofunplugging.org/unplug-blog/unplugging-with-kids-creating-meaningful-connections-in-a-digital-world
https://www.globaldayofunplugging.org/unplug-blog/unplugging-with-kids-creating-meaningful-connections-in-a-digital-world
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Cyber Safety Corner

Be aware of the laundry list
of potential tech threats

Tailgating - In physical environments, tailgating occurs when an attacker 
follows an authorized person into a secure area, often by taking advantage of 
their courtesy. For example, an attacker may simply ask someone to hold the 
door open for them, bypassing security measures.

The risks of social engineering

Data Breaches - The most immediate risk of a successful social engineering 
attack is a data breach. Sensitive personal, financial or business information 
could be stolen, leading to identity theft, financial loss and damage to 
an organization’s reputation. For businesses, a data breach can result in 
compliance violations, legal repercussions and a loss of customer trust.

Financial Loss - Social engineering attacks, such as phishing and pretexting, 
can directly lead to financial losses. Victims might be tricked into transferring 
money to fraudulent accounts or providing access to banking information. In 
some cases, attackers may even gain access to corporate accounts and steal 
funds over time.

Reputation Damage - For organizations, 
a successful social engineering attack can 
significantly damage their reputations. 
Customers, investors and partners may 
lose confidence in a company’s ability 
to secure sensitive information, leading 
to lost business opportunities, legal 
consequences and a tarnished public 
image.

Compromise of Personal Privacy - Individuals are not immune to social 
engineering. A compromised email or social media account could lead to 
a cascade of privacy violations, with attackers gaining access to personal 
messages, photos and documents. This information can be sold on the dark web 
or used for identity theft.

Ransomware and Malware Infections - Many social engineering attacks serve 
as gateways for ransomware and other types of malware. An attacker may trick 
a user into opening an infected attachment or clicking a malicious link, leading 
to a malware infection. Ransomware can lock users out of their systems, 
demanding payment for the decryption key.

Why is social engineering so effective?

Exploiting Human Nature - Social engineering works because it taps into basic 
human psychology. People are naturally inclined to trust others, especially 
those who seem familiar or legitimate. Additionally, emotions like fear, urgency 
and curiosity can cloud judgment, making individuals more susceptible to 
manipulation.

Lack of Awareness - Many individuals are unaware of the risks posed by social 
engineering, and even those who are aware may not know how to recognize 
or respond to attacks. This lack of awareness makes it easier for attackers to 
exploit their targets.

(continued from page 2)

Constant Evolution - Social engineering attacks 
are constantly evolving. As awareness increases, 
attackers adapt their techniques to exploit new 
vulnerabilities. For example, during the COVID-19 
pandemic, many phishing scams focused on fake 
vaccine distributions or stimulus checks, preying on 
widespread fear and confusion.

How to protect yourself from social engineering

Education and Training - For businesses, regular 
training is crucial to helping employees recognize 
social engineering tactics. Personal vigilance is 
equally important, as individuals should remain 
cautious about unsolicited requests for sensitive 
information.

Verify Requests - Always verify any unsolicited 
request for confidential information, especially if 
it involves sensitive matters like account details or 
passwords. Call the requesting party directly using 
a known, trusted phone number.

Use Multi-Factor Authentication (MFA) - 
Implementing MFA adds an extra layer of security 
to online accounts. Even if an attacker successfully 
obtains a password, access to a second form of 
verification to gain entry would still be needed.

Keep Software Updated - Ensure that all systems, 
software and security protocols are up to date to 
prevent vulnerabilities from being exploited.

Be Cautious with Links and Attachments - Avoid 
clicking on links or downloading attachments from 
unknown or suspicious sources. Hover over links to 
check their true destination and use tools like link 
scanners to check for potential threats.

Social engineering attacks pose a significant risk 
to both individuals and organizations. The human 
element remains the most vulnerable link in 
the cybersecurity chain, and attackers are quick 
to exploit this weakness. However, by raising 
awareness, adopting security best practices and 
staying vigilant, the likelihood of falling victim to 
these manipulative tactics can be reduced. Security 
is not just about technology, it’s about fostering a 
culture of awareness and responsibility to protect 
both personal and organizational assets.

Watch for future cyber safety tips in upcoming issues 
of Wellness & Safety’s “Cyber Corner” and let’s all 
work together to build a more secure digital world.
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• 	Appreciating our bus drivers
• 	Ensure rescue-ready AEDs4

Every school day, before the sun rises, school bus drivers are already on 
the road, ensuring that millions of students arrive safely at school. They 
navigate busy streets, changing weather conditions and unpredictable 

traffic, all while maintaining a calm and welcoming environment for the 
children in their care. Their job goes far beyond just driving—they’re 

guardians, role 
models, and the 
first and last school 
representatives 
students see each 
day.

Among these 
dedicated 
professionals are 
those who transport 
students with 
special needs. 
These drivers take 
on an even greater 
responsibility, 
providing extra 

patience, support and specialized care to ensure that every child, regardless 
of ability, has access to education. They work closely with aides, teachers and 
families to create a safe, accommodating and compassionate transportation 
experience.

School bus drivers are often unsung heroes, yet 
their work is invaluable. They help shape the 
beginning and end of a student’s day, offering 
a friendly smile, words of encouragement and 
a dependable presence. They foster a sense of 
security for parents, who trust them with their 
most precious cargo. Their dedication, punctuality 
and commitment to safety make them an essential 
part of the education system.

Let’s take a moment to recognize April 22—
School Bus Driver Appreciation Day—and every 
day moving forward to thank these hardworking 
individuals. A simple “thank you,” a note of 
appreciation, or even a small gesture of kindness 
can go a long way toward showing them how 
much they’re valued.

To all our school bus drivers, thank you for your 
service, your patience and your unwavering 
commitment to our students. We’re grateful for 
everything you do.

Bus Driver Appreciation Day is April 22

Celebrating school bus drivers and their dedicated service
Deborah R. Camacho, M.S., SIA Prevention Services

An AED, or automated external defibrillator, is a portable 
device used to help those experiencing sudden cardiac 
arrest. It analyzes the heart’s rhythm and, if necessary, 

delivers an electric shock to help the heart re-establish an 
effective rhythm. AEDs are designed to be user-friendly, with 
clear instructions that make them accessible for use by anyone 
in an emergency.

School districts or charter schools that offer an interscholastic 
athletic program are required to make at least one AED available 
at each school campus during an athletic event (Ed. Code 
35179.6). Schools with AEDs also must be compliant with the 
Health and Safety Code, section 1797.196. Principals at sites 
with AEDs are required to:

•	 Ensure AEDs are regularly tested and maintained according 
to manufacturer guidelines.

•	 Maintain AED testing and maintenance records.
•	 Notify all school staff annually about the locations of  

AED units.

•	 Provide staff with information that 
describes sudden cardiac arrest; 
ensure that the AED is part of the 
school’s emergency response plan; 
and provide information on the 
proper use of an AED.

•	 Post instructions (14-point type 
minimum) next to the AED on how 
to use the device.

AEDs, which are kept inside easy access, permanent wall-
mounted cabinets, are required to meet accessibility 
requirements. For information on proper installation, visit the 
SIA website for accessibility considerations. SIA members also 
can request AED notification labels and posters for downloading 
from the Material Orders page.

For additional information on AEDs, contact the American Heart 
Association.

Ensure that your AEDs are rescue-ready
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Free virtual trainings
EAP resources can help 
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If you’ve got troubles, your 
EAP can help
Personal and work-related matters can, at times, consume our 
thoughts, impair our ability to concentrate and prevent us from 
functioning at our best. When problems divert our attention, 
accidents and injuries can occur, which can only compound 
personal problems.

Optum, the Employee Assistance Program (EAP) provider for 
SIA member districts (see below), can offer tools to help with 
problems that can affect home life and job performance. The 
program offers confidential services to assist employees and 
their families with life’s challenges 24 hours a day, seven days 
a week.

Learn about the wealth of Optum resources that can help 
restore balance to daily life by attending one of the free live 
EAP employee orientations.

March 6 @ noon Join the meeting now

March 10 @ 5:30 p.m. Join the meeting now 

Participating school districts:
•	 Arcohe Union School District
•	 El Dorado County Office of Education
•	 Folsom-Cordova Unified School District
•	 Galt Joint Union Elementary School District
•	 Galt Joint Union High School District
•	 Hayward Unified School District
•	 Latrobe School District
•	 Natomas Charter School
•	 Natomas Unified School District
•	 Placerville Union School District
•	 Rescue Union School District
•	 River Delta Unified School District
•	 Robla New Hope Charter School
•	 Robla School District
•	 Sacramento City Unified School District
•	 Sacramento County Office of Education

If unable to attend an orientation, have questions or need 
additional information regarding EAP, reach out to your 
supervisor or human resources department, or contact Teresa 
Franco at tfranco@sia-jpa.org. Let’s make 2025 the best year 
ever!

Free virtual trainings to 
enhance your life 
SIA provides the staff of member districts with virtual training on 
a variety of topics that apply to both personal and professional 
life. To learn more, or to register for any of the training courses 
listed below, click the course title or contact tfranco@sia-jpa.org. 
You also can join our email list to learn of future events at SIA – 
Schools Insurance Authority (sia-jpa.org).

3/3	 Communication: Beyond the Basics	 5:30-6:30 p.m.

3/4	 5 Steps to Healthier Eating	 5:30-6:30 p.m.

3/6	 How to Manage Workplace Uncertainty	 5:30-6:30 p.m

3/12	 How to Work With Difficult Customers	 5:30-6:30 p.m

3/13	 Maintaining Wellbeing Through Times  
of Uncertainty	 5:30-6:30 p.m

3/17	 Parenting in an Everchanging World	 5:30-6:30 p.m

3/18	 Prevention of Bullying, Harassment and  
Discrimination for Employees	 noon-1 p.m.

3/20	 Relaxation Techniques	 5:30-6:30 p.m.

3/25	 Stress: Beyond the Basics	 5:30-6:30 p.m.

3/27	 Substance Use Disorder in the  
Workplace, Employee	 5:30-6:30 p.m.

4/1	 Compassion Fatigue	 5:30-6:30 p.m.

4/7	 Get the Best of Stress	 5:30-6:30 p.m.

4/9	 Healthy Habits	 5:30-6:30 p.m

4/10	 How to Recognize Changes in Employee  
Behavior and Take Appropriate Action	 5:30-6:30 p.m.

4/21	 Improving Workplace Relationships	 5:30-6:30 p.m.

4/23	 Planning Your Retirement	 noon-1 p.m

4/24	 Resilience: Beyond the Basics	 5:30-6:30 p.m.

4/28	 Creating a Respectful Workplace	 5:30-7:30 p.m.

4/29	 Supporting Mental Health Concerns  
in the Workplace	 5:30-6:30 p.m.

4/30	 Teaching Your Kids About Accountability	 noon-1 p.m.

https://www.sia-jpa.org/
https://teams.microsoft.com/l/meetup-join/19%3ameeting_ZTA5NzgyOGItYzUzNy00ZWRmLTlkNTUtZDU2ZjcwMDI4ZDg3%40thread.v2/0?context=%7b%22Tid%22%3a%22db05faca-c82a-4b9d-b9c5-0f64b6755421%22%2c%22Oid%22%3a%22c16a9353-ac6b-440a-9bb5-8af4e86e215f%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_OTdkYWYyMzEtMGU2OS00MDYzLWIwZDAtNjE5Y2M2NTkzNzhj%40thread.v2/0?context=%7b%22Tid%22%3a%22db05faca-c82a-4b9d-b9c5-0f64b6755421%22%2c%22Oid%22%3a%22c16a9353-ac6b-440a-9bb5-8af4e86e215f%22%7d
mailto:tfranco@sia-jpa.org
mailto:tfranco@sia-jpa.org
https://www.sia-jpa.org/#gf_1
https://www.sia-jpa.org/#gf_1
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