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Introduction

In today’s digital world, social media is a major part of our children’s lives. While these
platforms offer opportunities for creativity, connection, and entertainment, they also
come with risks. As a parent or guardian, staying informed is the first step toward
keeping your child safe online. This guide highlights popular social media platforms and
the potential dangers they pose.

Popular Social Media Platforms Parents Should Know

Plenty of Fish

Description: A popular free dating app that encourages chatting with strangers and
browsing profiles by location.

Age Rating: 18+

Dangers: Contact with strangers and adult content.

Roblox
Description: An online platform where users can create, share, and play games made by
other users. Popular among children and teens.

Age Rating: 13+ (According to Roblox, though available to younger users with parental
controls)

Dangers: In-game chat can expose users to inappropriate content, predators, or scams.
Some user-generated games may include violent or sexual themes.
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Fortnite
Description: A popular online multiplayer battle royale game where players compete to
be the last one standing. Includes in-game purchases and live voice/text chat.

Age Rating: 13+

Dangers: In-game chat can expose players to bullying, inappropriate language, or contact
with strangers. Risk of addiction and overspending on in-game purchases.

Yik Yak
Description: An anonymous social media app that allows users to post short messages
(called "Yaks") visible to others within a 5-mile radius.

Age Rating: 17+

Dangers: High risk of cyberbullying, hate speech, and anonymous harassment due to the
app’s anonymity and local targeting.

Discord
Description: A communication app designed for voice, video, and text chat, often used by
gamers but also popular for general communities and interest groups.

Age Rating: 13+

Dangers: Users can join public or private servers where they may encounter inappropriate
content, grooming, or cyberbullying. Minimal content moderation in private groups.

Omegle
Description: A free online chat website that randomly pairs users for text or video
conversations with strangers.

Age Rating: 18+ (13+ with parental permission)

Dangers: High exposure to explicit content, sexual predators, and lack of moderation.
Video chats often feature adult material.

Hoop
Description: An app that connects with Snapchat to let users find and add new friends by
swiping through profiles, similar to dating apps.

Age Rating: 12+ (but functions more like a dating app)

Dangers: Often used by teens to connect with strangers, potential for grooming or
inappropriate interactions. Users can lie about their age.

Courtesy of Sanger ISD Police Department and Stronger Connections



Yarn

Description: An interactive storytelling app featuring chat-style horror, mystery, and
drama stories, some with audio or video elements.

Age Rating: 17+

Dangers: Some stories contain mature or sexual content, which may not be appropriate
for younger users. In-app purchases can rack up quickly.

MocoSpace

Description: A free social networking and dating app for African American and Latino
communities.

Age Rating: 17+
Dangers: Text and voice chat with global strangers, often used for adult content.
MeetMe

Description: A dating social media app that connects users based on geographic
proximity.

Age Rating: 17+

Dangers: Encourages in-person meetups with strangers.

WhatsApp

Description: A messaging app that allows texts, photos, calls, and video chats worldwide.
Age Rating: 13+

Dangers: Can be used secretly and allows communication with anyone.

Bumble

Description: A dating app requiring women to make the first contact.

Age Rating: 18+

Dangers: Kids can create fake accounts and falsify age.
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LiveMe
Description: A live-streaming app with geolocation for video sharing.
Age Rating: 17+

Dangers: Potentially exposes broadcaster’s location and allows payment for inappropriate
content.

Ask.fm

Description: A Q&A app known for anonymous questions.

Age Rating: 13+

Dangers: Encourages cyberbullying and anonymous harassment.
Hily

Description: A dating app with photo browsing and GPS-based chats.
Age Rating: 18+

Dangers: Can lead to in-person meetups with strangers.

Best Secret Folder

Description: An app used to hide photos and videos behind password protection.
Age Rating: 17+

Dangers: Encourages hiding content from parents or guardians.
Grindr

Description: A dating app for the LGBTQ+ community.

Age Rating: 18+

Dangers: Uses GPS to connect users for in-person meetups.

TikTok

Description: A popular app for creating and sharing short videos.
Age Rating: 13+

Dangers: Limited privacy controls and exposure to explicit content.
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Snapchat

Description: A messaging app where photos/videos disappear after viewing.

Age Rating: 13+

Dangers: Encourages secretive behavior and shares user location.

Holla

Description: A video chat app that connects users worldwide.

Age Rating: 17+

Dangers: Exposes users to explicit content and inappropriate conversations.

Calculator%

Description: An app used to hide photos, videos, and browser history.

Age Rating: 17+

Dangers: Disguised as a calculator, it conceals sensitive content.

Zoosk

Description: A dating app that matches users using a carousel feature.

Age Rating: 18+

Dangers: Connects strangers worldwide with minimal restrictions.

Monkey

Description: A video chat app connecting users with random strangers.

Age Rating: 12+

Dangers: Contains mild sexual content and nudity.

Skout

Description: A dating and chatting app based on location.

Age Rating: 17+

Dangers: Easy for minors to falsify age and access adult content.
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Badoo

Description: A dating/social app for chatting and sharing media based on location.
Age Rating: 18+

Dangers: Minors often create fake profiles to access adult spaces.

Kik

Description: A messaging app that allows direct, anonymous contact.

Age Rating: 13+

Dangers: Unrestricted access to strangers and adult content.

Whisper

Description: An anonymous platform for sharing secrets with others nearby.
Age Rating: 17+

Dangers: Reveals user location and promotes secretive sharing.

Hot or Not

Description: An app where users rate profiles and chat with strangers.

Age Rating: 18+

Dangers: Focus is on hooking up and encourages shallow interactions.

Common Risks Across Platforms

* Cyberbullying: Harmful comments or messages can have a serious emotional impact.
* Inappropriate Content: Children can stumble upon sexual, violent, or disturbing media.

* Online Predators: Strangers may try to build relationships with children for harmful
purposes.

* Privacy Concerns: Many apps collect user data or encourage sharing personal
information.

» Mental Health Effects: Social comparison and screen addiction can lead to anxiety or
low self-esteem.
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Tips for Parents

» Start Conversations Early: Ask open-ended questions about what your child is using and
why.

* Use Parental Controls: Enable content filters and privacy settings on all devices and
apps.

* Set Screen Time Boundaries: Create tech-free zones or times during meals, homework,
and bedtime.

» Stay Involved: Download the apps your child uses and learn how they work.

» Use Monitoring Tools: Apps like Bark, Qustodio, or Apple Screen Time can help
parents stay informed.

\

Technology will always evolve, but your involvement as a parent is the constant that can
make all the difference. By staying informed, talking openly with your child, and setting
healthy boundaries, you can help them navigate the digital world safely and confidently.
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