Cybersecurity

m The Cybersecurity program of study focuses on occupational and educational opportunities associated with
planning, implementing, upgrading, or monitoring security measures for the protection of computer networks and

information. This program of study includes responding to computer security breaches and viruses and
administering network security measures.
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rm Cybersecurity Course Descriptions:

Internetworking Technologies- CYB1500Q (1 credit)

Level: 3 Course Fee: None
Prerequisite: None GPA Weight: Advanced

The Internetworking Technologies | course is normally comprised of
the courses called Cisco CCNA R&S: Introduction to Networks (CCNA
1) and Cisco CCNA R&S: Routing and Switching Essentials (CCNA 2).
The Introduction to Networks course introduces the concept of
networking, using various analogies to help the student understand
the movement of packets throughout the Internet, and the protocol
standards used. The Routing and Switching course moves the student
into the theory of “moving packets.” The concepts of routing and
switching “packets” to the correct destination is covered, and how a
network administrator can direct and/or streamline this process
through device configuration and deployment.

Foundations of Cybersecurity - CYB2000Q (1 credit)

Level: 1 Course Fee: None
Cybersecurity Capstone- CYB4000Q (1 Credit)
Prerequisites: None GPA Weight: Advanced
Level: 4 Course Fee: None
Prerequisites: Foundations of
In the Foundations of Cybersecurity course, students will develop the Cybersecurity GPA Weight: Advanced
knowledge and skills needed to explore fundamental concepts related to
the ethics, laws, and operations of cybersecurity. Students will examine ) )
trends and operations of cyberattacks, threats, and vulnerabilities. In the Cybersecur|Fy Capstone course, students will develop the
Students will review and explore security policies designed to mitigate knowle.dge and skills neede(.:l to explore advan.ced concepts r.elated to
risks. The skills obtained in this course prepare students for additional the EFhICS, laws, and BPEEUERE of cybersecurity. Students will
study in cybersecurity. A variety of courses are available to students examine .trejnds and DPEEGHS of cyberattficks, thr.eats, anid‘
interested in this field. Foundations of Cybersecurity may serve as an vulnerabilities. Students will develop security policies to mitigate
introductory course in this field of study. risks. The skills obtained in this course prepare students for additional

study toward industry certification. A variety of courses are available
to students interested in the cybersecurity field. Cybersecurity

. . ) Capstone may serve as a culminating course in this field of study.
AP Computer Science Principles- COS2000P (1 credit)

Level: 2 Course Fee: None

Prerequisite: Algebra 1 GPA Weight: Advanced

AP Computer Science Principles is an introductory college-level
computing course that introduces students to the breadth of the field
of computer science. Students learn to design and evaluate solutions
and to apply computer science to solve problems through the
development of algorithms and programs. They incorporate
abstraction into programs and use data to discover new knowledge.
Students also explain how computing innovations and computing
systems—including the internet—work, explore their potential
impacts, and contribute to a computing culture that is collaborative
and ethical.
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