Troup County School System
100 North Davis Rd m

Troup County School System
LaGrange, GA 30241

A Place For Every Kid

Request for Proposals (RFP)

Endpoint Allowlist Security Software Solution

1. Introduction

Troup County School System (TCSS) is seeking proposals for an endpoint allowlist security
software solution to enhance the security of its Windows and Macintosh endpoints. This RFP
outlines the requirements and specifications for the desired solution.

2. Background

TCSS aims to implement endpoint software to secure endpoints from compromise due to the
execution of unapproved software, thereby preventing lateral movement across the network.

3. Solution Requirements

The proposed solution should include licenses for 2400 endpoints for 5 years.

The proposed solution must meet the following criteria:

3.1. Dedicated management console (not managed through scripts or GPO)

3.2. Learning Mode capability for at least 30 days to record all detected execution activity

3.3. Gradual phase-in of Enforcement Mode throughout the environment

3.4. Block execution of applications not explicitly allow-listed through the management console
3.5. User-friendly request system for blocked applications

3.6. Ability to temporarily place individual machines or groups into learning mode

3.7. Flexible allowlist additions at machine, group, or enterprise-wide levels



3.8. Threat intelligence and/or risk ratings for detected applications
3.9. Sandboxing tools for testing unknown software
3.10. Comprehensive reporting capabilities

3.11. Granular access controls for allowed applications for example disallowing approved
applications to access the registry or access the internet

4. Submission Guidelines

4.1. Proposals must be submitted via email to stansburygw@troup.org
4.2. Submission deadline: February 28, 2025 4:30pm

4 .3. Late submissions will not be considered

5. Proposal Format

Proposals should include:

5.1. Executive Summary

5.2. Company Background

5.3. Detailed Solution Description
5.4. Implementation Plan

5.5. Support and Maintenance
5.6. Pricing Structure

5.7. References

6. Evaluation Criteria

Proposals will be evaluated based on:

6.1. Compliance with requirements
6.2. Technical merit

6.3. Cost-effectiveness

6.4. Implementation timeline

6.5. Vendor experience and references
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7. Timeline

- RFP Release Date: Jan 31 2025
- Proposal Due Date: February 28 2025
- Vendor Selection: Mar 3 2025

8. Terms and Conditions

8.1. PROPOSALS

a) All proposals must be submitted by e-mail and in accordance with instructions provided by
the District.

b) Proposals received after the time stated in the notice to Bidders will not be considered. The
Bidder assumes the risk of any delay in the email

c) General and special instructions, in connection with each item against which a proposal is
submitted, must be given to constitute a proposal.

d) The submission of a proposal will be construed to mean that the Bidder is fully informed as to
the extent and character of the supplies, materials, equipment, and service in complete
compliance with the specifications.

e) No charge will be allowed for federal, state, or municipal sales and excise taxes since the
District is exempt from such taxes. The proposal price shall be net and shall not include the
amount of any such tax.

f) In all specifications, the words "or equal" are INCORPORATED BY REFERENCE WITH each
item description. The decision of the District as to whether an alternate or substitution is in fact
"equal” shall be final.

8.2. LACK OF FUNDS CONTRACT LANGUAGE REQUIRED

In compliance with Article VIII, Section 3 of the State Constitution, the contract shall include
appropriate language stating that the District is not obligated to make payments beyond the
term of any particular appropriation of state or federal funds that may exist from time to time and
that the contract may be terminated upon such without any penalty or future liability (a
non-appropriation clause).

8.3. INDEMNIFICATION AND HOLD HARMLESS

The bidder shall indemnify and hold harmless the District and its Boards of Education, officers,
employees, agents, representatives, and volunteers from all suits, actions, losses, damages,
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claims, or liability of any character, type, or description, including but not limited to, all expenses
of litigation, courts costs, penalties, and attorneys' fees whatsoever of any kind or nature, arising
directly or indirectly from the negligence of the Bidder, its agents, servants, employees, persons
or entities.

8.4. CONFLICT OF INTEREST

The Bidder hereby covenants and agrees that there is no officer or employee of the District
forbidden by law to be interested in the Contract, either directly or indirectly, who will benefit
therefrom.

8.5. GOVERNING LAW

Contract shall be governed by and construed in accordance with the laws of the State of
Georgia. Any litigation or other proceeding arising under the Contract shall be commenced in a
court of appropriate subject matter jurisdiction in the State of Georgia with venue in Troup
County.

8.6. COMPLIANCE WITH DISTRICT REGULATIONS

The Bidder shall cause all persons performing work to comply with all instructions pertaining to
conduct and building regulations issued by the District.

The Bidder shall cause all such persons to preserve and protect all confidential information of
the District to which they may have access during the performance of work. The District may
promulgate and modify the rules and regulations relating to the conduct of the Bidder and all
persons performing work under the Contract as the District, in its sole discretion, may
determine. The Bidder shall cause all persons performing work to comply with such
modifications.

8.7. COSTS AND ATTORNEYS' FEES

Should legal action be necessary to enforce the terms of the contract, the prevailing party shall
be entitled to its reasonable costs and attorneys' fees.

8.8. SANCTIONS FOR BREACH OF PERFORMANCE

In the event of the Bidder's failure to conform with any provisions in the contract, the District
may impose sanctions and seek redress for losses incurred, as appropriate, including, but not
limited to, serving notice of default and causing cancellation, suspension, termination, or
forfeiture of the contract, in whole or in part, as the interests of the District dictate.
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8.9. SEVERABILITY

In the event that any provision of the contract shall be held unenforceable or invalid by a court of
competent jurisdiction, the provisions not affected by said decision shall remain in full force and
effect.

8.10. CHANGES TO THE RFP

Any and all changes to these specifications are valid only if they are inserted into the RFP by a
written addendum sent to all Bidders

8.11. RIGHTS RESERVED
The Troup County Board of Education reserves the right to accept or reject any or all proposals
(based on each item separately or as a whole), to waive informalities, to accept the proposal

deemed best overall for the District, to reissue the Request For Proposal, or to take no further
action.

9. Contact Information

For questions or clarifications regarding this RFP, please contact:
Gary Stansbury

Director of Technology
Email: stansburygw@troup.org
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