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”@ PowerSchool

Dear PowerSchool SIS Customer,

Thank you for your continued patience and partnership as we address the recent
cybersecurity incident. Over the last few weeks, we have been focused on
assessing the scope of data involved, making further enhancements to our
cybersecurity defenses, and developing a plan to help you and our shared
community.

As a PowerSchool SIS customer whose information was involved, I am writing to
provide you with updates on several important next steps:

Identity Protection and Credit Monitoring Services: PowerSchool has
engaged Experian a trusted credit reporting agency, to offer complimentary
identity protection and credit monitoring services to all students and
educators whose information from your PowerSchool SIS was involved. This offer
is being provided regardless of whether an individual’s Social Security humber
was exfiltrated.

e Identity Protection: PowerSchool will be offering two years of
complimentary identity protection services for all students and
educators whose information was involved.

e Credit Monitoring: PowerSchool will also be offering two years of
complimentary credit monitoring services for all adult students and
educators whose information was involved.

Notifications: Starting in the next few weeks, PowerSchool will be handling
notifications to involved individuals and relevant state attorney general
offices on your behalf. We hope to relieve the burden of these notifications on
you and your institution. You may opt out if you would prefer to notify directly.

e Community: PowerSchool will coordinate with Experian to provide notice on
your behalf to students (or their parents / guardians if the student is under
18) and educators, as applicable, whose information was involved, as well
as a call center to answer questions from the community. The notice will
include the identity protection and credit monitoring services offer (as
applicable).

e Regulatory: PowerSchool will provide notification on your behalf to relevant
state attorney general offices. You may also have notification requirements
with your state’s Department of Education where required. Since many
customers have already notified and are in close contact with their state’s
Department of Education, PowerSchool will defer to you on these
notifications.
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In this link, you will find a fact sheet with additional details on these steps and
the incident, a template that we intend to use to notify individuals whose
information was involved, and a proposed communication that you may choose to
share with families and educators to keep them informed on these steps. We are
providing this communication package to technical contacts listed by your
organization with PowerSchool. Please forward as appropriate to relevant leaders
in your organization.

I sincerely value the trust you have placed in PowerSchool. We are committed to
learning from this incident, becoming stronger and more resilient as a company

for having experienced it - and most importantly - we are committed to serving
you and our shared community.

We appreciate all that you are doing to support families and educators through
this process.

Sincerely,
Hardeep Gulati
Chief Executive Officer, PowerSchool

®® e

PowerSchool *

Copyright © , PowerSchool Group LLC. All rights reserved. Unsubscribe

https://go.powerschool.com/...VnVXs6NIKI12n8foSWMDIDSNApNzLRhI6C7bst5vk3SbjKZPX eM8PW0411PMeddb3SOJkBSrdenUxphPSA[1/22/2025 3:33:01 PM]


https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bc8Z1Znt5svg6paZrpZ44mcsI7dfSQEiwuhexuJP6BuqXpXgkBBl0eDQG-ebpgrsrZs=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bkRu3Ae_C3-0mQdjcMsPRnmjInoEEezN6J2L1yujsA4CjlT117r_2YEUL-4U06qhqWI=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bopjGP5ifrdvDvjYdeNvGVK8GA7h3K8z5WiED2u8gVuvOVyxHHDD94-YyhhgclG2-_c=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bj-gK3C079wNXu9xBMXU7aVR4t7zQzT1ZJXOpvtWm6wZaCfhqW5NvMaAJiv3SlPTGQw=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bR_TvAZmND96Nqxme9ccPinxfN-HDszOe-OT5RmKZpIbn_qsWB8tu4XwXSYnHP46wgg=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bvHjtczgGi4b8dHH5RnKZLGlI8fy3SsDx6PitUhkjBfcyQHgYQ_UNlzDaCMEDTDKCPc=
https://go2.powerschool.com/ODYxLVJNSS04NDYAAAGYLq50bmyqWSgncsMCWMr597NkYgmtSTWu3T4EwTm-wa9XNHBJkePbDNskBpDGxR21U7XI_rg=

	powerschool.com
	https://go.powerschool.com/index.php/email/emailWebview?email=ODYxLVJNSS04NDYAAAGYLq5yX5pAkNvnyGPeVnVXs6NlKl2n8fo5WMDIDSNApNzLRhl6C7bst5vk3SbjKZPX_eM8PW04llPMeddb3SOJkBSr4enUxphPSA


