
The Sote of louisiana recenr]1enac1d new laws goveming rhe collection, disclosure and use of students.personally identifiable information The new laws iquir" rnir anv conrracts between a school system and athird-p&ty who is entrusted uith personally ia"ntir,Jure inrormarion ofany student contain rhe statutorilvprcscribed minimum elements *81j1ng thl use of studenr' personally identifiable i"r"r.",i."'ir,.*i.]ni.-PlI").. vendor agrces ro compry wirh rhisc ne* r"*, ;;;; ;; ,.w designared r-:. R.S. r 7:39 r4, as amended.particularly subsection "F thereto, and ro protect the privacy ofsrudent data and p[.

vendor agees to pmtect studenr information in I manner that allows access to studenl information. includingPII' only by rhose individuals who are authorirea ry rte ngr;rent or Addendum ro access said information.Personally identifiabre information musr be prorecred uy:Ipf,op.rut" securiry measurcs. incruding. bur notIimited to' the use ofuser names: secrle r:sw9rar. encryprion. securitl. questions, and other simirar measures.vendor's network must maintain a hig'h level or.roir'oii" p-recrion to ensurc rhe inregrit). of sensitireinformation and to pr€vent unauthorizedaccess in these ,y.r"i.l th. v"rdor agrees to pcrform regular revieu,s
:llt:::::: merhods-and perform s;-srem 

"rairtig 
;;;iririn prorecrion of irs s1.srems. Vendor agrees to

ffif:TffiI:-"urc 
ftrom unauthorized access thaiare pached. up ro dar". ""il;J;;;;;priare securiry

To ensure that the onlf individuals and entiries who can access and/or receive student data are lhose thar havebeen spccifically authorized under the egr""r"nr to 
"";".1-"-nalo. 

,..";"" personally idenrifiable srudenl dara,vendor shall implement various- forms oi aurh"nri."tion ro ia"iris rhe specific i"Jii,rlr"i-"1" l, accessing orhas accesscd the information' vendor musl inaiuiouaiiy'Jalrmine.the revel of security thar will provide theslatuiorily rcquirci level of protection for ttre stuaenr oata ii ruln,"inr. v.nao, strtt nJr;iil';"y individualor entity unauthenticated access lo connaential personailv ii""irt"ur. ora." *..ra. .r-i,*-aiaiy rire. ontythose individuars whose job duties direcrry. invorve rrrniir""i 
"i,r," 

,erms of rhe Agreemenr or rhisAddendum' and who are in a "need_-to know" posirion. ti"ii* frrin"a to access p1 or studenr data. Vendorshall provide School Board' upon requesr..*ith iaenriries ana-fisitions ofthose persons who are authorized toaccess Pll under the Agreemenl or the Addendum

I::iff :"lkTlf :H:H":T:*1,", ffi :,#:J:#T" jll.i ;1[1ill,:l'y, iil,Jfi il:_:"ffi [liother action rhar courd resurt in .uf,sranriar iarm;; il;;;;rd or any individuar idenrified by the daa.

PRIVACY ADDENDUM

This Privacy Addendum (hercinafter "Addcndum") ro the Agr.cmenr bctween &e panies dared

Calcasieu Parish School Board (hercinafter .'school Board..) and reachercentric tnc (va sarchet) (hereinatier
endor"). This Addendum is effective as ofthe 2ihdayotAtryt*,Zo{.
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VendoragreesthatanyandallunencrypledPcrsonallYidentifiablestudentdatawillbesrorcd'processed'and
maintained in a securc ro""tion *J ,Jr'.iv1'n a.signar"a s".""o. No i"tt-t Board dEta' 8t any time' will be

;#;;;;,';i'*,*,.r"-#lr:[fu }:TI][*:H,I-Ur.*:;'m*g::;il."il*:
orage medium is in use as Pa

encryoted. All sewers. *".*". |"".'n,l'l. *i- ""*.rt-dttt ",i-ii;; 
in tnt attittt" of the service shall be

contained within rhe united sure-s-rlnt"'r. ,p""iti"" -t "g""d 
to in wriring by the school Board'

Vendoragreesthalan}'andalldataobtainedfromtheSchoo.IBoardshallbeuscdexpresslyandsolelyforthc
DurDoses enumerared ,",n" o*ll"rlJ";t;;h;ll ;"i ue aistriuuiea' used' or shared for 8nv other purpose'

As.rcouired b1 Federat *a ,ir,.-'w.. vendor firrther. ag"".;;; t; of an;.- kind shall be revealed'

transmined. exchang"d. o, oth.;i* [rr"j io *t 
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terms of the Agreement. v*ao, Jilri""i *ll. rransfer. share. 
"t 

pt*.t- 
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*dent &ta for any commercial'

advertising or marteting purpos€'

Board.

Vendorshalldevelopapolicyfortheprotectionandstorageofaudirlogs.Thepolicl'shallrequirethestoring
of sudit loss and .""ord, on 

" 
*ri"'l;;;;#;;;" sy.t"- t 

"t 
i"n"iiies the audit trail' Vendor must rcstrict

access to audit loss to P'event #ilffi;;;ili".s "(;i'o1 1y:n"i'ntion 
or 

"uait 
trails shall be based on a

schedule daermin.d "ft"r.on.ulr.ion 
iirr, op".,,ional. rcchnical' risk managemenl and legal staff'

VendorisperminedtodisclosePllandstudentdstato.its'emDloyees.aulhorizedsukontractorsaSents.
consultants and auai,o., on o n""'a lo r""* u"ri. 

"irv. 
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and auditors have o.in"n confii'"'#"1il;li";;;;il.v*a31-i"a trt. School Board consistent with the terms

of this Addendum' rnt 
"onno"nii"i'w 

lniutit"'.1ill *''"-iY:-;;;";ioiot"nv "e""'enr 
with vendor for

so long as the information remai", 
"o'"na.nii"r. 

*hichever is r""g.t, *J*iri i"u'e ti th" beneftt of the school

Vendoracknowledgesandagreestharunauthorizeddisclosureoruseofprotectedinformationmayirreparabll
damace the School Board in .u.i 

"'ir"y 
,r* adequate compensari* 

"ould 
nor b" obtaincd solely in monetary

lffi*'J,'"T#::*m*i#***,H:i::,:.m*;1"':ux'r*:xr*':'-sac'!uaror
orherwise availabte (inctuaing.r;l;;"ir. .i"..'y'i*.1.^v.nao, ii-iti'stis Ot School Board the right' but
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Vendorshallestablish.implement.andproridetoSchoolBoarder'idencethereof.aclear&tabreachresponse
olan ourlining organizationat ;iiil:;Jiil;;*, r- ua**i.t-" ,""niiiit'"""r'' v"naor's rcsponse plan
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il.J;; ;;if&h a contracto'' such as a cloud senice provt<ler'

2
Updated November, 2016

rinoa'rprht .50cll 5d'{5



Vendor agrees to comply with the requirements of La. R.S. 5 I :3071 et seq. (Louisiana Database Brcach
Notification [-sw) as well as any other applicable laws regarding notification ofdata breaches. and to provide
notification to the school board in the event ofunauthorized access to or releas€ ofpersonally identifiable
information or other similar event. In the event of a data brcach of any of the Vendor's securiry" obligations
hereunder, or other event requiring notification under applicable law. Vendor agrees to notiry the School
Board immediately and to indemni!. hold harmless and defend the School Board and its employees fiom and
against any and all claims. damages, or causes ofaction related to lhe un&uthorized access and/or rclease.

In accordance wilh applicable stare and federal lau, Vendor agrees thst audilors from any state, federal, or other
agency, as well as auditors so designated by the School Board. shall have the oplion to audit Vendor's service
under the Addendum and the Agreement. including but not limited to privacy and security audits. Records
pertaining to the service shall be made available to auditors 8nd the School Board uhen rcquested.

Vendor agrees that ifthe original Contract is terminated or ifthe original Conlract expires, Vendor shall, after
receiving a rcquest in writing from the School Board, retum all data obtained in the performance of its work
under the Agreement or the Addendum to the School Board in a useable eleclronic format. Vendor further
agrecs to thereafter erase. dessoy. and render unrcadable all data. in its possession or in the possession of
persons and entities with whom il has conlracted for the performance ofobligations under the Agr€ement or
Addendum, in its entircty in a manner that prevents is physical rcconsmrction through the usc ofavailable
file restoration utilities. Vendor shall certif in writing that these actions have been completed within thirty
(30) days from receipt ofthe wrinen rcquest b)'the School Board.

The terms of this Addendum shall supplement and supersede any conflicting terms or conditions of the

Agreement between the Parties. Subject to the foregoing the terms ofthe originsl Agreement shall remain in

full force and effect.
Teachercentric lnc (va satchel)
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