
District-wide Outage – 10/17/24. Updated 01/13/2025

On October 17, 2024, the District 47 School District (“District 47”) experienced an outage that 
impacted our ability to access certain. Upon discovery, we immediately secured our
network and began working with our IT staff and third-party computer specialists to investigate
and respond to the outage. Thanks to the quick response and diligent efforts of our team, we 
were able to restore affected systems with minimal interruption. As part of our investigation into 
the incident, we discovered that certain information may have been subject to access by an 
unauthorized individual on or around October 14, 2024. We therefore engaged in a thorough and 
time intensive review to determine the information at risk and to whom it relates. This review 
was completed on January 2, 2025, and we learned that individuals’ information may have been 
affected. We immediately worked to obtain contact information for individuals so that we can 
provide direct notification to those identified. This process is currently ongoing, and we will 
provide direct notification as soon as possible. 

While the information potentially affected varies by individual, the types of information may 
include individuals’ first and last name, together with one or more of the following data 
elements: contact information, student identification number, date of birth, class schedule, 
transcript information, certain medical information, health insurance information, 
parent/guardian name information, 504 Plan or IEP information, and/or financial aid information. 
In certain instances, Social Security number, driver’s license number, and/or financial account 
information may have also been affected.

In response to this incident, District 47 has taken steps to secure the network and remediate 
affected systems as quickly and securely as possible. This included the deployment and 
monitoring of an advanced endpoint detection and response tool, as well as the implementation 
of additional technical measures to further enhance the security of District 47 systems and 
information. Further, we are providing direct notice to those individuals affected, and will be 
providing credit monitoring and identity protection services to affected individuals where 
appropriate.

We are in the process of establishing a dedicated call center to address questions you may have 
regarding this incident. We will update this notice with the appropriate information once 
available.


