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Introduction

The Highland Central School District is a rural district located in the Mid-Hudson Valley in Ulster
County, New York. The district is comprised of three academic buildings; elementary, middle,
and high schools. The combined student enrollment for the Highland Central School District is
1,750 students, with a student-teacher ratio of 14:1.

There is a seven-member Board of Education comprised of dedicated residents. Additionally, a
student member is elected by their peers to serve as a non-voting member of the Board of
Education. The student representative actively participates in Board meetings, providing unique
insight and recommendations. Students are also represented on their local Parent
Teacher/Student Associations.

Focus on Achievement

All schools in the Highland Central School District are committed to student and staff
achievement. The promotion of literacy, social responsibility, technology use, personalized
learning, and college & career-readiness skills continue to be our District’s primary focus. Staff
development opportunities have aided in improving instructional practices, expanding use of
technology and assessment tools, and the analysis of data to direct student development and
achievement. The District is committed to helping ALL students through collaboration with
staff, parents, students, and the community; and to develop action plans based on the
established goals and objectives of the District.

Highland CSD Mission

In a safe and caring learning environment, we inspire students to make connections, think
critically and become productive global citizens who create legacies that make our community
proud.

Technology Vision Statement

Faculty, staff, and students of Highland CSD will model digital citizenship and use appropriate
technology for inspiration, critical thinking, and personalized learning in an environment that
promotes collaboration and global connectivity.
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Technology Goals

Goal 1: Increase opportunities for collaboration and communication by increasing flexible
learning spaces to facilitate the use of student 1:1 mobile devices, and instructional strategies
that are adaptable to a flexible and dynamic classroom environment. This would include
maintaining classroom technologies that are relevant to the flexible learning environment. Over
the life of this plan, classroom technologies will be upgraded using Smart Schools Bond Act
funds. This upgrade will assist with teacher and student mobility, advanced communication
tools across the district, and increased collaborative opportunities within the classrooms
themselves.

Goal 2: Maintain student technology that is up-to-date and appropriate for accessing the
district learning platforms, with safe and equitable Internet access for all students. All students
will be issued a device for educational use, and the device will be maintained throughout the
school year.

Goal 3: Maintain a secure, stable, and robust network to meet the demands for 1:1 computing
and future growth. Today's computing and privacy needs require constant upgrades of security
and safety tools to protect the network from malicious actors. The current state of a computing
network environment requires due diligence of Technology Directors and Network
Administrators to prevent phishing, spam, malware, and any other forms of attack on our
school's network. Implementing modern tools allows for data review, alerts, and visibility into
what's happening on the network, with the focus being on the safety of students and of
information and data.

Planning Process

In order to set goals, maintain growth and plan for future needs, the Highland CSD Technology
Committee meets throughout the year. Online collaborative platforms are used for
dissemination of information and discussion, as well as meeting face-to-face at various intervals
during the school year. The Committee is comprised of District Administration, Teachers
representing a range of grade levels, and Students.

To support the development of this plan, a student discussion panel was formed and responded
to questions helping to guide the Committee in establishing its goals. During this ‘fish-bow!’
exercise, students were able to provide feedback on future needs regarding device availability
and course content to promote College and Career Readiness Skills.

A District-wide survey was given to all members of the faculty and staff and the data was
examined and discussed by the Committee. Two results of these work sessions include a
revised Technology Vision and the establishment of technology goals for the district. Needs and
goals related to user devices for students and teachers were established at each building level.
Discussion centered around the need to increase the numbers of mobile devices available in



Highland Central School District Technology Plan (2022- 2025)

classrooms, and ongoing support to continue the 1:1 computing model already in place. The
importance of increasing device availability by expanding our existing inventory was recognized
by all members of the committee.

Professional Development needs were analyzed, and members reviewed a variety of
technology integration strategies, including the SAMR Model of Blended Learning. Sub-
committees were formed to examine the implementation of ISTE Standards for Students and
Educators, the use of collaborative tools for online learning, and improving upon existing K-12
Technology Skills Curriculum.

IIl. Evaluation and Measurement

The effectiveness of this plan will be monitored each school year using surveys conducted by
the Technology Committee. Other data will be collected using our online platforms within the
district. Currently, our Learning Management System can track usage by building, user, and
course. Other assessment tools in use track time-on-task and completion rates. Constant
monitoring of Help-Desk tickets and support requests assist us in planning future technology
instructional needs. Meetings between Department and Grade Level teachers and district
administration will focus on analyzing technology and professional development needs.

IV. Action Plan

Goal 1: Increase opportunities for collaboration and communication by
increasing flexible learning spaces to facilitate the use of student 1:1 mobile
devices, and instructional strategies that are adaptable to a flexible and
dynamic classroom environment.

Promote opportunities for students to collaborate with others and

Action Step 1 .
communicate on a global scale.

Expand coursework throughout the content areas and grade levels
that promote responsible use of information and technology. Increase
the opportunities for students to participate in digital citizenship
coursework and digital literacy curricula, K-12.

Action Step 2

Support teacher skills-development in the use of online learning tools,

Action Step 3 . .
P collaborative platforms, and technology embedded lesson creation.
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Goal 2: Maintain student technology that is up-to-date and appropriate for
accessing the district learning platforms, with safe and equitable Internet
access for all students.

Through parent / student surveys and the Digital Equity Survey, we
Action Step 1 will identify those students who require additional Internet access
while at home.

Determine the Internet / Phone carriers in student home

Acti 2
ction Step neighborhoods to determine the proper access and hotspot needed.

Need to keep students safe online with whatever mobile hotspot is

Action Step 3 . . . . - .
P issued. That requires a configuration of district Internet filters, etc.

Continue to work with local ISP’s and NYS to provide connectivity to

Action Step 4 .
P students in all rural areas.

Provide information on the district website to the community about

Action Step 5
P Internet Access programs by the Federal / State Governments.

Goal 3: Maintain a secure, stable, and robust network to meet the
demands for 1:1 computing and future growth.

Action Step 1 Maintain the use of network firewall appliances.

Maintain current cybersecurity tools to provide alerts to network

Action Step 2 .
administrators.

Provide all staff continued training on safety and security of personal

Action Step 3 . . .
data and the use of encryption in e-mail communications.

Follow all current networking safety protocols to protect and
safeguard the network. This includes tools for preventing spam,
phishing, and malware attacks from traversing all areas of the
network.

Action Step 4
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V. NYSED Initiatives Alignment

1. Explain how the district use of instructional technology will serve as a part of
comprehensive and sustained effort to support rigorous academic standards attainment and
performance improvement for students.

Highland Central School District believes that integration and utilization of technology in
classrooms provides a positive change in learning experiences. Technology is an integral part
of highly effective instruction that can enhance student opportunities to access learning. The
goal is to acquire new ways to meet the needs of all students and to foster creativity. We will
design learning environments that model and encourage collaboration with our students and
our community. Effective technology integration is founded within the curriculum and all
standards. It is necessary to build upon that foundation with focused professional
development that allows for continued vertical curriculum alignment, and co-curricular inquiry
projects.

The Goals of this plan are all derivatives of the Technology Vision and Mission. Each goal is
driven by a focus on increasing student achievement and learning opportunities by supporting
teachers in their professional growth. By examining 21t Century Skills of Critical Thinking,
Communication, Collaboration and Creativity, (http://www.p21.org/ ) Highland CSD needs to
provide a structure for teachers to learn ways to integrate technologies, engage students, and
provide different learning opportunities within classrooms for all students to reach their fullest
potential.

The district will maintain their 1:1 mobile computing environment for all students, K-12.
Creating flexible classrooms where students are engaged in their own personalized learning or
collaborating in groups on an inquiry-based project requires the district to be focused on
continued technology growth and teacher development.

Throughout this plan, Highland will continue its improvements in curriculum alignment across
all content areas and all grade levels. We also will continue to improve classroom spaces to be
more flexible and support teachers in their move towards online, blended environments for
student personalized learning growth.

2. Explain the strategies the district plans to implement to address the need to provide
equitable learning “everywhere, all the time” (National Technology Plan). Include both short and
long-term solutions, such as device access, internet access, human capacity, infrastructure,
partnerships, etc.

Highland CSD will continue to be a 1:1 computing school. This requires constant maintenance
of current devices and purchasing new devices. It is imperative that students and teachers
alike have modern and relevant tools to increase collaboration and all for access to online
computing platforms. Using the Digital Equity Survey results, we will maintain student internet
access connectivity from their residences. This will be to the best of our ability in a rural setting,

04
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but we will continue to strive for 100%. We will promote the financing opportunities available
to families on our website (i.e., Emergency Connectivity Funding and the Affordable
Connectivity Programs).

Some of the strategies for our district to provide equitable access are as follows:
- All students have access to a computing device.

- All students have access to an online classroom and electronic communication abilities
through conferencing tools, discussion boards, and/or e-mail.

- All teachers have been trained, and will continue to be offered support and training, in the
use of all technologies and platforms in place.

- The network infrastructure will continue to be up-to-date and, in the long term, will have
to be upgraded during the life of this plan.

- Maintaining and upgrading the bandwidth needs through our local BOCES will remain an
important goal of the district. Speed and reliability in the network and connections are
imperative.

- Maintain our partnership with our local BOCES and the MHRIC to remain abreast of
connectivity changes, upgrades, and cybersecurity features.

Infrastructure decisions are driven by student achievement and the use of technology across
all classrooms, K-12. If they need more bandwidth, we need to provide it. Increasing wireless
access points, for example, is prompted by the increased use of technology throughout our
buildings and classrooms.

3. Students with disabilities may be served through the use of instructional technology as
well as assistive technology devices and services to ensure access to and participation in the
general education curriculum. Describe how instruction using technology is differentiated to
support the individual learning needs of students with disabilities.

The Highland Central School district embraces and maintains the philosophy that all children
can learn. Our district accentuates academic assistance and interventions to help students,
including students with disabilities, meet the NY State Learning Standards.

Administrators, faculty, and staff work collaboratively and take responsibility for creating the
conditions that support student learning. In accordance with Commissioner’s Regulations, our
District has established administrative practices and procedures for implementing District-
wide initiatives that address all students’ needs.

Students are provided with assistive technology based on their individual need. Devices are
available for use of differentiated learning tools such as immersive reading tools, translation,
audio, word processing, etc. If determined by the CPSE structure that individual students require
a device, then the device is personalized by the software, apps, or peripherals required for that

9
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student. Oftentimes portable devices such as iPads are given with apps installed based on the
student’s disability and recommendations.

. Professional Development

Highland CSD provides professional development opportunities for all staff for the purpose of
improving the quality of teaching and learning. A comprehensive Professional Development
Plan is in place to ensure that teachers participate in substantial professional development to
remain current and meet the learning needs of their students. The plan addresses NYS
Requirements for teachers and teaching assistants. As a part of this plan, technology
instruction is a goal and focus. Faculty and staff are provided with online learning
opportunities, webinars, and face-to-face instruction opportunities on the use of new tools for
assessment, instruction, and learning platforms. Faculty meetings, conference days, and grade
level / department planning time are all opportunities for technology-based learning to be
given to faculty and staff. We will continue to utilize these opportunities throughout the life of
this plan.

Within the life of this plan, teacher classroom instructional tools will be updated and refreshed.
Teachers will be shown how to utilize new tools throughout the year as necessary. The use of
vendor trainings, BOCES Workshops and support by the Technology Services Dept., are all
methods that will be utilized as part of a training plan.

The current PDP aligns with technology initiatives to build our STEM capacity, K-12. The plan also
addresses continued efforts to integrate educational technology strategies in all content areas to
foster inquiry-based learning, deep thinking and greater engagement.

Some of the developed Action Plan Steps towards this goal include, but are not limited to:

- Teacher Tech PD workshops, peer-led or other.
- Technology / Science Curriculum Integration in MS Science.
- Introduction of inquiry based / process-based learning practices, K-12.

Examples of activities and training opportunities include:

- Familiarization with the operation of equipment and software.

- Development of various proficiencies in using technology to accomplish school tasks.

- Application of software and applications to the management of school tasks both
administrative and instructional.

- Integrate technology into teaching and learning.

On average, teachers in the Highland Central School District will be involved in a minimum of 15
clock hours of professional development activities on an annual basis. These hours come from
HCSD Staff Development Days during the school year, collaborative Departmental Meetings, and
participation in opportunities provided by BOCES, vendors or other partner institutions.
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Assessment and evaluation of these opportunities and their impacts on operations and learning
are accomplished through both formal and informal means.

The Highland Central School District understands that proper use of technology in schools
requires training and professional development to fully realize the capabilities that technology
offers both in office operations and classroom instruction. Improving all staff capabilities and
efficiency is vital to performing well on the job. It is the expectation of the Highland Central
School District that employees both instructional and non-instructional take advantage of
training and professional development opportunities to improve their skill level and ultimately
their performance for the improvement of the organization.

Internet Safety

The recent passage of the New York State Education Law on Internet Safety and Appropriate Use
(Ed Law Section 814) requires a better education of students for safe and appropriate use of
Internet technology and resources. This legislation was an outgrowth of the federal Children’s
Internet Protection Act (CIPA) enacted by Congress in December 2000 to address concerns about
offensive content over the Internet on school and library computers.

Highland CSD believes that it is imperative our students learn the definition of being a responsible
digital citizenship, in addition to the ethics of copyright infringement. Students need to
understand the depth and breadth of their ‘digital footprint’ that they create while using the
Internet.

The Highland CSD provides teachers, staff, and students with equitable access to appropriate
training and materials. The surrounding community is encouraged to use technology to access
information regarding school activities and to enhance their own learning. The use of the
district’s communication tools (website, alert system, etc.) promote community involvement in
our district.

Students and faculty members are provided with instruction on Internet Safety in the library and
computer labs coursework taught in each building at most grade levels. The librarians in each
building teach Internet search techniques, copyright issues, and ethics. Additionally, the
Instructional Technology Specialist works with students of grades K-6 to teach them Internet
safety practices, and Digital Citizenship. As students advance to the Middle School (grades 7 &
8), they are provided with technology coursework that includes content pertaining to Internet
safety, Digital Citizenship, and proper research techniques. This learning is reinforced in the High
School (grades 9 — 12) by the required library coursework taught by the Media
Specialist/Librarian, as well as through English classes at this level. Other content area teachers
who use computers with their students go over ethics and safety issues continuously.

11
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Highland CSD continues to update and evaluate new forms of technology for relevancy in learning
and teaching. Currently, students and staff must sign an Acceptable Use Policy in order to access
the district’s network. Teachers are encouraged to take Internet Safety Coursework available for
free through Model Schools or at various Teacher Centers.

During the life of this plan, teachers will be required to participate in district offerings focusing
on Network and Cyber Security. Instruction on malware, phishing, password protection, etc. will
be given on available conference days so that teachers understand their role in contributing to a
safe and stable network. Teachers will also be instructed on student data privacy and the need
to keep this data safe and protected.

The district participates in Internet Filtering provided by our local BOCES. Access control lists are
monitored and evaluated constantly to make sure sites are blocked in compliance with the
Children’s Internet Protection Act.

Overview of Infrastructure, Hardware, and Technical Support

LAN/Infrastructure

As a result of a high-speed data network initiative by the Ulster Board of Cooperative Education
Services, our district is part of the Tri-County fiber optic ‘ring’ - a high speed fiber optic data
network transmitting speeds of 200 mbps, with HCSD having its own dedicated allotment. This
allows us to meet the NYS Quota for Computer Based Testing.

Highland CSD increased its internal backbone to 10G in order to be ready for future security and
surveillance growth.

The infrastructure is comprised of two building distribution frames, one medium distribution
frame and six intermediate distribution frames. Network switches across each building are
nearing their end of life and may need upgrading during the life of this plan. If necessary, the
district will with Ulster BOCES for purchasing necessary equipment.

There is a robust Wi-Fi network in place, and we will continue to add Access Points over the life
of this plan as needed.

Instructional Equipment Summary

e Highland has approximately 1500 computers, laptops and Chromebooks district-wide.
Additionally, there are about 800 iPads across the district.

e Each building is equipped with technology resources where instruction on computer skills,
citizenship, STEAM activities, and research skills take place.

e Each building also has a library outfitted with computing devices for classes to utilize.
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e iPad Cabinets are housed in each classroom of the Elementary School, with each cabinet
housing 10 iPads. During the life of this plan, iPads will continue to be updated in order to
meet the latest operating standards.

e All iPads are centrally managed and utilize Apple’s Volume Purchasing System in order to
maintain the apps and the iPads themselves.

e There are several laptop and / or Chromebook carts throughout each building.

e Over the life of this plan, carts of laptops / Chromebooks will continue to be purchased to
fulfill the instructional needs of individual departments and classrooms.

e Desktop computers are continuously purchased in order to maintain productivity for all staff.
Desktop computers are typically replaced to maintain age obsolescence goals of 4 — 5 years,

maximum.

Staffing Summary

The Technology Services Department has one full time Computer Desktop Technician, two
Network Specialist’s (I & Il), and a Director. Staffing needs continue to be analyzed by the district
during annual budget review periods.

Investment Plan

To maintain fiscal responsibility, all equipment and hardware will be purchased through the local
BOCES, when available. Annual budgets will continue to be examined. Every effort will be made
to ensure that any vendor utilized is listed on the New York State Contract.

Anticipated Item or Service

Description

Financial Resource

End User Computing Devices
& Peripheral Devices

- Desktops / Laptops

Increase Access to all classrooms /
students

BOCES
District Annual Operating Budget

- Interactive Digital Boards

Upgrade / Refresh obsolete and/or
irreparable classroom interactive
displays.

Smart Schools Bond Act
District Annual Operating Budget

- Classroom Instructional
Technology Tools

Keep projectors, document cameras,
other teaching tools upgraded and
in working order, if needed.

BOCES
District Annual Operating Budget

Network, Infrastructure &

this plan. Includes switching
hardware, Main Switches, Firewall,
Bandwidth needs, etc.

Security
- LAN Infrastructure Assess / Needs analysis of network BOCES
Hardware infrastructure items during the life of | District Annual Operating Budget

- Cybersecurity Framework
of Programs / Tools

- Password Protection
Programs

Maintain a stable and secure network.
Protect data as best as possible with
tools designed for this.

Maintain barriers to network
intruders and upgrade as needed.

BOCES

District Annual Operating Budget
Grants, if available

E-Rate Funding, if available
Vendor Pilot Opportunities

13
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Maintain two factor authentication
methods / programs for network
logon and data applications.

K-12 STEM Program
Development

- Develop programs
through existing staff or
otherwise to create more
opportunities for
students to learn coding,
robotics, programming
and other STEM content.

Align program content to applicable
technology standards

Provide additional staffing and
professional development as
needed.

BOCES Staff
District Annual Operating Budget
Vendor Workshops and Trainings

Develop Flexible Learning
Spaces

- Classrooms using Inquiry-
Based Learning and
Collaborative
Teaming/Projects can

Continue to pilot furniture for
student use in classrooms, labs,
Media Centers

Promote collaborative designs for
teamwork and inquiry-based
projects

BOCES

District Annual Operating Budget
Grants, if available

E-Rate Funding, if available
Vendor Pilot Opportunities
Smart Schools Funding, if
available

require mobility within
classroom constructs

X. Monitoring and Evaluation

The Highland Central School District will use strategies to evaluate the extent to which activities
are effective in integrating technology into curricula and instruction, increasing the ability of
teachers to teach, and enabling students to reach challenging state and national academic
standards. The ongoing and cyclic review of curricula in all content areas and grade levels is
important in ensuring proper integration and updated practices, materials and evaluations for
students and instruction regarding technology use. Grade level, content area teachers, and Data
Specialists are responsible for said review and updating of curricula under the guidance of school
administration. Professional development is available to staff on a continual basis. Faculty
meetings, curriculum meetings and grade level/department meetings will discuss technology
concerns and will evaluate activities that are effective in technology integration. Regular staff
meetings and district team meetings will also be utilized to evaluate student performance based
upon available state and national testing data to best utilize technology which enables students
to reach challenging standards. An action plan for unmet goals will be developed by the District
Technology Committee.

This plan will continue to be monitored and evaluated using employee feedback and workshop
evaluation forms. Requests in the ticketing software system can be a source of monitoring the
obsolescence of equipment and provide a needs analysis for what teachers need in order to
utilize technology. This system can drive purchasing decisions and professional development
needs for teachers and staff. Additionally, purchase order requests will be monitored to evaluate
software and hardware needs by district staff and faculty.
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APPENDIX A
Acceptable Use Policy for Highland Central School District

Highland Central School District Administrative Regulation 8300R

SUBJECT: TELECOMMUNICATIONS USE

Responsibilities of Students

As account holders/users of data/voice/video equipment and/or network services, students must
adhere to all policies and procedures outlined in the Telecommunications Use
Policy/Administrative Regulation, the Highland Central School District Code of Conduct, and the
Parent/Student Handbook. Student responsibilities generally apply to using school technology
resources for educational purposes such as improving academic performance or using
technology to improve student achievement. Prior to Telecommunications Use, a signed User
Agreement and Waiver Form must be on file.

Responsibilities of Highland Employees (Teaching and Non-Teaching) As account holders/users
of data/voice/video equipment and/or network services, employees must adhere to all policies
and procedures outlined in the Telecommunications Use Policy/Administrative Regulation, the
Highland Central School District Code of Conduct, and Faculty/Staff handbook. Employee
responsibilities generally apply to using the school’s technology resources to improve instruction,
data collection, improve efficiency in office operations and to improve job performance in
accordance with the expectation of the Highland Central School District.

Prior to Telecommunications Use, a signed User Agreement and Waiver Form must be on file.

Sanctions

All account holders/users using the Highland Central School District data/voice/video equipment
and/or network are required to comply with the rules set forth in this Administrative Regulation.
Failure to comply may result in disciplinary proceedings as well as suspension and/or revocation
of access privileges. lllegal activities are strictly prohibited. Any information pertaining to or
suggestive of any illegal activities or in violation of the Telecommunications Use
Policy/Administrative Regulation, the Highland Central School District Code of Conduct, or the
respective student/faculty/staff handbook may be reported to the proper authorities.
Transmission of any material in violation of any federal, state, and/or local law or regulation is
prohibited.

Responsibilities of the Highland Central School District
While the Internet provides a wealth of knowledge, there is also a large amount of inaccurate or
misinformation on the Internet. Neither the Highland Central School District nor the Access
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Provider makes warranties of any kind, either express or implied, for the access being provided.
Further, neither the Highland Central School District nor the Access Provider assume any
responsibility for the quality, availability, accuracy, nature, or reliability of the material of the
Internet. Account Holders/Users use the information at their own risk. Neither the Highland
Central School District nor the Access Provider will be responsible for any damages suffered by
any Account Holder/User resulting from use of the Internet. Nor will Highland Central School
District or the Access Provider be responsible for unauthorized financial obligations resulting
from use of the Internet. Highland Central School District or the Access Provider may use
technical or manual means to regulate access and information on the Internet (Internet Content
Filtering), but these methods do not provide a foolproof means of enforcing the Highland Central
School District’s Telecommunications Use Policy. Each Account Holder/User will be responsible
for abiding by the guidelines set forth herein. Nothing herein shall be construed to infringe upon
or impair any Constitutional Rights of the Account Holders/Users.

Acceptable Use and Conduct

Access to the Internet on the Highland Central School District’s data/voice/video network is
provided solely for educational purposes and research. Use of the Internet is a privilege, not a
right. Inappropriate use (as defined in this regulation) may result in suspension or revocation of
that privilege. Each person issued an account, (an “Account Holder”) shall be responsible at all
times for its proper uses. All Account Holders will be issued a login name and password.
Passwords may be changed periodically. Other persons granted use of the Internet and its parts
will be known as “Users.” These Users must also abide by the Telecommunications Use
Policy/Administrative Regulation put forth by the Highland Central School District. Prior to
Telecommunications Use, a signed User Agreement and Waiver Form must be on file. All Account
Holders/Users must not use language that is obscene, profane, vulgar, indecent, and/or libelous.
Each person seeking issuance by the Highland Central School District of an access account (login
name) must submit a signed User Agreement and Waiver Form. Students must also return a
signed Parent/Guardian Consent and Waiver Form. Signatories to these waiver forms agree to
hold Highland Central School District, and the Internet Access provider, Mid-Hudson Regional
Information Center (MHRIC), harmless for material acquired or contracts made on the Highland
Central School District’s network or on the Internet. The forms are kept on record and the
agreement remains intact for the duration of a student’s educational stay or an employee’s
employment at the Highland Central School District.

Prohibited Activity and Uses

The following is a list of prohibited activities concerning use of the Data/Voice/Video network by
Account Holders/Users. This is not a complete list of prohibited activities but seeks to provide
examples of prohibited use. The Highland Central School District will bear the responsibility for
the determination of whether an activity is inappropriate. Violation of any of these prohibitions
may result in disciplinary proceedings and consequent penalties, including suspension or
revocation of an Account Holder’s/User’s access to the data/voice/video network.

16
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Using the data/voice/video network equipment for commercial activity, including
advertising.

Infringement on any copyrights or other intellectual property rights, including copying,
installing, receiving, transmitting, or making available any copyrighted software on the
district computer network without the permission of the owner.

Using the Internet or other data services to receive, transmit, or make available to other
communications or materials that are obscene, indecent, vulgar, libelous or harassing and
abusive to others.

Using another Account Holder/User’s account or password.

Attempting to read, delete, copy, or modify the electronic mail (e-mail) of other Account
Holders/Users to send and/or receive e-mail

Forging or attempting to forge e-mail messages.

Engaging in vandalism. Vandalism is defined as any malicious attempt to harm or destroy
Highland Central School District data/voice/video network equipment or materials, data
of another Account Holder/User or any of the entities or other networks that are
connected to the Internet. This includes, but is not limited to, creating and/or placing a
computer virus on the Highland Central School District data network.

Using the Internet to transmit anonymous messages or files.

Violations of privacy and/or public safety - revealing personal information about others
or self, which could be deemed private and/or dangerous. Revealing the personal
address, telephone number, or other personal information of oneself or another person.
Using the data/voice/video network in a fashion inconsistent with the directions from
teachers and other supervisory staff.

Using the data/voice/video network in a manner which violates another school district
policy.

Language or use that is inappropriate in an education setting or violates district rules.
Inappropriate language that is obscene, lewd, profane, indecent, or vulgar is prohibited.

Downloading any obscene or indecent material is strictly forbidden *.

Dangerous information — information that if acted upon could cause damage or present
danger of distribution to the educational process.

Communication used to plan or to further criminal activity.

Harassing or unwanted contacts: This includes the use of e-mail to harass another person
or organization, to personally attack another person or organization including prejudicial
or discriminatory attacks; to directly threaten another person or organization; or to
disseminate false or defamatory material about a person or organization.

“Spamming” or mass mailing by e-mail for solicitation purposes.

The unauthorized accessing of school electronic records or other governmental records.
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Highland Central School District Technology Plan (2022- 2025)

19. Any other activity, which would violate Federal and State law or Highland Central School
District Policy.

* Please Note: The definition of obscene or indecent material shall be in keeping with the
applicable Federal Law.

No Privacy Guarantee

Account Holders/Account Users using the Highland Central School District data/voice/video network
equipment should not expect, nor does Highland Central School District guarantee privacy for e-mail or
any use of the Highland Central School District data/voice/video network. Highland Central School District
reserves the right to access and view any material stored on its equipment or any material used in
conjunction with Highland Central School District’s data/voice/video network.

18



Highland Central School District Technology Plan (2022- 2025)

Student: Parent/Guardian Consent and Waiver Form

I and my son/daughter have read and understand the Highland Central School District’s
Telecommunications Use Administrative Regulation regarding student use of the data/voice/video
network and the Internet. By signing this consent and waiver form, | give my permission for my child to
be permitted access to the District’s data/voice/video network system and the Internet.

| understand that my child’s in-school access to the Internet is designed solely for educational purposes. |
also understand that a variety of inappropriate and offensive materials are available over the Internet and
it may be possible for my child to access these materials inadvertently or if he/she chooses to behave
irresponsibly. | further understand that it is possible for undesirable or ill-tended individuals to
communicate with my child over the Internet, that there is no practical way for the Highland Central
School District to prevent this from happening, and that my child must take responsibility to avoid such
communications if they are initiated. While | authorize the Highland Central School District faculty/staff
to monitor any communications to and from my child on the District’s data/voice/video network and
Internet, | recognize that it is not possible for the District to monitor all such communications. | have
determined that the benefits of my child having in-school access to the Internet outweigh the potential
risks, and | will not hold the Highland Central School District or the Internet Access Provider, the Mid-
Hudson Regional Information Center, responsible for material acquired or contacts made on the Highland
Central School District’s data/voice/video network or the Internet.

I and my son/daughter further understand that any violation of the provisions in the Telecommunications
Use Policy/Administrative Regulation by my child may result in suspension or revocation of his/her system
access and related privileges, other disciplinary action, and possible legal action.

Student Name (PRINT): Date:
Student Signature: Date:
Parent/Guardian Signature: Date:
School:
Grade:
19
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Highland Central School District Technology Plan (2022- 2025)

Staff: Account Holder / User Agreement and Waiver Form
(Please Print)

Account Holder/User Name:

School:

Grade/Position:

| have read and understand the Highland Central School District’s Telecommunications Use Administrative
Regulation regarding the use of the Highland Central School District’s data/voice/video network and
Internet Use of this district-sponsored account. | agree to abide by its provisions.

| understand that in-school access to the Internet is designed solely for educational purposes. | also
understand that a variety of inappropriate and offensive materials are available over the Internet and it
may be possible for me to access these materials inadvertently. | agree to act responsibly and to refrain
from viewing inappropriate and/or offensive materials. | further understand that it is possible for
undesirable or ill-tended individuals to communicate with me over the Internet, that there is no practical
way for the Highland Central School District to prevent this from happening. | agree to take responsibility
for avoiding such individuals and to report any such attempts at communicating with me.

| understand that | have no right to privacy when | use the Highland Central School District’s
data/voice/video network and the Internet, including e-mail. | authorize the Highland Central School
District staff to monitor any communications to or from me on the Highland Central School District’s
data/voice/video network and Internet. | have determined that the benefits of having in-school access to
the Internet outweigh the potential risks, and | will not hold the Highland Central School District or the
Internet Access Provider, the Mid-Hudson Regional Information Center, responsible for material acquired
or contacts made on the Highland Central School District’s data/voice/video network or the Internet.

| further understand that any violation of the provisions in the Telecommunications Use
Policy/Administrative Regulation may result in suspension or revocation of my system access and related

privileges, other disciplinary action, and possible legal action.

Account Holder/User Signature:

Date:
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