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LEARNING OBJECTIVES

Gain some basics on device safetyGain some basics on device safetyGain some basics on device safetyGain some basics on device safety

Understand app functionality, capacityUnderstand app functionality, capacityUnderstand app functionality, capacityUnderstand app functionality, capacity

Describe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting law











SOLUTIONS?



Legal Protections

Children’s Online Privacy Protection Act “COPPA” requires 

that websites:

• Disclose privacy policies

• Get parental consent before soliciting personal info from 

kids

• Not retrieve unnecessary personal info from kids



Basic Tips

Educate yourself—have some fun!
Check phones for apps, privacy 

settings, browser history
Set guidelines and rules (contract?)
Use common areas
Talk about dangers and 

consequences



Rules

1. Close the door! 

2. Develop an exit strategy

3. Be paranoid

4. Stay in safe places

5. Tell!
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Juvenile Sexting
--Law changed in 2018

--From felony to tiered charging

--Applies where juveniles (10 to 17) are 

at least 14 years OR 

within four years of age





Misdemeanor

Petty Offense

Civil Infraction

Felony

CRS § 18-7-109



Affirmative Defenses

Report

Delete



Petty Offense Misdemeanor

Civil 
Infraction



Solutions?



Healthy Relationships

 Empathy

 Consent
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• Enthusiastic
• Right to 

Control  Self
• Freely 

Given

• Repeated
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• Silence
• Assumed

• Forced



Bullying

Bullying can occur

 At school (More students report being affected by 
bullying at school than bullying online.)

 At home 
 Online

So the issue is bullying, not 
being online



Normal Conflict Bullying

Equal power or friends Imbalance of power; not friends

Happens occasionally Repeated negative actions

Accidental Purposeful

Generally not serious Serious with threat of physical or 

emotional harm

Equal emotional reaction Strong emotional reaction from 

victim and little or no emotional 

reaction from bully

Not seeking power or attention Seeking power, control, or 

material things

Generally not trying to get 

something 

May attempt to gain material 

things or power

Remorse - will take responsibility No remorse - may blame victim

(Source: Bully Proofing Your School: A Comprehensive Approach for Elementary Schools, 
Carla Garrity, et al, June 2000)
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LEARNING OBJECTIVES

Gain some basics on device safetyGain some basics on device safetyGain some basics on device safetyGain some basics on device safety

Understand app functionality, capacityUnderstand app functionality, capacityUnderstand app functionality, capacityUnderstand app functionality, capacity

Describe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting lawDescribe the basics of the juvenile sexting law



 Commonsense.org
 Project Zero
 Netsmartz.org “Into the Cloud”
 Connectsafely.org
 SmartSocial.com
 Staysafeonline.org
 Cyberbullying.org

 Webwisekids.org
 FBI Safe Online Surfing
 Loveisrepect.org; 866.331.9474
 Google Be Internet Awesome “Interland” 
 Everybody Knows Sarah, Sextortion 

PSA, Okay, So You Did a Thing, 
Love146.org



THANK YOU FOR YOUR TIME! 

Feel free to contact me:

https://www.colorado.gov/pacific/cssrc

margaret.ochoa@state.co.us

720.415.0575


